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The Port of
Opportunities

The Port of HaminaKotka is a versatile Finnish
seaport serving trade and industry. The location
of HaminaKotka at the logistics hub makes the
port truly unique - it opens up connections
to all parts of the world.

Welcome to the port of HaminaKotka!
haminakotka.com

PORT OF HAMINAKOTKA
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gedr readers,

elcome to the newest instalment of the printed ver-
sion of our journal, your humble bundle of the finest
transport & logistics pieces we gathered during the
past couple of months!
This issue is all about the light and dark sides of technol-
ogy. On the one hand, there’s the cyber threat, which, as the
title of the opening article reads, is today The norm, not the
exception. As such, one needs to set up a Digital defence,
Making the hackers’ job hard, including The enemy within.
That said, there’s A long way to go before one obtains The
cyber security seal.

On the other hand, the industry is Set for lift off, because
incredible things can happen When human meet algorithms,
such as Reshaping logistics. But how to achieve that? Well,
Communication is everything and Well-informed shipping
can get a tech-savvy company — one that’s asking questions
like IT and containers: a fitting or pinching match — Off the
blocks towards becoming Green and smart.

Investing in technology is like The rub of the green, it can
make a difference, and some are already Leading by exam-
ple. After all, we’ve got only One atmosphere and we should
do our best so that each and every earthling could breathe
freely. Is technology, therefore, a Guarantee against ineffi-
ciency and that Innovation distinguishes between a leader
and a follower? We’ll see. For now, let us start a new chapter
of what otherwise seems to be A never-ending story.

Have a great, cyber-technology-sustainability read!

PS. Don’t forget to visit www.harboursreview.com for
more free of charge insights, news, and statistics; smash the
e-newsletter subscribe button; and last but not least partner
with us to help surface and spread all ‘round the world what
the transport & logistics domain has best in its store!

Irzemystaw myszka
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Piraeus-NASPA New Maritime Silk Road MoU

The Piraeus Port Authority (PPA), controlled by the Chinese COSCO, has signed an agreement with the North Adriatic Sea
Port Authority (NASPA). The deal is aimed at strengthening cargo flows between Piraeus and NASPA’s Venice and Chioggia.
As such, the parties will jointly work on coordinating the development of their ports, incl. infrastructure and services, in order
to facilitate freight flows between Europe, the Mediterranean, and the Far East. Also, they’ll exchange best practices and
know-how in port management, particularly in the fields of IT, communications, and attracting investments. Pino Musolino,
President, NASPA, commented, “In an upcoming scenario which foresees a powerful increase of trades between Asia and
Europe along the new maritime Silk Road, it is necessary to put all our efforts on the rationalization of the logistics chains,
starting from the ports and from the road connections with the inner markets, in order to shorten distances, to lower transports
costs, to remove trucks from roads and improve the environmental sustainability of trades.” He furthered, “Through this
agreement, which is coupled with the other recently signed with COSCO Shipping for a weekly connection Piraeus-Venice,
we want to clearly show that the development of trades primarily requires commercial agreements, optimization of services
and targeted infrastructure interventions. This is the right path to create value for our economy and for our territory.” Capt.
Fu Chenggqiu, CEO, PPA, added to this, “The Port of Piraeus, the largest port of Greece and the Eastern Mediterranean,
is an ideal hub between Asia and Central & Eastern Europe. It is the first deep-sea EU port after crossing Suez Canal and
offers combined transport solutions with efficient value-added services for cargoes, which can be re-distributed by road,
rail, and sea. The establishment of our cooperation with the North Adriatic Sea Port Authority is targeting to strengthen
the trade links between Asia and Mediterranean and to enhance the role of ports as engines for the European economy.”

Navis and COSCO create a joint Center of Excellence

The Center (CoE) will deliver dedicated resources from both parties for the implementation of Navis’ N4 terminal operating
system (TOS) across COSCO Shipping Ports’ (CSP) facilities as well as support on-going optimisation initiatives of the
Chinese company. The CoE model is a long-term engagement between Navis and CSP aimed at enabling the latter to
implement the projects themselves, shortening the timeline to deliver services through dedicated, on-site, and remote
resources. Over time, the CoE will transfer tasks currently executed on-site in projects to be performed remotely, including
base configuration, test support, automated testing, code extensions, etc. Key areas supported by the CoE include
Content Governance (define and use of a CSP standard delivery methodology and tools; this area will be based on Navis’
methodology and adapted to support CSP strategy); Platform Management (deploy N4 as the sole standard TOS across the
CSP portfolio and fully automate business process testing of software releases against CSP requirements); IT Landscape
(define the CSP IT landscape and explore the use of multi-facility setup for small terminals without on-premise hardware);
Knowledge and Skills Management (training based on Navis STACK Academy with CSP curriculum and certification to
build up a team of N4 experts within CSP); and Change Management (support CSP in the change to Navis as the singular
TOS solution; support will also oversee organizational and operational change management). The new partnership builds
on a previous deal, as earlierin 2018 CSP entered into a subscription agreement with Navis to implement the N4 TOS across
its network (269 berths in 38 ports worldwide, of which 179 are for handling containers). The CoE is organized to deliver
several projects, regardless of terminal type (greenfield, semi-automated, automated), in parallel as CSP facilities migrate
to N4. “Joining forces with COSCO Shipping Ports is the latest in a string of strategic partnerships for Navis with innovative
terminals committed to cutting-edge technology and is a logical next step stemming from our subscription agreement
earlier this year. As CSP works to bring its full network of terminals onboard N4, our dedicated teams, both at the CoE and
regional level, will be there every step of the way to ensure smooth transitions and substantially improve implementation
timelines. CSPs customers will now have access to a global team of Navis experts, dedicated to helping them get the most
out of our software to achieve operational excellence,” Bruce Jacquemard, Chief Customer Officer, Navis, commented.
Zhang Wei, Vice Chairman and Managing Director, COSCO Shipping Ports, added, “Our partnership with Navis and the
CoE is critical for the multi-facility setup of N4 that is already underway — providing one central solution for all terminals
within our corporate infrastructure. With Navis’ help, we’ll create a standardized delivery method, based on their years of
experience as the leading TOS in the market and key takeaways from the hundreds of N4 implementations that they have
successfully executed. With a scalable and repeatable approach, global experience backing the CoE and supplemental
regional teams, CSP is well positioned to bring N4 live across our network and improve overall operational efficiency.”
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Rotterdam gears up for Brexit

The Port of Rotterdam, the
Rotterdam and  Vlaardingen
municipalities, and the Dutch
Directorate-General for Public
Works and Water Management
(Rijkswaterstaat) are creating five
new buffer parking sites for the
trucks that may run into customs
clearance problems if the UK
decides to leave the EU without a
trade deal. Up to 700 lorries will be
able to wait there temporarily if their
customs documents.have not been
properly prepared for maritime
crossings to the UK post-Brexit.
The aim of the coordinated action
is to minimise any extra delays
resulting from additional customs
formalities at the ferry and short sea

a2 ot TEMPORARY BUFFER PARKING SITES FOR BREXIT

ORAMNJEHEUVEL

2 MARSDUK terminals — as required in trade with
3 WATERLEIDINGSTRAAT . .
4 Sarsiwe: third countries — so as to ensure
FEE freight traffic to the UK runs as
o smoothly as possible. Additionally,
Photo: Port of IR R i J more intensive passport checks

and inspections made by the
Netherlands Food and Consumer Product Safety Authority could mean longer processing times at terminals. On the
northern bank in Hoek van Holland, the Municipality of Rotterdam has allocated the 200 trucks-big Oranjeheuvel site,
close to the ferry terminal. In Maasdijk, in the Municipality of Westland, Rijkswaterstaat has created a buffer site for around
50 trucks. In the Municipality of Vlaardingen, a site is being created on Waterleidingstraat for around 80 trucks. On the
southern bank, in turn, buffer parking sites are being created on Moezelweg and Seattleweg by the Port of Rotterdam
Authority. The former site, located in the vicinity of the ferry and short sea terminals that operate out of the Europoort area, will
provide space for approximately 290 trucks. The Seattleweg site will provide space for approximately 80 trucks. The buffer
parking sites will be only accessible to trucks that have not been given access to the ferry terminals in the Port of Rotterdam
because the Portbase system has not received prior notification of their cargo. Truck drivers can use these locations to liaise
with their client or transport planner and make sure the necessary formalities can yet be completed. Exporters, hauliers,
and shippers are advised to use Portbase to provide digital notification of their cargo that is destined for the UK. “Using this
Dutch supply chain solution for Brexit, cargo can pass quickly and without unnecessary delay through customs to and from
the UK, even after Brexit,” a press release from the Port of Rotterdam read. In preparation for Brexit, the Port of Rotterdam
Authority and the port’s ferry terminals have jointly carried out a simulation on the possible impact Brexit might have on
Rotterdam’s UK-bound wheeled freight traffic. Based on historical data, it has been assumed that approximately 400 trucks
will not have their formalities in order. This, in result, allowed estimating the required number of temporary buffer parking
places for heavy goods vehicles to be prepared in advance. Of the roughly 54mt traded annually between the UK and
Netherlands, around 40mt passes through the Port of Rotterdam. The bulk of the volume uses ferry and short sea crossings.

Hapag-Lloyd to gas-retrofit one of its 15k TEU-big ships

The carrier has contracted the Shanghai-based Huarun
Dadong Dockyard to convert Sajir, one of the company’s
17 vessels that were originally designed to be LNG-ready.
The ship’s fuel system and its existing heavy fuel oil-burning
engine will be converted into a dual-fuel one. The plan will
be to operate the vessel using liquefied natural gas and also
to use low-sulphur fuel oil if needed. According to Hapag-
Lloyd, the conversion will make it possible for Sajir to emit
15%-30% less CO,. “By converting the Sajir, we will be the
first shipping company in the world to retrofit a container
ship of this size to LNG propulsion. By carrying out this
unprecedented pilot, we hope to learn for the future and to pave the way for large ships to be retrofitted to use
this alternative fuel,” Richard von Berlepsch, Managing Director Fleet Management, Hapag-Lloyd, commented.
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Sustainable marine biofuel oil put to the test

On 19 March, a CMA CGM container carrier was bunkered in the Port of Rotterdam with second generation biofuel
derived from forest residues and waste cooking oil. The bunkering was a result of a co-op struck between IKEA
Transport & Logistics Services, CMA CGM, the GoodShipping Program, and the Rotterdam port — the aim of which
is to demonstrate the scalability, sustainability, and technical compliance of sustainable marine biofuel oil, and thereby
spur the wider continued development of realistic options to curb greenhouse gas and sulphur oxide emissions from
shipping. “This announcement comes at a time when the shipping sector is at a crossroads, with owners and operators
required to switch to low sulphur fuels by 2020. The industry also faces impending International Maritime Organization
(IMO) Greenhouse Gas (GHG) reduction requirements, including an objective to reduce average carbon intensity from
shipping — the amount of carbon emitted for each unit of transport — by at least 40% by 2030, and 70% by 2050,” a joint
press release stated. The testing is being facilitated by the GoodShipping Program, a sustainable initiative dedicated to
decarbonising ocean freight and is the latest step in the scaling of low carbon marine biofuel oils for wider commercial
use within the maritime industry. The sustainable marine biofuel oil has been developed by GoodFuels following three
years of intensive testing with marine engine manufacturers. According to the company, the second generation biofuel
oil is expected to deliver 80-90% well-to-propeller CO, reduction vs. fossil equivalents. In addition, GoodFuels says, its
product virtually eliminates sulphur oxide (SO,) emissions —and does it without any requirement for engine modifications.
“Through our pilot, we want to show that the means for decarbonisation in terms of alternative fuels are available. We
have a responsibility to do our part to reduce the impact of our ocean freight. Through our participation, we send a signal
to our customers and the ocean industry on our commitment to decarbonise. Only through collaboration can we achieve
rapid, necessary change. With a successful pilot completed, our intention is to put the equivalent of at least all our
containers out of Rotterdam on biofuel,” Elisabeth Munck af Rosenschéld, Head of Sustainability, IKEA Global Transport
& Logistics Services, said. Dirk Kronemeijer, CEO, The GoodShipping Program, added, “The aim of our program has
always been not only to reduce carbon emissions from shipping but to show that the means to accelerate the energy
transition are already available for the sector to grasp. Together we send a very clear message: sustainable biofuels are
ready today, and we can meet the pathways laid out by the IMO in a manner that is attractive to major cargo owners such
as IKEA.” Xavier Leclercq, Vice President, CMA CGM, also commented, “Having an HFO-equivalent solution in bio-fuel
oil available with no engineering or operational changes required to our vessel offers a safe, manageable and innovative
opportunity to facilitate shipping’s wider transition to new fuel solutions.” Allard Castelein, CEO, the Port of Rotterdam,
summed up by saying, “The Port of Rotterdam considers this initiative by IKEA, CMA CGM and GoodShipping to be a
strong rallying cry to the shipping industry. This bunkering shows that decarbonisation of sea trade is well achievable.
It’s clear that shippers play an important role in decarbonising the industry. In Rotterdam the necessary infrastructure is
available. Besides that, to support these kind of initiatives, we have just started a four year period during which we have €5
million to spend on stimulating specific projects to reduce carbon dioxide emissions from the global shipping industry.”

ABB to furnish Iceland’s new e-ferry

The Swedish-Swiss company will supply integrated power and electric storage solutions to the Icelandic Road and
Coastal Administration’s new vessel. The 70 m-long ferry, designed by Polarkonsult and due for delivery later this year
from the CRIST shipyard in Poland, will feature a 3,000 kWh-strong battery pack as well as a diesel-electric generator
set. Though the ship is designed to operate in the fully-electric mode for most of the time, the latter will be used to add
power during particularly challenging weather conditions while covering the 13 km- and 45 min-long route between
Landeyjahéfn on the mainland and the Westman Islands. The scope of the supply deal also includes generators,
transformers, switchboards, the Power and Energy Management System, and the Energy Storage Control System. The
ferry will be connected to ABB Ability™ Collaborative Centers Infrastructure, a network that uses remote equipment
monitoring and data analytics to enable remote technical support as well as predictive maintenance and planned
interventions. The ferry will also have the ABB’s power distribution system Onboard DC Grid™, which will allow the
batteries to connect directly to the DC link and by doing so avoid losses of power during charging and discharging.
The Swedish-Swiss company will deliver the onshore power supply system, too, in order to recharge the battery with
a power of 2,500 kW. According to ABB, it will, on average, take about 30 minutes to recharge. The newbuild, offering
space for up to 550 passengers and 75 cars, will replace the 1992-built Herjdlfur, which during rough weather had to
travel to an alternative harbour to berth safely, extending the sailing time from 45 minutes to close to 3 hours (the new
ferry will be able to enter the destination harbour in challenging weather conditions most of the time, with the rare
exception of particularly rough seas). “Opting for ABB’s electric solutions allows the vessel to meet design constraints
that initially seem in conflict: it is optimized for cleaner operation and reduced greenhouse gas emissions, whilst power
is sufficient to navigate some very hazardous waters safely,” Sigurdur Gretarsson, Director, Maritime Division, Icelandic
Road and Coastal Administration, said. Juha Koskela, Managing Director, ABB Marine & Ports, added, “Selection of
ABB'’s technologies for a vessel operating on such a tough route, where the water depth is sometimes limited to 4.5
meters, but wave heights can reach 3.5 meters, sets a new benchmark for battery power on board a ship. In line with
our vision for electric, digital and connected shipping, this project demonstrates how system integration — whether on
board the ship or between the ship’s crew and shoreside expertise — is a key success factor for vessel management.”
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Russia’s to have a new seaport in the Baltic

The 70mt of annual handling capacity Primorsk Multipurpose Transshipment Complex (PMTC), an investment valued
at RUB90.6b (€1.21b), is planned to be up and running by 2022. The new port, spanning over 780 ha, is to handle coal,
mineral fertilisers, containers, other general cargo, and grains. The PMTC will function as a special economic zone.
The agreement on the construction of the new port complex was signed by Alexander Drozdenko, Governor of the
Leningrad Region, and Ramis Deberdeev, Chairman of the PMTC’s Board of Directors at the Russian Investment
Forum. “The project approved by the Federal Marine and River Transport Agency is included into the Strategy for
Social and economic development of the Leningrad Region through 2030 and long-term development programme
of FSUE Rosmorport till 2020, PortNews, a Russian information agency, reported. PortNews also informed, “The
project on construction of a multipurpose deep sea port is to be implemented in the Vyborg District of the Leningrad
Region in compliance with the strategy on taking over Russia’s foreign trade cargo from the ports of the Baltic states.”

Grimaldi to upgrade
its fleet’s communication capacities

The Neapolitan shipping company spent €5m on a contract with
the Rome-headquartered Telespazio, a JV between Leonardo and
Thales (67/33), to provide satellite communication services. The
first agreement provides for managing on-board communications
for ro-ro, multi-purpose, and pure car & truck carrier vessels in the
Grimaldi fleet that operate between Northern Europe, the Americas,
West Africa, and the Mediterranean. Specifically, Telespazio will
take care of the design and supply of on-board systems for satellite
communications and related broadband services, including backup,
on a multi-regional scale. These services will be provided via
Telespazio’s global coverage platform operated by the Fucino Space
Centre located in LAquila, Southern Italy. The second agreement

covers renovating basic (voice and data) satellite telecommunication
services for crew and passengers on mixed cargo-passenger ships
that the Grimaldi Group operates in the Med., between ltaly (incl.
Sardinia and Sicily), Greece, Spain, Tunisia, Morocco, and Malta.

VELA-Wilson Sons Group
cloud co-op in Brazil

The Group’s container terminals
Tecon Rio Grande and Tecon
Salvador will, as the first in Latin
America, work with XVELA as early
adopters of the company’s cloud
collaboration platform. According
to XVELA, early visibility can help
terminal operators identify potential
issues in advance and resolve them
before they have a negative effect
on the vessel operations. This
includes real-time notifications of
any mismatch between the carrier’s
stowage plan and actual stowage
execution, such as a hazardous
box in a non-hazardous slot, so
potentially costly mistakes can be
corrected before load operations
are complete, reducing the risk
of ships not sailing on time. The
terminals will use the solution to
collaborate with Log-In Logistica,
a provider of cabotage door-to-
door intermodal logistic services
in Brazil and the greater Mercosur
region (apart from Brazil also
Argentina, Paraguay, and Uruguay).
“As the first terminal operators in
Latin America to use XVELA, Tecon
Rio Grande and Tecon Salvador
demonstrate that they are leading
the way toward a more reliable and
service-oriented supply chain,” Guy
Rey-Herme, President, XVELA, said.
He furthered, “By working directly
with their ocean carrier customers
through XVELA’s business network,
Tecon Rio Grande and Tecon
Salvador, along with any carriers
calling at these terminals, can
benefit from a win-win collaboration
that drives greater efficiency,
higher resource utilization, and
better service for all parties.”
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Container majors target digitalisation through a new association

Maersk, CMA CGM, Hapag-Lloyd, MSC, and Ocean Network Express are discussing the setup of a new non-profit
body the aim of which will be to pave the way for digitalisation. According to the founding members, this is to be done
through creating common information standards that will be openly available and free of charge to all stakeholders
involved in the initiative. The association has no intent of developing or operating any digital platform. It will also not
discuss any commercial or operational matters. The association will kick off its works in early 2019 (granted it gets the
regulatory approvals if any will be needed). “MSC believes that we've reached the point in the carrier world where we need
something that is common, open and done in the framework of a neutral and non-profit association. By collaborating on
standardized solutions, we think that’s the best way to respond to shippers’ demands for technology and innovation, thus
shaping the future of the shipping industry. [...] Together, we gain traction in delivering technological breakthroughs and
services to our customers compared to working in our own closed silos,” André Simha, CIO, MSC, and spokesperson of
the group, said. Adam Banks, Chief Technology & Information Officer, A.P. Moller-Maersk, added, “A joint set of technical
standards will ensure interoperability and enable all parties to concentrate on value adding differentiation as we move
the container shipping industry towards further digitalization. Ultimately this will benefit all parties in our customers’
supply chains.” Noriaki Yamaga, Managing Director, Corporate & Innovation, Ocean Network Express, also said, “Ocean
Network Express sees a wave of innovation technology development in shipping and logistics industry over the recent
years which can bring good opportunity to the whole industry for digital transformation. But, at the same time, we're a
little bit cautious about adopting new technology by individual company since there is no common standard in the market
which may be ending up with re-integrating work among all stakeholders in the supply chain. With this mind, we feel it
would be necessary to do some discussion and collaboration on the area of new technology and innovation to establish
common IT standard and governance for the industry to streamline and digitize shipping process in a modern way.”

KMOU and MMU students to train on Kongsberg Digital’s simulators

The Norwegian
provider of  next-
generation  software

4 and digital solutions
will furnish the South
Korean Segero and
Hannara sister training
ships with real-time
training simulators.
Specifically, K-Sim
Navigation, K-Sim
Engine, and K-Sim
Cargo simulators will
be installed on-board
the vessels belonging
to the Korea Maritime
and Ocean University
(KMOU) and Mokpo
National Maritime
University (MMU).

# The K-Sim Navigation
bridge, for instance,
will be set up in a

| room behind  the
= For ot vessels’ real bridges
ailing areas based on new Korean database models or the real

view from the actual bridge, via on-board CCTV cameras, with data from real on-board sensors. By these means,
students on the simulator bridge will have access to the exact same view as students on the real bridge, so that
real-time situations can be discussed back and forth, and performance indicators can be compared. “The onboard
simulators on these vessels introduce a whole new degree of realism. Instructors will be able to make clear,
informed assessments and fine-tune simulator exercises as they see fit, while students will be able to access real-
time vessel data and apply it to training routines in the virtual realm before moving forward to the main bridge and
restaging operations with the actual ship,” Mark Stuart Treen, Vice President Sales, Kongsberg Digital, explained.
He also said, “Combining simulator technology with real in-situ assets represents an exciting new venture for
Kongsberg, and reflects our purpose as a company in supporting customers in new territories, stimulating economic
growth and tirelessly pushing the envelope with innovative applications for our technology leading simulators.”
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THE PORT OF ALGECIRAS:
4,773,079 TEUs handled in 2018 (+8.7% yoy)

In terms of tonnage, containerised freight traffic totalled
60.59mt last year, marking an uptick by 5.2% on the 2017
result.

The Port of Algeciras’ volumes

2018 2018/2017
General cargo 69,062.43kt +5.5%
Liquids 31,763.06kt +10.4%
Local traffic 2,274.35mt -4.9%
Supplies (bunker) 2,541.87kt -10.3%
Dry bulk 1,718.44kt -18.3%
Fishing 878.0kt -13.4%
Total 107,361.03kt +5.7%
Unitised freight traffic
TEUs 4,773,079 +8.7%
Ro-ro cargo units 338,587 +5.4%
Passenger traffic
Ferry 5,952,840 +7.5%
Pax cars 1,213,451 +1.6%

THE PORT OF TRIESTE:
62.68mt handled in 2018 (+1.2% yoy)

With 43.23mt (-1.2% year-on-year), the turnover of liquids
accounted for the bulk of the Italian seaport’s 2018 cargo
traffic.

The Port of Trieste’s volumes

2018 2018/2017
Liquids 43,2347kt -1.2%
General cargo 17,776.3kt +7.4%
Dry bulk 1,665.5kt +1.6%
Total 62,676.5kt +1.2%
Unitised freight traffic
TEUs 725,426 +17.7%
Ro-ro cargo units 299,343 -1.0%
New vehicles 9,955 -16.8%
Passenger traffic
Cruise 42,724 +56.3%
Ferry 68,815 -38.7%
Total 111,539 -20.1%
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THE PORT OF DUBLIN:
37.99mt handled in 2018 (+4.3% yoy)

“Everyyearfrom 1993102007 was arecord yearin Dublin Port.
In the past four years we have seen this pattern re-emerge,
with 2018 the fourth year in a row for record growth,” Eamonn
O’Reilly, Chief Executive, Dublin Port Company, commented.
He continued, “Dublin Port’s multi-million euro infrastructure
investment programme continued with capital expenditure
of 93m during 2018. Our investment in infrastructure is
matched by our customers’ continuing investments in
new ships with huge freight capacity. Even as the €149m
2,800 lane metre W.B. Yeats enters service in Dublin Port,
we are preparing for a second new Irish Ferries’ ship with
5,610 lane metres and also for Stena Line’s 3,100 lane metre
E-Flexer, both due to enter service on the Dublin-Holyhead
route during 2020. “While BREXIT brings uncertainties and
challenges to our business, the combination of investments
by our customers and by Dublin Port is underpinned by
shared confidence in the future. Whether we are faced
with a hard BREXIT or not on 29* March, it will become
clearer in the coming days and weeks. If we are, Dublin
Port will have significant additional border inspection post
capacity available for State agencies in time. Coping with
the challenges of a hard BREXIT is a challenge not only for
us but also for State agencies and our customers. We will
be as prepared as it is possible to be,” O’Reilly underlined.

The Port of Dublin’s volumes

2018 2018/2017
Cargo traffic by destination (thousand tonnes)
Imports 22,741 +5.5%
Exports 15,253 +2.5%

Cargo traffic by freight type (thousand tonnes)

Wheeled (ro-ro) 24,050 +2.7%
Containerised 6,924 +3.8%
Liquids 4,621 +7.8%
Dry bulk 2,375 +16.8%
Break-bulk 24.0 +7.2%
Total 37,994 +4.3%

Unitised freight traffic

Ro-ro cargo units 1,031,897 +4.0%
TEUs 726,212 +4.0%
Vehicles 103,443 +41%

Passenger traffic

Ferry 1,827,674 -1.0%
Cruise 177,641 +23.4%
Total 2,005,315 +0.7%

Pax cars in ferry traffic 508,960 -1.2%




UTLC - ERA:
62,622 TEUs carried across the New Silk Road in

Q1 2019 (+54% yoy)

The traffic from Europe to China totalled 27,086 TEUs (+69%
year-on-year) while in the opposite direction 35,536 TEUs
(+44% yoy). In Q1 2018, the company - a joint venture between
the railways of Belarus, Kazakhstan, and Russia — took care
of some 40.7k TEUs, around 33% more than in Q1 2017.

THE PORT OF THESSALONIKI:
12.89mt handled in 2018 (-17.3% yoy)

The overall decrease was mainly driven by the 42.8% year-
on-year slump noted in export traffic, which at the end of 2018
totalled 3.38mt. At the same time, imports lost 1.7% yoy and
amounted to 9.51mt. Out of the total figure, the turnover of liquids
reached the level of 6.63mt (-14% yoy), dry bulk — 3.41mt (+7%
yoy), while general cargo — 2.85mt (-39.1% yoy). Thessaloniki’s
container traffic advanced by 5.6% yoy to a total of 424,500
TEUs. On the other hand, fewer passengers went through the
quays of the Greek port — down by 11.7% yoy to 44,474, out of
which 1,502 came on-board cruise ships (-38% yoy).

THE ALL
INCLUSIVE
PORT

THE PORT OF HAMINAKOTKA:

16.17mt handled in international & transit traffic in
2018 (+10.3% yoy)

Exports rose by 3.4% year-on-year to 11.23mt while imports
by 30% yoy to a total of 4.94mt. The Finnish ports also
took care of 792.3kt in coastal traffic -, down by 21.8%
on the result from 2017. With 653,443 TEUs at end-2018,
HaminaKotka’s container traffic noted a downtick by 5.3% yoy.

THE PORT OF HIRTSHALS:
148k ro-ro cargo units handled in 2018 (+4.2% yoy)

Hirtshals’ ro-ro and ferry cargo traffic grew for the 10®
consecutive year. Overall, the Danish seaporthandled 1.9mtlast
year, more or less the same volume as in 2017. The handlings
of stone and gravel came to a halt in 2018, but the increase
noted in ro-ro traffic managed to fill in the missing turnover.

THE PORT OF TRELLEBORG:
1,161,462 ro-ro cargo units handled in 2018
(+3.2% yoy)

TheSwedishportalsoservedarecord numberofpassengers
lastyear,upby4.2%year-on-yeartoatotalof1,831,290guests.

We offer system solutions
for your whole logistics chain.
That makes us more than a
port. It makes us a partner who
can be with you all the way.
Whatever your challenges, we
can meet them - All Inclusive!

Direct access to
motorway and
railway. One-hour
entrance fairway.

A ,
) ° 4 Port of Oxelosund

Read more at oxhamn.se



PORT OF HAMBURG:
8.7m TEUs handled in 2018 (-1.0% yoy)

Out of the total, railbound container traffic amounted to
2.44m TEUs, up by 4.7% on the result from 2017. Similarly,
out of the 135.1mt (-1.0% year-on-year) handled in the Port of
Hamburg last year, some 46.8mt came in or went out on rails,
an increase by 2.7% yoy and a new all-time high for railborne
freight transports.

THE PORT OF ROTTERDAM:
468.98mt handled in 2018 (+0.3% yoy)

The increase was driven by containerised and wheeled
(ro-ro) freight, as the handlings of both dry and liquid bulk
contracted last year.

The Port of Rotterdam’s volumes

2018 2018/2017
The Port of Hamburg’s volumes Liquids (thousand tonnes)

2018 2018/2017 Crude oil 100,294 -3.7%

General cargo, out of which 90.9mt -0.9% Oil products 77,673 -1.9%
Containerised 89.4mt -1.0% Other 28,640 -0.9%
Break-bulk 1.5mt +5.8% LNG 5,234 1164%
Bulk goods 44.2mt -1.2% Total 211,840 11%

Tma'ﬁ%"#&{é” hich 17395.'71nTtt +11Q;{2 General cargo (thousand tonnes)
Exports 55.4mt -4.6% Containerised 149,111 +4.5%
Container traffic (million TEUs) Wheeled (ro-ro) 24,057 +1.1%
Imports 4.6 -0.6% Break-bulk 6,361 -1.5%
Exports 4.2 -1.5% Total 179,529 +3.8%
Total, out of which 8.7 -1.0% Dry bulk (thousand tonnes)

Laden 7.6 +/-0% Iron ore and scrap 30,059 -3.6%

Pax traffic Coal 26,356 +2.3%

Passengers 900,562 +10.8% Other 11.348 6.3%
Agribulk 9,853 -11.6%

Total 77,615 -3.2%
GRAND TOTAL 468,984 +0.3%

Containers
TEUs 14,512,661 +5.7%
No. of boxes 8,635,782 +5.4%

HUPAC:

926,414 road consignments by rail in 2018 (+21.4% yoy)

“This strong gI’OWth is partly attributable to one-off effects HUPAC Intermodal’s volumes (road consignments by rail)

such as the recovery of traffic losses due to the Rhine
disruption in 2017 and the acquisition of ERS Railways in
June 2018,” a press release from HUPAC explained. ERS
Railways contributed with some 92k consignments to
HUPAC'’s non-transalpine traffic, which, in total, rose by 98k
consignments in 2018. Transalpine traffic via Switzerland
increased by 67k consignments, out of which more or less
half was due to the recovery of the volumes lost following

2018 2018/2017
Transalpine via CH 535,777 +14.4%
Non-transalpine 351,870 +37.9%
Transalpine via AT and FR 38,767 -4.4%
Total 926,414 +21.4%

(equiv. to 1.72m TEUs)

the seven weeks-long blockade of the Rhine valley route in August-September 2017. In 2019 Hupac expects transport
demand to stabilise as a result of the economic downturn. “Now is the time to focus on the quality of the services. We must
ensure a stable environment on which new growth can be built,” Michail Stahlhut, Director, HUPAC Intermodal, underlined.
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THE PORT OF GDYNIA: THE PORT OF ANTWERP:
23.49mt handled in 2018 (+10.7% yoy) 223.66mt handled in 2018 (+5.2% yoy)

The Polish seaport noted its new all-time freight high thanks ~ The Belgian port noted its new freight turnover all-time high
to double-digit increases in the turnover of general cargo, thanks to all major cargo groups marking an increase.
coal and coke, and other dry bulk goods.

The Port of Antwerp’s volumes

The Port of Gdynia’s volumes 2018 2018/2017
2018 2018/2017 General cargo, out of which 138,296.4kt +5.8%
General cargo (excl. timber) 13,817kt +10.9% Containerised 122,969.2kt +6.4%
Grains 2,995kt -14.0% Break-bulk 10,274.2kt 11%
Coal and coke 2,629kt +23.2% Wheeled (ro-ro) 5,053.0kt +5.4%
Liquids 1,759kt -3.3% Bulk, out of which 85,364.8kt +4.1%
Other dry bulk 1,311kt +21.5% Liquid 73,174 1kt +3.6%
Timber 979kt +318% Dry 12,190.7kt +7.2%
Ores - -100% Total, of which 223,661.2kt +5.2%
Total 23,490kt +10.7% Imports 114,256.4kt +6.0%
Container traffic Exports 109,404.8kt +4.3%
TEUs 803,871 +13.1% Container traffic (TEUs)
A Exports 5,481,642 +5.9%
Imports 4,969,241 +6.5%
Total 10,450,882 +6.2%
Finished vehicle logistics (cars)
Exports 699,224 +4.8%
— Imports 538,904 +4.6%
Photo: Port Gdynia/Tadeusz Urbaniak . 8 —— Total 1,238,128 +4.7%
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The norm, not the exception

by Mike Yarwood, Claims Executive, TT Club

Many in the marine supply chain business have operations characterised by widespread
office networks and a reliance on multiple third party suppliers. Often IT systems are of an
in-house, legacy nature, which may be poorly protected by security software. Specifically,
ports and terminals are exposed to threats as they are at the confluence of physical and
communications activity. Unfortunately, according to the data we’ve gathered, supply chain
operators are vulnerable to disruptive cyber activity, from criminals or other perpetrators,
impacting operations and putting commercially sensitive or confidential data at risk.

he data interfaces are com-

plex and the drive towards in-

terconnected control systems

and efficient processes, exac-
erbates the opportunities for out-
side malicious interference. Most
of all, at the ship-port interface
there’s much opportunity to cause
loss and damage, far beyond the
persistent exposure to criminal ac-
tivity (Tab. 1).

At the core

The problem is intensifying. At a glob-
al level reports by AV-TEST, a German in-
dependent research institute for IT secu-
rity, indicate that on average 4.2 new files
of malware code were generated every
second in 2017. From a maritime supply
chain perspective an example of a seri-
ous IT incursion in 2017 was the spoofing
attack on over 20 ships in Novorossiysk.
Navigation experts claim the spoofing

Tab. 1. Perpetrators: motivation and objectives

sent false signals and resulted in ship-
board equipment providing false informa-
tion as to the location of the ships. There
is speculation that this incident could
have been a state-sponsored attack. A
second incident, the NotPetya strike, im-
pacted many in the supply chain, includ-
ing A.P. Mgller-Meersk, resulting in large
scale disruption and substantial costs
for those immediately impacted and their
partners (Tab. 2).

Group

Motivation

Objective

Reputational damage

Destruction of data

Activists (incl. disgruntled

Publication of sensitive data

employees Disruption of operations Media attention
Denial of access to the service of system targeted
Financial gain Selling stolen data
Commercial espionage Ransoming stolen data
Criminals Ransoming system operability

Arranging fraudulent transportation of cargo

Gathering intelligence for more sophisticated crime, exact cargo
location, off ship transportation and handling plans, etc.

Getting through cyber security defences
Financial gain
Gaining knowledge
Disruption to economies and critical national infrastructure

Industrial espionage

Opportunists The challenge

Political gain
Espionage
Source: BIMCO Guidelines on Cyber Security Onboard Ships
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States; state-sponsored
organisations; terrorist




. Cyber activity, a daily operational risk which needs to be addressed urgently

Tab. 2. Significant maritime cyber attack incidents

Date Victim Consequences
117 Perpetrators gained unauthorised access to computer systems, accessing confidential information
Clarksons and threatening to release information unless ransom payment is made.
ompany share prices decreased by 2.71%
06/17 Ships in At least 20 ships in the Black Sea were re,oorting false data was being transmitted, indicatin
Novorgssi sk the ships were 32 km inland of their actual position. It is now believed to have been as a result
Yy of a Global Navigation Satellite Systems spoofing attack
06/17 NotPetya, also known as ExPetr, ransomware led to outages on the company’s computer systems,
AP Moller-Maersk impacting both oil & gas production and port operations. Following the incident,
i Maersk claimed to have changed its IT systems to prevent similar incidents from occurring
in the future. The incident resulted in an estimated $300m of losses
04/16 Some 280 ships were forced to return to port due to problems with their navigation systems.
South Korea The issue was largely blamed on North Korea, however, this remains unconfirmed
2012-14  Danish Maritime An e-mail virus spread through the port network that was likely initiated through an infected PDF
Authority document. The virus spread and successfully reached other Danish government institutions
2012  Australian Customs Cargo systems controlled by customs and border protection were hacked in order to determine
and Border which shipping containers were suspected by the authorities
Protection Service
agency
201113 The port had been a victim of an advanced persistent threat attack since 2011 commissioned
by a drug cartel. The attack targeted terminal systems which were subsequently compromised
Port of Antwerp by hackers and used to release containers without port authorities becoming aware.
Illicit drugs and contraband worth approx. $365m, firearms and approximately $1.5m
were seized when authorities finally became aware
08/11 . P The servers were hacked, resulting in damage to data relating to rates, loading, delivery
Ira[\iﬁrew (SI;eriang and location. Consequently, the location of many cargo Sontainers remained Lnidentified
and an undisclosed amount of financial losses were incurred as a result
Source: NYA

As to the extent of attacks, research
that is available reveals a worrying situ-
ation. A BIMCO survey in 2016 suggest-
ed that more than 20% of respondents
admitted to cyber attacks and in 2017
a Sealntel Maritime Analysis report esti-
mated that 44% of the top 50 container
carriers had weak or inadequate cyber
security policies and processes.

The US Coast Guard issued a draft
Navigation and Vessel Inspection Cir-
cular (NAVIC) titled Guidelines for Ad-
dressing Cyber Risks at Maritime Trans-
portation Security Act (MTSA) Regulated
Facilities. The circular currently under
review requires incorporation of per-
sonnel training, drills and exercises to
test capabilities, security measures for
access control, handling cargo, deliv-
ery of stores, procedures for interfac-
ing with ships and security systems and
equipment maintenance.

Additional national and regional
initiatives, exemplified in the European
Union by the Directive on Security of
Network and Information Systems (NIS
Directive) and General Data Protection
Regulation (GDPR), are indicative of
the development of regulatory expecta-
tions. While the latter does not directly
address it, cyber protection is intrinsi-
cally at the core of data protection.
Such initiatives, together with known
vulnerabilities, highlight that cyber

security is ever more pertinent for ports
and terminals, as well as the broader
supply chain community.

Cyber corporate culture

As an insurance mutual, TT Club has
always been dedicated to minimising
risk through its loss prevention efforts.
By publishing Risk Focus: Cyber — Con-
sidering Threats in the Maritime Supply
Chain, jointly with the UK P&l Club and
the cyber security consultants NYA, we
hope to generate more awareness of
the risks to help combat the situation.
“As the feasibility of a more damaging
attack increases, all stakeholders — in
particular ports and terminals, and
shipowners and operators alike — must
prepare for the inevitable. Appropriate
plans and processes need to be estab-
lished and enforced to mitigate against
this growing threat,” the authors of Risk
Focus underlined.

Ultimately, the main threat continues
to derive from human error — download-
ing malicious content, opening an un-
secured web browser or falling victim to
social engineering attacks and phishing
scams. As such, awareness of the na-
ture of potential attacks and the need
for protection is clearly a crucial initial
step towards a thorough risk assess-
ment and mitigation — and this needs to
become part of corporate culture. ]

>NYA

UKP&ICLUB B5}

Risk Focus: Cyber

reats in the marit d

TT CLUB

established expertise

T Club specialises in the insurance

of intermodal operators, non ves-
sel owning common carriers, freight
forwarders, logistics operators, marine
terminals, stevedores, port authori-
ties and ship operators. The company
also deals with claims, underwriting,
risk management as well as actively
works on increasing safety through the
transport & logistics field. For more info
please visit www.ttclub.com
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Digital defence

by Nikos Spath, Head of Media & Public Relations, DNV GL Maritime Communications

Although the notion of a ship in the middle of the ocean being disabled by a software malfunction
or by hackers was initially greeted with considerable scepticism and denial, a spate of incidents,
including most notably an attack that disrupted operations at COSCO, has transformed attitudes.
Today the maritime industry acknowledges the potential dangers and is taking steps to address
the cyber risk at various levels. As owners act to fortify their ships and shore-side operations
against cyber risk in the face of evolving threats and imminent regulation, DNV GL has expanded
its services to cover control systems, software, procedures and human factors.

yber security is a moving tar-

get. Threats continue to grow

in reach and complexity, with

new vulnerabilities discovered
on a seemingly daily basis. In the
space of a few years, hacks and
security breaches have jumped
from being an exceptional event
confined to a special breed of tech-
nology companies to becoming
a fact of life-impacting everyone.
No industry is immune.

While in earlier decades office
IT systems were the predominant
target, these days more incidents
are affecting operational technology
(OT) - the programmable control
systems responsible for operating
machinery. The trend reflects the
growing complexity of such systems
and a general increase in connectiv-
ity, which in turn increases the attack
surface of a vessel.

This increase is borne out in the
statistics: The number of attacks on
OT in 2016 was double that of the
preceding year and quadruple the
2013 level. So whereas before it was
mostly a company’s finances and
reputation that were at risk, now the
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threat has escalated to confront the safety
of life, property and the environment. The
stakes are much higher. For this reason
cyber security must now be considered
an integral part of overall safety manage-
ment in shipping and offshore operations.

Regulatory response

Fortunately, industry policymakers
have not been asleep at the wheel. The
year 2017 saw two particularly significant
milestones in the regulatory environment.
A section dedicated to maritime security
— including cyber risk — was introduced
in the third edition of the Tanker Manage-
ment Self Assessment (TMSA), which
came into effect in January 2018, as well
as in the seventh edition of the Vessel
inspection questionnaire (VIQ7) from
the Ship Inspection Report Programme
(SIRE), effective from September 2018.
Because TMSA and SIRE are imperative
to gaining charters, tanker operators now
have a commercial incentive to demon-
strate they have given systematic con-
sideration to potential vulnerabilities and
implemented appropriate mitigations and
safeguards to address them.

Shortly after, IMO’s Maritime Safety
Committee inserted Maritime Cyber Risk

Management into the list of International
Safety Management Code requirements.
Strongly encouraged to start on 1 January
2021, the amendment leaves non-tanker
vessel owners with little more than two
years to achieve a similar level of prepar-
edness as their tanker-owning colleagues.

Risky job

Managing cyber risk is ultimately no
different to managing any other risk, re-
marks Svante Einarsson, DNV GLs Senior
Cyber Security Advisor. “The equipment
and terminology may be unfamiliar and
somewhat daunting but the approach is
fundamentally the same as, say, preparing
for and carrying out hot work modifying a
vessel’s structure.”

Software changes, for example,
should not be done on a whim, which
can often happen on ships. Because IT
engineers don’t frequently visit vessels,
when they do come aboard to update the
Electronic Chart Display and Information
System or set up the latest version of a
maintenance management application,
the temptation is to be helpful. They click
to install a new service pack and a back-
log of other app updates. Nine times out
of ten, this is fine. But occasionally it can



disrupt settings elsewhere on the sys-
tem. Moreover, the consequences won’t
become apparent until long after the en-
gineer has left and the ship has set sail.

Instead, updates should be carefully
planned, tested, approved and recorded.
They should be categorized as minor or
major to ensure personnel with the ap-
propriate authority can approve them.
This, Einarsson says, is virtually identical
to the process for gaining approval prior
to carrying out welding.

Lessons learned from NotPetya

If there was one positive outcome of
the NotPetya ransomware attack on Mae-
rsk in 2017, reasons Einarsson, it was
the awakening of owners and operators
to the fact that cyber threats are not hy-
pothetical. “Today there is much greater
awareness of the real-world implications
and acceptance that cyber risk has to be
tackled,” he says. However, shipowners
and operators are at different stages of
the learning curve in formulating a re-
sponse. Einarsson also observes, “Some
are bewildered by the scale of the prob-
lem and don’t know where to begin; oth-
ers have introduced some countermeas-
ures but are uncertain whether they’'ve
covered everything they need to cover.”

In its role as a classification society
DNV GL has adapted and expanded its
cyber security services to assist own-
ers and operators in protecting their
assets against evolving threats and en-
suring their safeguards satisfy new in-
dustry rules and regulations. DNV GL

. What can the maritime industry do to be more cyber-secure

PROCESSES

now provides services for educating and
raising the awareness of all stakehold-
ers both onshore and at sea; assessing
and implementing defensive and reactive
countermeasures; and monitoring and
reviewing the effectiveness and robust-
ness of barriers with an emphasis on con-
tinuous improvement.

These services are purposely de-
signed to be non-system specific so as
to work equally for conventional IT and
industry-specific operational technology,
which is important when systems are in-
terlinked. This also avoids obsolescence.
While the consequences of an OT outage
are likely to be more serious, they can
often be traced back to a weakness in
IT systems, particularly if they originate
from an external source.

Practical advice

In September 2016, DNV GL published
a Recommended Practice (RP) to edu-
cate shipowners and operators on how
to deal with cyber risk. “It was designed
to demystify a subject the industry was
still getting to grips with. We took care to
write it in a maritime language and con-
text,” stresses Einarsson. The focus was
on practical steps. “Most advice coming
from industry bodies at the time, while
produced with noble intentions, was very
high-level. Our idea was to close the gap
between theoretical concepts and the
real world,” he underlines. For example,
DNV GL's RP accounts for common con-
straints such as limited budget and re-
source availability. The core approach is

to identify weaknesses, assess their
severity, then prioritize the most
serious ones. The RP has been re-
leased as a free resource.

The next step for vessel opera-
tors would be to carry out a cyber
security assessment. DNV GL can
support this by sending interdisci-
plinary teams to help on- and off-
shore personnel identify and ad-
dress specific business risks. “While
operators typically understand the
written guidance, translating those
principles into action is sometimes
more challenging,” notes Einarsson.
This collaboration results in a highly
methodical approach to developing
effective risk mitigation procedures
that mesh neatly with the operator’s
structure and working practices.
Apart from closing cyber security
gaps by technical means, this ap-
praisal also considers system man-
agement and the human factor.

Once countermeasures and a
new risk management regime have
been implemented, they can be
followed up and qualified by pen-
etration testing. “Testing the ro-
bustness of barriers is essential to
ensure that assets are secure and
nothing has been overlooked,” ex-
plains Einarsson. In this process,
authorized “white-hat” hackers do
their best to compromise the IT and
OT defences to validate that safe-
guards work as they should and
risks have been eliminated.
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Scan the code to download
DNV GL’s Cyber Secure class notation

Scan the code to obtain your copy
of DNV GL's Recommended Practice
on cyber security resilience management
for ships and mobile offshore units in operation

Scan the code to watch
DNV GL'’s video about cyber security awareness

DNV-GL

he Hovik-headquartered DNV GL is a

classification society and accredited
certification body. Since its foundation
in 1864, DNV GL's purpose has been
to safeguard life, property, and the en-
vironment. Today, the organisation is
structured into five business areas:
Maritime, Oil & Gas, Energy, Business
Assurance, and Digital Solutions, along-
side a Global Shared Services function
and Group Centre. For more info please
click www.dnvgl.com
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Life cycle management

DNV GL also provides third-party veri-
fication of cyber security requirements
throughout the newbuild project life cycle.
“Our cyber security team recently worked
with a major cruise line on devising a pro-
cess for embedding cyber resilience from
the very beginning of the vessel design
phase,” reports Einarsson. This was ac-
complished by introducing defined risk
handling and accommodating procedures
to all stakeholders in the project — not only
the owner and yard but also the vendors.
Incorporating technology and systems
from third-party suppliers unavoidably
adds complexity to a project and, from
a cyber security perspective, increases
potential exposure to malevolent actors.
Meanwhile, shipyards are as much on the
learning curve as vessel owners.

“For a large, sophisticated vessel
like a cruise ship, which is dependent on
technology for both operational and hotel
needs, collaboration is absolutely critical,”
Einarsson stresses and then adds, “Cyber
risks are multifaceted. The response has to
mirror that. Everyone has to be involved in
the conversation, because, as the saying
goes, a chain is only as strong as its weak-
est link.” The feedback from the project, he
notes, was overwhelmingly positive, “Tack-
ling cyber security right from the beginning
of a vessel’s life cycle enables stakehold-
ers to take a proactive, rather than reactive,
approach to the problem. It provides more
opportunities to insert barriers.”

Based on these advisory services, DNV
GL has developed its first class notations
covering cyber resilience. The Cyber Se-
cure notations have three qualifiers: Ba-
sic, Advanced and “+”. Basic is primarily
intended for ships in operation; Advanced
is designed to be applied throughout
the newbuilding process. The ‘+’ quali-
fier is available for systems not covered
by the scopes of Basic and Advanced.

Furthermore, DNV GL has introduced a
Type Approval scheme to verify and test
the cyber security reliance of components.
The utilization of these reference stand-
ards ensures state-of-the art cyber security
based on the 62443 standard of the Inter-
national Electrotechnical Commission. The
standards are applicable for the whole life
cycle of a vessel from the perspective of
manufacturers, yards and shipowners.

The human element

Of course, cyber security is not just
a matter of firewalls and antivirus soft-
ware. Up to 90% of incidents are attrib-
uted to human behaviour. Phishing and
social engineering, unintentional down-
loads of malware, etc., remain common
issues. At the same time, most crews
and onshore staff are not taught how to
respond to cyber attacks or major tech-
nology failure and consequently fail to
contain the damage.

DNV GL has therefore expanded its
options for training through its Maritime
Academy. Courses cover cyber security
from both management and technical an-
gles and even include lessons in hacking
to give participants an insight into how
cyber attackers operate. Additional new
tools incorporate friendly phishing cam-
paigns and simulations of other social en-
gineering techniques as well as features
for assessing staff alertness so customers
can fine-tune the level and frequency of
cyber awareness training.

DNV GL can help vessel operators
combine traditional IT security best-
practices with an in-depth understand-
ing of maritime operations and industrial
automated control systems. DNV GL un-
derstands the importance of tackling and
integrating the human factor when devis-
ing and implementing a cyber risk man-
agement strategy because ultimately, it is
people who drive our industry. [
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Making the hackers’ job hard

by Claus Herbolzheimer, Pariner and Head of Digital, Technology & Analytics in Germany & Austria,
and Max-Alexander Borreck, Principal, Transport and Logistics, Oliver Wyman

When the Danish shipping giant A.P. Mgller-Marsk’s computer system was attacked on June 27, 2017,
by hackers, it led to disruption in transport across the planet, including delays at the Port of New York and
New Jersey, the Port of Los Angeles, Europe’s largest port in Rotterdam, and India’s largest container
port near Mumbai, according to reports. That’s because Maersk is the world’s largest shipping company
with 600 container vessels handling 15% of the world’s seaborne manufactured trade. It also owns
the port operator APM Terminals with 76 port and terminal facilities in 59 countries around the globe.

or the transportation and lo-

gistics (T&L) industry, the

June 27 cyber attack is a

clarion call to elevate cyber
security to a top priority. Besides
Maersk, press reports said other
T&L industry giants were affected,
including German postal and logis-
tics company Deutsche Post and
German railway operator Deutsche
Bahn, which was also a victim of the
WannaCry ransomware hack in May
the same year.

While up until now hackers
have seemed more preoccupied
penetrating computer systems at
banks, retailers, and government
agencies — places where a hacker
can find access to lots of money
and data and create substantial
disruption — the most recent ran-
somware attacks demonstrate that
the T&L industry is now on hack-
ers’ radar.

What is the Darknet?

Part of the increased interest in
the industry is because of its own
efforts to digitize. Over the past
couple of years, the industry has
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been in the process of automating sys-
tems, turning paper into digits, and us-
ing advanced analytics to stay on top
of needs of their customers. That has
put more systems online and vulner-
able to various attack weapons now so
readily available on the Darknet — the
hidden underbelly of the Internet where
hackers, terrorists, and criminals cavort
anonymously buying malware, stolen
data, arms, and drugs.

The early, more obvious targets
have upped their game in cyber secu-
rity, and hackers who are relentless look
down the chain for new avenues of en-
try. Hacking also has become not only a
corporate business, but a nation state’s
business. Here, nation states are look-
ing for places where things are crossing
borders regularly and for access to ma-
jor industries and public infrastructure,
such as the airports and ports that T&L
companies operate.

The T&L industry also has character-
istics that make it a particularly tempting
target. First, the industry is a global one
with tentacles into so many different in-
dustries around the world. Complex lo-
gistical chains are created around manu-
facturers, and often logistics companies

are embedded within production facili-
ties controlling inventory and handling
on-demand needs of a plant.

Simultaneously, the industry is frag-
mented with large T&L giants working
alongside tiny companies responsible
for one short leg of a product’s long
journey from raw materials, to produc-
tion, to retailer, to consumer. This al-
most always means multiple technol-
ogy systems are being employed, and
multiple cyber security procedures of
various degrees of rigor being followed.
This fragmentation provides more op-
portunities for hackers.

Looking for the weakest link

Like with all forms of warfare, attack-
ers will seek out the weakest link in any
chain —the most vulnerable element — as
a target. Why steal money from the bank
with all its infrastructure and protections
when you can steal it on the way to the
bank? While efforts to protect it along
the way are made, almost any criminal
could tell you, it is almost always more
insecure in transit.

We already see malware that allows
for hacking of delivery robots and parcel
lockers. Drones can be hacked as well
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as hackers put it on target list

as autonomous cars, and as these are
used more and more for deliveries the
potential for hijack increases. Drones
could be flown into no-fly zones pos-
ing the possibility of attacks on planes.
When we reviewed the Darknet, we
found personnel data from a major T&L
company, car entry hacks, and means
to create a fake parcel station identity.

Until now, the T&L industry has not
prioritized cyber security except in cases
where life was on the line, such as with
aerospace manufacturers or airlines
where the most sophisticated protec-
tions are used. But the direct costs from
cyber security breaches are growing ex-
ponentially, and companies — even small
ones — need to invest in new systems and
more comprehensive risk management.
By our projections, they can be expected
to grow from $1.7b in 2015 to more than
$6.8b by 2020. No industry will be entire-
ly safe from the threat of cyber attacks.

Bringing security to fragmentation

The industry’s fragmentation and its
requirement to operate within the vari-
ous IT systems of its customers makes
figuring out cyber security solutions
more challenging and has led to lower
investment. The industry also operates
on low margins, making extensive capi-
tal expenditure on cyber security unat-
tractive. That may be offset by the po-
tential liability costs from hacks.

Increasingly, shippers and regu-
lators will require T&L companies to
guarantee the integrity of product and

Visit us at stand E80
18-20 June 2019, Rotterdam

transport data, as well as ensure com-
pliance with stricter cyber security laws.
This will include carriers and forwarders,
who are assuming central roles in sup-
ply chains as hubs for data exchange,
making them high-value targets.

Taking precautions by installing secu-
rity systems, such as firewalls and detec-
tion systems for denial of service attacks
and other malware, is crucial, but insuf-
ficient by themselves. Cyber risk man-
agement also needs to take into account
personnel and organization failure.

Ultimately, adopting proactive cyber
security risk management provides an
opportunity for T&L companies to dif-
ferentiate themselves. Forward-looking
companies will begin to see a safer lo-
gistical offering as a competitive advan-
tage, especially if the attacks continue.

sales@visy.fi
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In the end, no industry will be
entirely safe from the threat of cy-
ber attacks. But every industry
must do its part to at least make the
job of hackers hard. ]

®» OLIVER WYMAN

liver Wyman is a global leader in

management consulting. With offices
in 50+ cities across nearly 30 countries,
Oliver Wyman combines deep industry
knowledge with specialized expertise in
strategy, operations, risk management,
and organization transformation. Oliver
Wyman is a wholly owned subsidiary
of Marsh & Mclennan Companies
[NYSE: MMC]. For more details on the
company's capabilities, please go to
www.oliverwyman.com This article first
appeared in Forbes on 28 June 2017,
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enemy within

by Mark Rodbert, CEO, idax Software

It seems that the peak of data breaches is upon us, with a different story hitting the headlines each day
— although I've been saying that every year since 2015. When imagining where the threat is coming
from, most people picture a hooded hacker in a dark room or a state-sponsored covert operation. As
a consequence, most organisations are focussing their defence on implementing solutions to prevent
intruders from getting in, relying heavily on solutions such as firewalls or antivirus protection. But
what about the people who are already in and pose a threat to the internal security of the organisation?
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t turns out that the real threat lies a lot
closer to home, with 66% of organisa-
tions considering malicious insider
attacks or accidental breaches more
likely than external attacks, according to
the 2018 edition of the CA Technologies’
Insider Threat report. Whether they are the
result of bad actors attempting to sell sen-
sitive company data, collusion, or unwit-
ting accomplices using a work laptop on a
Starbucks Wi-Fi, most breaches are simply
a matter of access and opportunity.
Ultimately the outcome is the same,
whether the intent is malicious or not. But,
if we can identify who has access to what
data and applications, and which of these
are out of the ordinary, maybe there is a
way to prevent internal threats after all.

An inside job

Clearly, an external threat is still a prior-
ity for businesses, and it's no surprise with
many well-known enterprise businesses,
like T-Mobile, Facebook, and Google, all
facing damaging external cyber breaches
last year. Yet, this shouldn’t distract compa-
nies from the internal threat, which can be
just as damaging; Insider Threat reported
that 90% of organisations feel vulnerable to
the insider threat, and the majority of em-
ployees have access to data they shouldn't.

However, an insider threat becomes an ex-
ternal threat when compromised access is
used by unscrupulous attackers. By tight-
ening up the internal security vigilance,
controls, and access processes, external
hackers will find it harder to break through
and entice staff with a phishing email.

So what can businesses do to start
building their cyber defence to insider
threat? Unfortunately, the answer is not as
easy as simply implementing a new secu-
rity system or process. Companies need
to recognise the need for a cultural shift
and change in attitude, to the point where
everybody in the organisation understands
that cyber security is their responsibility.
In order to change the culture around pro-
tecting assets, organisations need to make
everyone — from the CEO to the person at
the door - feel responsible, involved, and
empowered, putting employees at the front
of the fight. This requires building tools not
just available to the IT security department
but targeted at the whole organisation.

However, we're discussing a transfor-
mational change which won’t take place
overnight but over a significant period so
that each individual comes to recognise
the part they play. The first phase of this
is access management being the job of
specific security teams. The issue here is
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that employees feel as though it’s a job for
the security or IT team, and has nothing to
do with them.

The next phase, which is becoming
increasingly widespread among organi-
sations, is steering away from having
just the security team tackle the cyber
issue and instead putting line managers
in charge of access rights. Currently, this
often involves the line manager having
to deal with a highly complicated, con-
fusing access details spreadsheet, with
no context or explanation about what in
the list refers to what data and what files
are required for a role. Moreover, the
risk with reviewing access to assets is
asymmetric. If access to something that

technologies

an employee does need is taken away,
there is a very high chance of a small
issue. However, if somebody keeps ac-
cess to something they shouldn’t have,
there is a very small chance of a huge
breach. Human beings need help com-
paring these risks.

In the long run — the eventual third
phase of this shift - companies can look to
become part of the security revolution that
will see everyone in a company self-certif-
icating their own access rights, with over-
sight and ultimate approval from line man-
agers. With an engaging, end-user-friendly
user interface, employees are encouraged
to take responsibility for their own actions
and aim to be as secure as possible.

& Scan the QR code to directly
access the 2018 edition
of the CA Technologies’
Insider Threat report

Step your cyber skills up now!
2019 is looking like it may be the
year for organisations to finally take a
step back —orin fact, step up —and an-
alyse their own internal security meas-
ures. The internal threat is and always
has been overlooked as a significant
cyber threat. Why wait any longer to
crack down on your internal security?
By implementing software to manage
access rights, employers can start
their journey to change company cul-
ture towards security immediately. m

idax
iefentity analytics.
sing identity analytics, idax is
the world’s leading company in
automatically analysing the access

rights for an organisation, quantifying
the risk, and determining who has
excessive access requiring adjustment.
Protecting digital information is critical
for modern companies. Most cyber
fraud is committed by employees. As
technology becomes more complex,
knowing whether or not someone
should have access to systems s
beyond the capability and knowledge of
managers and traditional systems. What
is required is a new approach. Using
proprietary algorithms, idax enables
organisations  to manage access
changes in real-time, making it possible
to dynamically enforce the principle of
‘least privilege’. For more information,
please visit  www.idaxsoftware.com
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A long way

to go

by Peter Broadhurst, Senior VP of Safety and Security, Inmarsat Maritime

Whether in pursuit of personal data or money, cyber crime is now a big and highly automated business,
ready to strike at the most vulnerable part of an organisation’s defence 24/7, anywhere in the world.

s a case in point, speaking on
a panel at the World Economic
Forum earlier this year, Jim
Hagemann Snabe, Chairman,
A.P. Moller-Meersk, revealed that re-
sponding to the NotPetya ransom-
ware attack of June 2017 had re-
quired the reinstallation of 4,000 new
servers, 45,000 new PCs, and 2,500
applications, all within ten days. Dur-
ing this period, the company reverted
to manual systems. In hitting a com-
pany equipped with experienced
cyber security specialists, NotPetya
showed that the cyber threat is as
real for shipping as it is for any oth-
er connected business, especially
where legacy systems proliferate.

Cyber ambivalence

If the warning should be sinking
in, an Inmarsat Research Programme
report from 2018, The Industrial loT
on land and at sea, suggests that
maritime minds are slow to change.
The unique study drew on testimony
from 750 survey respondents across
a range of industries to establish pre-
paredness and perceptions regarding
the adoption of solutions based on the
Industrial Internet of Things (loT).

The survey found 87% of mari-
time respondents saying they be-
lieved that their cyber security ar-
rangements could be improved. It
also saw more of them identifying
data storage methods (55%), poor
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network security (50%), and potential mis-
handling/misuse of data (44%) as likely to
lead to breaches in cyber security as an
outright cyber attack (39%).

Given the self-diagnosis, it is perhaps
surprising to find that only 25% of mari-
time respondents said they were work-
ing on new loT-based security policies.
In fact, Inmarsat’s research exposed
ambivalence as one of shipping’s lead-
ing feelings towards loT-based solutions.
With some owners engaging at the level
of blockchain, others take their lead from
their need to comply with regulation: this
is an industry which simultaneously sus-
tains just over 30% of shipping respond-
ents as ‘loT leaders’ and just under 30%
as ‘loT laggards,’” the report says. For
every owner signed up to the benefits of
condition-based monitoring and predic-
tive maintenance based on real-time con-
nectivity, there appears to be another for
whom maintenance is something that
takes place at regular and predictable in-
tervals, or whenever is most convenient.

Inconsistent views on cyber security
also appear free to coexist with imma-
ture ones. Around 70% of respondents
identify reducing marine insurance pre-
miums as the main driver for loT uptake,
where insurers have shown themselves
as especially sensitive to cyber threats.
At the same time, other studies have
found attitudes such as “I'm not the
target/we have security in place, don’t
we?/l will be protected by AntiVirus”
alive and well among seafarers.

How to maintain integrity

For those prepared to engage in the
loT, today ships sustain crews in small
numbers, representing both an opportu-
nity and challenge for automation, and in-
deed for cyber security. On the one hand,
low crew numbers align strongly with op-
erational technology (OT) that is remotely
updated, self-managing, and supported
by automated security and from third
parties and OEMs, such as voyage plan-
ning, weather routing, navigation, fuel
management, etc. On the other hand, the
opportunities to ‘patch’ embedded OT
safely are not frequent, and patches usu-
ally require certification by control sys-
tem manufacturers.

The broader point, though, is that
cyber security is not just about software
patching and system configuration. Ship
operators do not buy computer proces-
sors, disk storage, and software, and then
build them into a system: they procure
turnkey systems. Again, shipboard engi-
neers may well be IT-literate, but no space
has been made on the crew roster for cy-
ber security specialists.

In these circumstances, the integrity of
the systems on ships is best maintained
by software which can identify, contain,
and resolve threats wherever they ap-
pear in the network. Such Unified Threat
Management (UTM) detects all deviations
from the ‘known good’ configuration as
anomalies and potential threats to secu-
rity and can update securely, even during
operation. Some specialised functions,



. Not all quiet on the global shipping cyber security front

such as an in-depth analysis of alerts or
security forensics, will need to be deliv-
ered remotely.

Inmarsat believes that a collabora-
tive approach - that includes shipboard
systems as well as the crew operating
them and the processes involved - is
vital to develop the maturity response
demanded by multiple threats from cy-
ber villains, whatever their origin. For
this reason, we have been working with
some of the best security-focused ex-
perts available, to tailor products and
services to meet the shipping industry’s
requirements. Our work with Trustwave,
a cyber security subsidiary of Singtel, for
example, has brought Fleet Secure into
the industry as the first independent ser-
vice designed to detect vulnerabilities,
provide alerts, respond to threats, and
protect ships from cyber attacks. In fact,
Fleet Secure is a UTM, available without
additional outlay on hardware which also
has no impact on contracted bandwidth.
It can identify external attacks through
high-speed broadband connectivity, in-
cluding malware introduced accidentally
to the ship’s local area network. It then
isolates that part of the operating system
infected to prevent wider disruption.

What makes for good cyber security
practice

However, software is only part of the
answer: cyber security and vigilance for
‘the human element’ and a well-thought-
out recovery strategy to mitigate against
multiple, automated assaults are also
critical. Process failures and mistakes
made by people can present the security
loophole that, if unchecked by the UTM,
can compromise the entire network.
Weaknesses in the first line of defence (to
phishing, plugging in an infected USB,
downloading from an unreliable source,
etc.) are common, but in the case of sat-
ellite-connected ships, it is also common
to see updates turned off and no antivi-
rus software in operation. Today, cyber
security training is not compulsory for the
world’s 1.6m seafarers, while expertise in
antivirus software is inevitably more likely
to be based ashore.

As far as awareness is concerned, it
is fair to say that there is likely to be more
temptation to risk plugging in a memory

stick that might be infected once a ves-
sel is underway. Creating awareness for
seafarers and staff is a continuous task
because good cyber security practice
is the shipping’s first line of defence
against a cyber intrusion.

Inmarsat has recently participated in
discussions with academics at the World
Maritime University in Malmé over what fu-
ture classroom-based and e-learning cy-
ber security course content might include
for Maritime Safety and Security Diploma
students. While Inmarsat is not and does
not aspire to be a training company, it is,
nevertheless, an interested party that’s
very much concerned with what’s hap-
pening in the cyber domain. As such,
we are fully aware that training is not just
a tick box exercise and must be backed
up with monitoring and reinforcement.
We also know that using tools to identify
breaches of policies, such as USB usage,
help reinforce the message: constant re-
minders and real-life examples are often
the quickest ways to stop a bad practice.

But to address future cyber security
risks effectively, we need the involvement
of ship designers, builders, regulators,
verifiers, equipment manufacturers, ser-
vice providers, and, of course, owners
and operators. We were, therefore, one
of the founding partners in a Joint Work-
ing Group run by the International Asso-
ciation of Classification Societies (IACS)
whose members survey and certificate
more than 90% of the world’s commercial
vessels, ensuring that ships are fit-for-pur-
pose and comply with safety and quality
regulations. The Working Group, which
includes representatives from across the
maritime sector, has developed a cyber
security framework that is likely to form
a basis for risk management that will
contribute to future seafarer training re-
quirements and the International Mari-
time Organization’s International Safety
Management (ISM) Code, a standard for
the safe operation of ships. A further out-
come is likely to be a recommendation re-
lating to how a cyber security module can
be best integrated into standard seafarer
training courses, probably as part of the
Standards of Training, Certification and
Watchkeeping (STCW) Code.

For its own part, Inmarsat does issue
guidelines covering best practice, but it is

also evolving capabilities that support
greater cyber maturity in the seafaring
community, most recently through
Fleet Secure Endpoint and Fleet Se-
cure Cyber Awareness. The first of
these has been developed together
with digital security specialist ESET
and is powered by Port-IT to protect
desktop computers and other devic-
es connected to shipboard networks
and has been available since the be-
ginning of 2019. Fleet Secure Cyber
Awareness, meanwhile, has been
developed in collaboration with Sta-
pleton International and the Marine
Learning Alliance to help seafarers
educate themselves on the possible
tactics that cyber criminals can use to
infiltrate a company’s IT infrastructure.

Over the line

There is no doubt that digitalisa-
tion and new smart technologies are
transforming ship operation at an ex-
ponential pace, but Inmarsat’s view is
that to accelerate this transformation
all stakeholders interested in optimis-
ing the efficiency of ships and crew
welfare must exert themselves if the
industry is to be carried over the line.

This means we must not only
be training our seafarers more ef-
fectively, better managing our pro-
cesses and protecting our systems
but nurturing awareness of best cy-
ber security practice, even on ves-
sels that have little or no cyber secu-
rity protection at all. Clearly, there is
still a long way to go. ]

))\
inmarsat

The mobile satellite company
(]
nmarsat was set up in 1979 by the

International  Maritime  Organization
to enable ships to stay in constant
touch with shore or to call for help

in an emergency, no matter how far
out to sea. Today, the company’s
fleet of 13 satellites serves not only
the needs of merchant shipping but
also governments, humanitarian aid
agencies, airlines, the broadcast
media, and the oil & gas, mining, and
construction industries. For more info,
please click www.inmarsat.com
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The cyber security seal

by Przemystaw Myszka

One could almost perceive it as a miracle that the world continues
to spin, following all the breaking news on cyber attack, scams, and
scandals that cost the global economy billions of dollars each year.
Coming increasingly more to the cyber limelight is the transport
and logistics industry, until recently somewhat unmindful of the
consequences of being too cyber-remiss. We’re talking to Itai Sela,
the man behind setting up Naval Dome, about the maritime industry’s
awareness of the threat, what’s in the perpetrators’ malicious toolbox,
and what his company has in store to blunt the potential intrusion.
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What’s the company’s story — why was it
established and what are its main goals?

I’'m a former Israeli Navy officer. Dur-
ing my 25 years’ service, | recognised
a potential security blind spot in the
maritime industry, believing if some-
one can breach a security facility eight
floors underground, then it cannot be
very difficult for someone to breach
a vessel at sea. When | shared such
thoughts with the commercial mari-
time industry, they initially resisted.
“The vessel is like an island,” they said.
“No one can hack a ship!”

Despite that reaction, my team and
| were undeterred and looked at
developing the optimum maritime
security solution, drafting in some
of the brightest minds in naval
intelligence and cyber security with
whom we established Naval Dome.
To show the industry the extent of
the problem the Naval Dome team
first carried out ethical cyber attacks
on live navigation, engine, and
other machinery control systems,

succeeding in attacking different
electronic systems from different
manufacturers. The breach was
carried out in the same way in which
a hacker would operate. However,
the difference was that the operators
and system manufacturers knew of
the “attack.” Had an actual hacker
carried out the same intrusion, they
would have had no idea.

What’'s in the company’s portfolio?
Specifically, what is the multi-layer cyber
defence solution for mission-critical on-
board systems?

What Naval Dome discovered from
these carefully managed attacks was
that there wasn’t just one blind spot,
there were many. A lot of the sys-
tems were unprotected. It was at this
point that the team and | began de-
veloping the Naval Dome Endpoint
solution to deliver the highest level
of cyber security for all floating as-
sets. Earlier this year, the company’s
Secure Endpoint product achieved
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the highest level of security certifi-
cation/type approval, Security Level
4 (SL4), from the classification so-
ciety DNV GL.The Naval Dome so-
lution is a two-step, multi-layered
cyber protection system. The first
stage, the Secure Endpoint, pre-
vents internal cyber attacks by re-
placing the on-board systems’ hard
disk with the Endpoint “hard disk.”
Once installed, the ship’s system
functions in the same way, but it’s
now secured to SL4 grade protec-
tion. It can work with different oper-
ating systems, including Windows
and Linux.

The system also ensures ship op-
erators can assess the security of
all systems that have been installed
with Endpoint. The Secure Naval
Dome App and Dashboard indicated
what systems are protected, those
that have detected and protected
against intrusion, and real-time se-
curity monitoring/alerts for the ship
and shore personnel.

The second aspect of the Naval
Dome solution is the Secure Naval
Dome Cloud. This protects all data
delivered to and from the vessel
and prevents external cyber attacks.
What Naval Dome has done is inte-
grate its own Secure Cloud with the
customers’ existing Cloud-based
infrastructure so only the client’s
“cloud” is needed.

Today, | can proudly say Naval
Dome is the leading supplier of mul-
ti-layered maritime cyber defence
and analytical solutions. To date,
we have secured the PC-based sys-
tems on-board a significant number
of commercial vessels and super
yachts. Naval Dome is working with
leading original equipment manufac-
turers (OEMSs) to help protect their
systems in a way that it becomes
an integral part of suppliers’ exist-
ing and new software. The OEMs
are now integrating the Naval Dome
software with the systems to provide
their customers with the utmost pro-
tection. This is much easier for end
users as they only have one point of
contact — the OEM - to provide all
the service and support. In recogni-
tion of our works, we’ve won several
industry awards, including the Ma-
rine Propulsion Marine Intelligence

Award 2018, Lloyd’s List Cyber Se-
curity Innovation Award 2018, and
the Seatrade Cyber Security Award
2018.

What do cyber criminals have in store to
target the shipping and port industries?

Typically, cyber criminals will use
malware or ransomware-type vi-
ruses capable of infecting complete
ship networks, and operators will be
unaware until the virus has been ac-
tivated. This is because many of the
systems are based on old operating
systems and designed and manufac-
tured without considering the cyber
risk.

There are two main threats: untarget-
ed and targeted attacks. The former
is when someone attacks several
companies at once, and the virus
spreads until it finds an unsecured
network. The latter, in turn, is when
specific companies or industry sec-
tors are infected directly.

An attack can be successful when
operators make a mistake and inad-
vertently upload an infected file, e.g.,
by opening an email or connecting an
infected file. This creates connectiv-
ity. The second way is when an OEM
or technician is attacked, and the in-
fected files are inadvertently spread
during system updates or servicing.
The second method is more effective
in spreading a virus.

How the shipping industry reacts to (cyber)
security threats?

Unfortunately, the industry has been
slow to react, relying mostly on op-
erator training as a precautionary
measure. However, reliance on the
human factor in the cyber protection
cycle is not the answer.

There is also limited control over the
vendor’s maintenance, updates, and
test equipment which could, if they
aren’t properly protected, inadvert-
ently infect the network. Typically,
most networks are not segmented,
so if an attack has been detected in
one area of the network, it usually
means the entire system is infected.
Another aspect that impacts the se-
curity of ship systems is that there
are no mandatory requirements,

only guidelines. There should
be binding instructions.

What’s the company’s take on the
so-called cyber clause introduced
by BIMCO? The clause will require,
“[...] the parties to have plans and
procedures in place to protect their
computer systems and data, and to be
able to respond quickly and efficiently
to a cyber incident.”

The BIMCO cyber clause is very
much a move in the right direc-
tion, but this does need to be
adopted widely. Maritime insur-
ance companies also need to
develop consistent and com-
prehensive maritime cyber in-
surance policies and remove
the CL380, the clause that re-
moves any insurance relating
to computer-based problems.
Every ship system should be
protected to SL4 as well as
implement the BIMCO guide-
lines. Ship operators should
also segregate their opera-
tional (OT) and information
technology (IT) networks. The
problem is that these are often
connected. There is no real net-
work segmentation. This is very
important.

What’s the company’s outlook about
how the shipping business will tackle
the cyber threat in the near future?

We encourage more and more
OEMs to integrate the Naval
Dome solution with their sys-
tems and equipment prior to
delivery to their customers.
This way, both the OEM and
the end user are confident that
their systems are protected at
the highest level from the out-
set. This also means that the
end user no longer has to worry
about cyber protection as the
OEM provides the requisite
services and upgrades that are
protected by Naval Dome. In
the future, all equipment could
have the Naval Dome “seal of
security,” to show that such and
such equipment is “Protected
by Naval Dome.”
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The trust factor and human error
in supply chain security

by Marcin Lewicki, CEO & Founder, Sternkraft

The global supply chain network is a system of self-existing individuals connected to each other in
an undefined way. Information goes from one organization to another according to rules that aren’t
specified globally. In most of the cases, two cooperating organizations have their individual methods
of exchanging information — analogue, like paper invoices or certificates, or digital such as the state
and the position of the transported cargo. Sometimes organizations agree to use the same processes,
procedures, and tools to exchange data. This, however, doesn’t mean they all have the same internal
rules. These companies store our data, so it’s crucial for us to know if our partner has put in place
the proper internal rules and processes thanks to which the data infrastructure is safe. The question
arises: can we take the human factor out of the ‘trust equation’?
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e all know that one thing is to

gain a certificate, but actually

sticking to the rules is another

pair of shoes altogether. The lat-
ter is undermined by factors such as trust
and human error. Is working with Maersk a
safe option? It should be. Why? Because
the Light Blue means something in the in-
dustry. | know | can trust them.

One hard drive to save them all

Yet, I'd be very surprised back on 27
June 2017. Such a respectful and well-
certificated corporation, with a lot of great
minds on-board, was hacked by a piece
of malware that wasn’t even targeted at
Maersk in the first place! The fallout was
nothing short of epic — no more no less,
but the giant went analogue for two whole
weeks. Conclusion? One cannot simply
take trust on, well, trust.

It's hard to say what was Maersk’s
main shortcoming back two years ago.
Surely they weren’t prepared for what

happened. What we know now, though,
is that the whole company was using sys-
tems that weren’t upgraded with the lat-
est patches while passwords were of re-
ally low complexity. End result? One small
NonPetya malware destroyed the entire
infrastructure. Like in an action movie,
Maersk survived because they were able
to retrieve the single last copy of their sys-
tem that wasn’t hijacked — in Ghana. For
comparison, all — all! — of their 150 domain
controller backups were down. At that
time, it was the most important hard drive
disc for the entire container shipping in-
dustry. Mission — get to Ghana and bring
that HDD to England. One existing backup
server rescued the whole 45,000 comput-
ers and 4,000 servers-big company.

So, even if | had trusted Maersk — the
incident would affect me. Making simple
Windows updates and having to go through
two-factor authentication on each and
every computer — this would have saved
Maersk $300m that summer. But it isn't
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that the Danish conglomerate is the only
whipping boy; other heavyweight players
also lost millions because of the NotPetya
attack. Merck admitted to their sharehold-
ers they lost $870m because of shutting
down the ability to manufacture drugs. The
French Saint-Gobain, which delivers con-
struction and high-performance materials,
saw $400m going down the pipe; FedEx
— $400m; Mondel€z, the manufacturer of
i.a. Cadbury chocolates — $188m; Reckitt
Benckiser, the British producer of Durex
condoms — $129m; and so on and so forth.

One, big, decentralized, yet shared by
everyone shipment registry

What if we could grasp human trust
with a mathematical formula? Imagine a
situation where you know exactly where
your shipment is; what is the temperature
inside the container; whether somebody
has tampered with the seals; opened
the doors; or even stolen the entire unit.
Carriers, suppliers, intermediaries, insur-
ers, regulators are involved in the supply
chain, meaning there’s plenty of room
where communication, data transparency,
and safety can be compromised.

SAP, Oracle, Salesforce — they all
work on cloud-based solutions to im-
prove freight and order management,
transportation planning, costs, report-
ing, and analytics. What if we could use
one big database to identify and track
each cargo globally? What if we could al-
low access to this database to everyone
and, while using it according to the rules,
change the registry of each transport in
time? What if we create one, big registry

of shipments, totally inaccessible for un-
authorised parties?

The so-called Distributed Ledger Tech-
nology (DLT) - better known as block-
chain — provides such a global format. It’s
interoperable, immutable, and secure. It’s
a data standard that’s accessible by au-
thorized parties and cannot be changed.
Each transport’s ledger is shared by many,
delivering a decentralized database that’s
synchronized by each member. Block-
chain cryptography and smart contracts
make rules visible to everyone and used by
everyone, but data are only accessed by
those who own a “password.” Such a data-
base and interface layer allows connecting
any end-user application to it. Decentrali-
zation, which stands for immutability and
having a synchronization backup strategy,
helps to secure the data. The role model to
follow is Samsung SDS, a member of the
Transported Asset Protection Association,
and its ongoing project with the Port of Rot-
terdam and ABN Amro Bank. “Our block-
chain based project is the answer to the
cyber security of our times. It will secure
and improve freight processes like nothing
before,” says Jacques De Smit, Regional
Logistics Director, Samsung SDS.

Secure the future

In Sternkraft’s Internet of Things pro-
ject called Safeway, a test DLT solution, is
being implemented. Safeway is a solution
that combines hard- and software and al-
lows monitoring goods in both curtainsider
and semi-trailers, and doing it in- and ex-
ternally. All algorithms implemented in our
cameras help to prevent thefts. The alarm

. Blockchain and how it can make transport and logistics more cyber secure

is activated whenever something
strange is happening, e.g., someone
is next to the cargo and behaves sus-
piciously, or the temperature inside
the unit changes rapidly. BinarApps
creates a management system for
logistics to monitor transport and
generate an alert if any unwanted
situation occurs. Each transport ID
number with its attached documen-
tation will be stored in a partially pub-
lic DLT database. Each of the Safe-
way’s users will be the owner of at
least one copy of the database node.
Nodes are synchronised and, thanks
to cryptography, 100% valid. This
way they’ll participate in creating a
decentralized copy of what could be
called the data centre’s heart.
Maersk is probably well-secured
by now. The management board
took up the challenge and started to
treat cyber security seriously. Mean-
while, blue chip companies need
to take on the responsibility to not
only secure the present, but also
the future. There’s a way of feeling
more cyber comfortable, as long as
it’s called blockchain. ]

STERNKRAFT _
TELEMATICS
the pusiness of transport and logistics
suffers from growing numbers of threats
like cargoandfueltheftorburglary. Thishas
led the Berlin-headquartered Sternkraft to
develop Safeway, an advanced cargo
security system that combines hardware
with the latest technology. For more info,
please click www.sternkraft.com/en
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When humans meet algorithms

by Dr Eva Savelsberg, Senior Vice President, Logistics Division, INFORM

. N |

Ur Eva Savelsberg is Senior
Vice President of INFORM's
Logistics Division. She specializes
in Agile Optimization Software that
renders a wide range of terminal
processes  more  productive,
agile, and reliable. Eva is also a
lecturer at the University of Aachen
(RWTH), where she received her
PhD in mechanical Engineering
in 2002. Eva has published four
books and over 30 papers on
innovation in freight transportation
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“You are my creator, but | am your master.” These chilling words
from Mary Shelley’s novel Frankenstein were first published on
January 1, 1818, amidst the First Industrial Revolution, a period
of great social and technological change. Considered by many
to be the first work of science fiction, the story influenced not
only literature, drama, and film, but also the public’s perception
of science. This year being Frankenstein’s 200" anniversary,
and at the dawn of the Fourth Industrial Revolution, the myth of
a creature turning on its creator seems more relevant than ever
before. Having escaped the laboratories of many tech companies,
Artificial Intelligence (Al) is poised to change our society for good.

hile human-level Al is not yet
looming around the corner, we
constantly carry some form of
Al in our pockets already today.
The irony is that Siri, Alexa, and Cor-
tana, while comparable to the Franken-
stein’s monster in so many ways, aren’t
perceived to be frightening characters.
Rather, these Al-enhanced assistants
have become an ordinary, if not an in-
tegral part of our lives and workplaces.
This article will take you on a journey
to the past, present, and future of Al. To
unpack this story, we need to have a few
stops along the way. Firstly, we need a
quick reference point of what Al is and
how it relates to other IT developments,
e.g. machine learning. Then, it is worth
identifying why INFORM is qualified to
speak on the subject. From here we will
explore how Al is being applied in the
container terminal market today. Finally,
we’ll discuss what the role of humans is
likely to be in the future and whether any
of us will have jobs.

The simple Al-ML-OR truth

Artificial Intelligence is an area of com-
puter science that’s concerned with build-
ing systems that demonstrate intelligent
behaviour. Most people find it difficult
to agree on a precise definition of intel-
ligence, so views of what Al means also
tends to diverge. For most people, when
they hear the term “Artificial Intelligence,”
they think of a General Al or a human-level
Al that can mimic all aspects of human
intelligence. The simple truth, however,
is that today Al is far from this. Instead,
Al vendors have succeeded in build-
ing niche, so-called Narrow Al systems
that know how to do reasonably specific
things very well (for instance, play chess,
understand natural language, translate
between often very different tongues, or
drive autonomous vehicles). It is these
Narrow Al systems that are now making
their way into our industry at a rapid pace
as part of the Fourth Industrial Revolution.

In contrast with General Al’'s goal of
mimicking human intelligence, machine
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learning (ML) tools use algorithms to it-
eratively learn from and adapt to data,
enabling computers to find hidden in-
sights without being instructed where to
look. A beginner’s example for this can
be found in your email inbox in the form
of spam filters. Simple rule-based filters
are not very effective against junk mail,
since spammers can quickly update
their messages to work around them.
Instead, ML-enhanced spam filters con-
tinuously learn from a variety of signals
and tailor themselves to the email needs
of the individual user.

Operations research (OR), also re-
ferred to as “the science of better”,
uses analytical methods (mathematical
optimization, heuristic methods, and
so forth) to analyse and consider vast
amounts of data to optimize the plan-
ning and real-time control of processes.
Depending on one’s view, OR is either a
means to an Al outcome or the two can
be complimentary disciplines.

When you think of Al as the area of
computer science that is concerned with
building systems that demonstrate intel-
ligent behaviour, one could say that OR
is part of Al. From a classical research
perspective, this is inaccurate because
OR and Al are two separate disciplines
that have independently developed in-
telligence-based computing techniques.
However, if one takes the broader defini-
tion of Al, with building systems that dem-
onstrate intelligent behaviour, OR could
be classified as a part of Al. Alternatively,
Al is a technique that makes better pre-
dictions about the data that is fed into OR
optimization algorithms.

Either way you choose to view the re-
lationship between OR and Al, INFORM

has been working with Al for over two
decades, with commercially available
products in use since the early 2000s.
More than 20 years ago, we started de-
veloping knowledge-based Al systems
pertaining to the concept of using fuzzy
logic and fuzzy reasoning for represent-
ing human knowledge. Over the years,
we’ve added ML as a second area in our
Al activities and the two are now working
together in parallel.

What’s in it for my container?

As described in another place, in the
article Power up your TOS published in
The Journal of Port and Terminals, our OR-
based Optimization Modules (OMs) work
in conjunction with an existing terminal
operating system (TOS) to drive terminal
efficiency. This “add-on” relationship al-
lows terminals to implement the power
of OMs without significant changes.
Further, in most cases OMs work in the
background without direct user interac-
tion. Workers interact with their existing
software environment while benefiting
from optimization with no timely retrain-
ing required.

To further enhance the decision-mak-
ing quality, the same add-on relationship
can be used to connect a ML platform to
the optimization process. There are basi-
cally two use cases. First, to analyse data
to fine-tune the models and rules of the
OM. Second, to analyse data to improve
data quality that is fed into the OM.

Optimization Modules typically run
on a mixture of different data, e.g., es-
timated time of arrival/departure of
trains and ships, the travel speeds of
automated stacking cranes or rubber
tyred gantries, container bookings, and

truck gate-in registration. Some of
these are often based on average
or historical values, like the times of
truck check-ins or incoming trains
pre-checks. While this level of qual-
ity is sufficient to make the best-
informed decisions, values offering
higher precision at this stage can
improve the calculations. Here’s an
example: a time slot management
system provides shippers the abil-
ity to book allocated inbound arrival
time slots. However, delayed deliv-
eries are commonplace and actual
truck arrival times may vary over
the course of a business day (off-
peak vs. high-peak). In fact, they
may vary on different weekdays,
be affected by weather conditions,
or even be different for particular
hauliers and/or drivers.

The ML will analyse huge
amounts of data very quickly and
present any findings and correla-
tions in easy-to-digest dashboards
to create insights for humans. These,
in turn, can form the basis for expert
discussions. In cooperation with IN-
FORM, the outcome can be used to
fine-tune the models and rules of the
optimization module or, alternative-
ly, the insights from ML may be fed
back automatically into the software
where they replace previous average
or historical values.

Besides data from the TOS and
OMs, ML can also be connected to
various other internal and external
data sources (port community sys-
tems, weather apps, etc.) to further
enrich the database. Machine learn-
ing can be operated all day round,
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or on a periodic or on an event-trig-
gered basis.

Is it alive?

In the riveting laboratory scene
when the monster is brought to
life, Victor Frankenstein shouts,
“Look! It's alive.” Today, computer
programmers can have similar mo-
ments when they develop chatbots.
In fact, these pieces of code are
one of the most common Al-based
applications. They are designed to
sound and type like human beings
and continuously learn and develop
through Al and ML.

To make the latest technologies
and applications available for the
terminal industry, INFORM recently
released a chatbot add-on for their
maritime and inland terminal solu-
tions. It receives both voice and text-
based queries from a broad range
of input sources, recognizes the
request, searches for the answer,
and sends the answer back as a text
response in real-time. The chatbot
quickly allows a status check of key
performance indicators (KPIs), con-
tainers, and/or equipment without
calling anyone. Management, with no
previous training in the system, can
ask the software directly to quickly
access KPI data on the fly and in a
manner that is convenient to them.
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Frankenstein reloaded?

Two hundred years later, we find our-
selves at a prologue to a new Frankenstein
story. What are the lessons learned? One
of Dr Frankenstein’s gravest errors was
to neglect his creation. He fled from its
presence, giving up on the opportunity
to supervise, nurture, and educate his in-
vention. Today, the aim of Al development
should not be to make a “digitized being”
better than us, but rather to make “it” ben-
eficial to us.

Technology moves ahead, but so
does the human mind and our attitude
towards technology. A senior operations
manager from the baby boomer genera-
tion might have a different opinion on the
usefulness of chatbots compared to a
millennial management trainee. Also, a
seasoned straddle carrier driver will be
more hesitant to accept decisions and
work orders from an Al system than a dig-
ital native who is about to start a career in
our business.

By 2025, Millennials will make up 75%
of the global workforce. They have grown
up with very fast communication capa-
bilities and high-tech is woven into all as-
pects and areas of their life. What’s more,
the generation born after 2010 — the “Al
natives” — will only know a world with arti-
ficial technology (read more in the article
Born digital. Millennials in maritime logis-
tics, featured in the 1/2018 printed edition
of the Harbours Review).

How we manage this human transi-
tion is going to define our industry. At
this point, there are more questions than
answers, such as how do we best utilize
highly skilled staff who are in traditional
roles? How do you prepare these staff for
the future and how will their roles change?
If we retrain them, who bears the finan-
cial and social costs? How do we attract
a young, millennial-aged workforce that
have the new skills we’ll need in the future
(find out more in the piece How to hire —
and keep — the best. Employee experience
in the same printed issue)?

To position ourselves for the future, it
is the role of all stakeholders in the port
industry to take a degree of responsi-
bility. The question isn’t whether Al is
coming or not, but rather will we, as an
industry, finds ourselves well-prepared
or maybe rather caught off-guard when
we realize that Al is here. Or, as Mary
Shelley wrote in Frankenstein, “Noth-
ing is so painful to the human mind as
a great and sudden change.” [

N INFORM

i NFORM specializes in Agile Optimization

Software to improve operational decision
making. Based in Aachen, Germany, the
company has been in the optimization
pusiness for nearly 50 years and serves a
wide span of logistics industries including
maritime and intermodal terminals.



Reshaping logistics

by Matthew Wittemeier, Marketing and Sales, Logistics Division, INFORM

Drones, robots, and self-driving vehicles seem to have become a
weekly discussion topic for the logistics industry. With major players
like Amazon, Google, DPD, UPS, and even convenience stores
committing serious resources to the development of these solutions,
there is a consensus that technology will play a crucial role in shaping
the future of the transportation business. If we accept this argument,
then we, as an industry, must begin to consider the way that this
will impact delivery organizations around the globe, so we can start
to prepare our systems, processes, and people for what’s to come.

ne can easily imagine a future not

dissimilar to the current state where-

by a parcel is carried between major

central hubs by automated trucks
before being shuffled to a local depot for
dispatch by a driverless van equipped
with a team of delivery robots who will fa-
cilitate the final leg to the door or parcel
drop. While this is certainly a step forward,
this is far too simplistic. The real benefit of
autonomous technologies lies not in their
ability to fit within the current distribution
model, but rather to profoundly reshape it!
For the sake of this article, these technolo-
gies will be divided into aerial (drones),
land (robots), and automotive (self-driving
or driverless vehicles).

Drones

There is much hype about drones
providing a 10-30 minute aerial delivery
service for lightweight consumables (gen-
erally up to 2.5kg). While this will allow
companies to offer a “convenience” ser-
vice in the future, it is not where they will
deliver lasting value. Their real worth lies
in their ability to offer pick-up and drop-
off at ad-hoc locations. This will enable

drones to provide new dynamic services
never before possible.

Imagine, for instance, that you've for-
gotten your office keys at home. In today’s
world, this would mean that you would
have to return to collect them. For many
commuters, this means an hour or more
of lost time. In the future, you'll use your
smartphone to order and pay for a drone
to pick up the keys from your home and
deliver them to you as you arrive to work.
The entire service will be individualized
and managed without any rigid logistics
frameworks.

Robots

Robots already today come in all
shapes and sizes. First, their future versions
will offer a very broad range of delivery op-
tions to logistics companies. From fleets of
small- and medium-sized robots delivering
standard packages through to larger in-
dividual units capable of delivering heavy
packages, the future will certainly include
these sophisticated mixtures of soft- and
hardware. Robots will not only assist their
human counterparts, but alike drones, will
also open the door to innovative services.

Drones, robots, and
self-driving vehicles

maﬁhewWitteme\er brings over 10
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aviation, creative, financial, and
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Bachelor in  Management and

Professional Studies from Southern
Cross University in Australia

Second, robots will also aid citi-
zens logistically, so to speak. The
flexibility to operate 24/7 in order to
provide incredibly speedy service will
reshape how consumers approach
common household scenarios. In the
future, when your child comes down
with a fever late at night, you won’t
be rugging them up, packing them
into the car, and driving to the hos-
pital. No, you will remotely consult
with your general practitioner, who,
if need be, will dispatch any required
medicines or equipment via a robot
from your preferred pharmacy. The
entire process will likely take half an
hour from start to finish —and anyone
with children knows this is a dramatic
improvement from today’s status
quo. Robots will not only open new
delivery options to end users; they’ll
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empower a greater shift towards re-
mote services.

Self-driving vehicles

Autonomous cars and trucks
have been making headlines for
decades; however, it is their recent
history that is the most promising.
In 2015, Daimler received a license
to operate its autonomous truck in
Nevada, US. Self-driving vehicles
are already challenging the en-
trenched state of affairs and are
making their way into the market.

In the future, self-driving technol-
ogies will move from trucks into vans
and eventually to cars. As this hap-
pens, more and more vehicles will
transition to unmanned operations.
This adds to the ability of logistics
operators to run beyond the standard
working hours. Autonomous vehicles
will further extend the effective rang-
es of other technologies from their
primary depots, which on their own
is often limited. Logistics operators
will gain greater flexibility to continu-
ously respond to market conditions,

e.g., with mini “pop-up depots”.
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Once-in-a-lifetime

In short, each of these technologies
allows us to imagine, at least in some
respects, a better tomorrow powered by
innovation and outside the box thinking.
On their own, each technology has the
ability to reshape the way consumers
interact with logistics operators. Collec-
tively, they present a once-in-a-lifetime
opportunity for operators to create truly
innovative services that will reshape the
consumer-commerce market relation-
ship. When we look at how they could
come together to redefine logistics as a
whole, things get even more exciting!

End-to-end automation

The technology required to automate
logistics exists. Depending on which side
of the Fourth Industrial Revolution you're
standing on, this is either exciting or just
the opposite - it’s the first sound of war
drums proceeding doomsday. That said,
while it’'s more than likely that certain
groups of interest will push back on the
idea of autonomous technologies taking
over traditionally manned roles — it will
nevertheless happen, just as steam en-
gines and the light bulb did.
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Automation has already been un-
derway at ports around the globe. Its
adoption is spreading rapidly to other
industries as well. The legalization of
the technology will only continue as it
improves. For example, the U.S. Gov-
ernment took a positive position on self-
driving vehicles in late 2016, describing
a future where autonomous vehicles will
save time, money, and lives. To add fuel
to the fire, the US entered 2018 with a
continuing shortage of 100,000 quali-
fied drivers; a shortage that shows no
sign of resolution, also in Europe. Self-
driving vehicles are well positioned to
fill this shortage, or, likewise, make the
trucker profession more attractive by,
paradoxically, taking the strenuous driv-
ing hours, especially at night, out of the
equation.

From there, automation will continue
as newer robotic technologies continue
to evolve, benefitting from increased
real world testing, advances made in
Artificial Intelligence (Al) and machine
learning (ML), and positive end custom-
er feedback. This last point is crucially
important. For instance, robots deliv-
ering parcels are an unprecedented
change in how consumers interact with
parcel delivery. Remember, consumers
can either accelerate or break the neck
of technology adoption, so almost every
parcel operator is looking more intently
for consumer feedback data to improve
future services. This is true for both
parcel logistics and across the broader
supply chain.

Dynamic networks

As logistic operators services be-
come more autonomous, so too will the
broader logistics network that supports
it. The future networks will be more dy-
namic and nimble than today’s. Supply

AUTONGMOUS
DRIVE




and demand ebbs and flows. What’s
new here, is that autonomous technolo-
gies can be redeployed more easily than
their traditional manned counterpart.
This flexibility will provide operators with
newfound abilities to transform their
nowadays static networks into a dynam-
ic, data-driven environment of the future.

Last-mile delivery optimization is
already evolving to cater for increasing
data that allows for optimized routes. As
an extension, if we apply the system log-
ic already available to manage portable
assets to autonomous technologies, op-
erators will not only have a system that
can react to operational changes, but
grow so as to predict them and proac-
tively balance resource requirements in
advance. This agile approach is already
proven to decrease required asset pools
while increasing service levels. Applied
to autonomous technologies, it would
have a significant impact on manag-
ing capital expenditure and improving
customer service levels in a dynamic
network.

Systems

Technology in general is an enabler
of innovative ways of doing business.
The systems of logistics operators will
evolve in the future from a disparate
network of interconnected facilities into
a centralized ecosystem that isn’t physi-
cally tied to any single facility. Core sys-
tem processes will be managed from a
central location with remote presence at
each individual facility.

By centralizing and interconnecting
the physical and technological systems,
operators will open the door to stream-
lined and higher quality decision-mak-
ing, as well as improved efficiency and
increased flexibility. By taking as many
factors as possible into consideration,
planning and execution will improve. De-
cisions that adversely impact the broad-
er ecosystem will be known in real-time
and their effects can be planned for, and
in many cases mitigated, leading to an
overall improvement in system efficien-
cy. Finally, the dynamic networks of the
future will require “light local infrastruc-
ture” to enable resilience in the network
model. A dynamic model only works if
the effort to remain such is minimal.

Processes

The processes of the future will need
to be more dynamic, too. This is a coun-
terintuitive point, as drones, robots, and

self-driving cars are currently prone to
failure in unpredictable situations. How-
ever, as autonomous technologies con-
tinue to evolve, the range of processes
that these technologies are exposed to
will as well. In no uncertain terms, the
technology will become smarter and
better able to respond to unforeseen cir-
cumstances on its own through the use
of Al and ML technologies.

It is at this point that | make my case
for more dynamic processes for the fu-
ture. Al is on track to reaching a point
where it can make decisions on its own
within the parameters of acceptable op-
eration that lead to a positive outcome.
The processes of the future will need
to move from mostly rigid “if this, then
that” models to ones focused on goals
achieved through acceptable operation-
al parameters.

People

Reading this article, it would be easy
to believe that humans have no place in
the future of logistics — but nothing could
be further from the truth. The future will
see a shift in the roles and responsibili-
ties of humans, that’s a given. After all,
robots are only good at doing what they
are programmed for. However, how hu-
mans approach traditional roles will
need to change. Also, new kinds of jobs
will be created. Instead of truck drivers
and dispatchers, we’re more likely to see
technicians, analysts, and strategists.
The society has the responsibility to fa-
cilitate this transition, which won’t hap-
pen cost-free, so that vulnerable groups
won’t be left behind.

As drones, robots, and self-driving
vehicles enable an ever-increasing cus-
tomer specific experience, the way we
view and measure success will evolve.
Dispatchers will move from managing the

mundane to orchestrating a strategy
that targets achieving a new era of
key performance indicators. This
new indicator set will be increasingly
customer centric, in a way that en-
hances individualized experiences
and customer journeys.

It has already begun

In this article, we’ve looked
at what drones, robots, and self-
driving technologies can achieve,
what their collective impact might
be on the industry that is constantly
changing, and how the business of
transport and logistics might have
to evolve to better enable these
changes to happen. One could eas-
ily dismiss this as overly optimistic
or futuristic. But the simple fact of
the matter is: the journey has al-
ready begun.

Operators all over the world
are embracing these technologies,
relying on the promise of bring-
ing about a future which, although
digital, will also create a new, hope-
fully better, reality. It is worth re-
membering that with pretty much
any technological innovation, the
first movers and early adopters get
the upper hand in defining the cus-
tomer experiences of tomorrow
against which all operators will be
measured eventually. ]

N INFORM

NFORM  specializes in  Agile

Optimization  Software to  improve
operational decision making. Based in
Aachen, Germany, the company has
peen in the optimization business for
nearly 50 years and serves a wide span
of logistics industries including maritime
and intermodal terminals.

2019/1 | Harbours Review | 37




Photos: Inmarsat

Set for lift off

by Ronald Spithout, President, Inmarsat Maritime

A new research report commissioned by Inmarsat, a British satellite telecom, suggests that the
maritime industry may be more advanced in strategies to adopt the analytic, management, and
operational tools available via the Internet of Things (loT) than many have supposed. Findings
suggest that regulatory factors are playing a central role in maritime uptake, with the need to
monitor emissions a key driver, but that a distinct group of owners are seeing loT-based solutions
as the gateway to a more efficient maritime industry.

ublished in June 2018 as part

of the new Inmarsat Research
Programme 2018, the Indus-

trial IoT: land and sea paper is
based on 750 interviews done by re-
searchers at Vanson Bourne explor-
ing the use of loT-based solutions in
the supply chain, among respond-
ents in maritime, transport and logis-
tics, energy, mining, and agriculture.
The new report offers unique in-
sights into prevailing commitments
and attitudes towards loT solutions
in the supply chain, with its mari-
time part allowing 125 respondents
(92 from shipping and 33 fishing) to
speak for themselves. Respondents
came from companies owning a mix
of vessel numbers across a full range

To view the research microsite
and download the full report
please scan the QR code or go to

E2E

Being probably the most detailed
account of attitudes towards the
loT ever undertaken in the maritime
sector, the report aligns with Inmarsat's strategy to
power the maritime data revolution, via both the
high speed Ka-band available on Fleet Xpress
and expanded data use on the more established
L-band channels. According to Inmarsat's
expertise, loT-based solutions can improve
business intelligence, vessel/fleet performance,
and crew welfare. As part of Fleet Xpress, the
company is supporting a growing portfolio of
content-rich  management tools through its
Certified Application Partners (CAPs) programme.
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of types. Owners from Greece made up
the largest constituent (25), followed by
Japan (20) and Germany (15); container
carriers represented the largest commer-
cial ship type, with vessels otherwise split
among tankers, bulkers, and offshore.

Cost-fixated laggards?

One of the most striking findings is that
maritime respondents expect average ex-
penditure per business on loT-based solu-
tions will amount to $2.5m over the next
three years. While this is less than the fig-
ure established for the logistics sector, it
nevertheless puts maritime significantly
ahead of average spend projected by re-
spondents among clients in the energy,
agriculture, and mining sectors. Maritime
respondents also say that they intend to
invest a larger share of their IT budgets
(7.8%) in loT-based solutions than in any
other next generation technology.

Drilling down into the report, own-
ers show themselves as upholding the
maritime industry’s decade-long fixation
with costs. While 51% of respondents
say that revenue generation does not
figure in considerations, 75% say that
they have already realised or expect to
see savings using the loT. Route optimi-
sation is typical and is identified by 57%
as in use or on trial.

However, maritime respondents also
exhibit a marked ambivalence towards
loT-based solutions that is unique to the
sector: enthusiasm in some quarters
is tempered, in that the industry is also
home to the largest group of loT “lag-
gards”, a description applied to over 25%
of respondents. While 33% of maritime
respondents believe that loT solutions will
bring 10-20% savings within five years,
14% believe that — even then — there will
be no savings at all.

But direct operational savings are not
the only savings available from deploying
loT-based solutions in the maritime sector,
according to respondents. Cutting ma-
rine insurance premiums is cited by 70%
of those interviewed as one of the most
important drivers for adoption. The find-
ing is especially interesting, given that the
industry self-selects as a “laggard” when
it comes to taking steps to remedy its cy-
bersecurity shortcomings.

Regulation is providing a strong
prompt for adoption. In line with the
global fuel 0.5% sulphur limit that will
enter force as of 2020, the target set by
the International Maritime Organization to
halve ship CO, pollution by 2050, and the
EU Monitoring, Reporting and Verifica-
tion for fuel use, 65% of respondents say
they already use loT-based solutions to



monitor their bunker consumption. A fur-
ther 9% say they will do so within a year,
with deployment projected as reaching
100% by 2023.

Making up one’s (peace of) mind

When it comes to their cyber vulnera-
bilities, respondents are more concerned
about data storage methods (55%), net-
work security (50%), and potential mis-
handling of data (44%) than they are
about targeted attacks (39%). At the same
time, though, only 37% report initiatives
to improve security training, with just 25%
working on new loT security policies.

This is all the more puzzling because
there are solutions already available in
the market that can help companies be-
come more cyber-bulletproof. There is,
for instance, the Unified Threat Manage-
ment and monitoring service solution
developed by Inmarsat under the Fleet
Secure brand and unveiled at the end
of 2017. As well as detecting external at-
tacks, Fleet Secure protects vessel net-
works from infected USB sticks and crew
devices connected to the onboard LAN,
combats viruses, and blocks access to
unsafe websites. It also isolates an in-
fected area of the network so that threats
can be contained. Support can either be
offered through self-checking, via an on-
line portal, or through different levels of
monitoring, analysis, and reporting, all
depending on the customer requirements
that can include immediate notifications
and an escalation to telephone support.

Theindustry’s lack of cyber prepared-
ness raises a deeper malaise over more
full-blooded commitment to loT-based
solutions in some quarters. Overall, the
industry’s lack of decision-making skills
is the most frequently cited impediment
to uptake (by 56% of respondents). Mari-
time also identifies itself as behind the

curve when it comes to planning skills,
where 42% of respondents believe their
organisations would benefit from ad-
ditional cyber-competence against a
figure for all respondents expected to
amount to 37%.

Full deployment
- in-house or outsourced?

A different frustration appears to be
thwarting ambitions among those already
fully engaged in loT-based solutions. Here,
51% of the maritime audience cited the
time lag between data collection and its
availability as an obstacle blocking their
optimisation of loT-based solutions: this
was 11% ahead of any other explanation.
This is despite the finding that only 20% of
maritime respondents cite connectivity is-
sues as a barrier to adoption of loT-based
solutions within their organisation — lower
than any other sector.

However, to assess the maritime in-
dustry’s readiness to adopt loT-based
solutions on owner testimony alone is to
overlook the fact that much of the tech-
nical expertise historically held in-house
has been outsourced to ship managers
and equipment suppliers. Marine equip-
ment can contribute 70% of the value
of a new ship, meaning that it has been
suppliers — rather than owners — mak-
ing the running on connectivity, big data
analytics, and app-triggered remote di-
agnostics and preventive maintenance.
Some 64% of maritime respondents said
that they would use an external partner
to facilitate either “some” or “as much as
possible” of their efforts to develop loT-
based solutions.

Nevertheless, in one of the most
thought-provoking aspects of the report,
early analysis also places maritime ahead
of energy, agriculture, and mining when
it comes to attitudes towards loT-based

. The maritime Internet of Things

solutions, with 34% of maritime re-
spondents equating their position
as one of “full deployment”. This
compares to a share of 21% among
all 750 respondents and just 2% in
the mining sector.

Driving the maritime “leaders” is
the need for ships to be more cost
efficient, cleaner, and safer than
ever before, with 56% of maritime re-
spondents already using or trialling
smart asset monitoring. For the mo-
ment, fishing lags marginally behind
commercial shipping, but the dispar-
ity may be short-lived: 57% of the 33
fishing organisations polled envis-
age uptake over the next 24 months.

The Inmarsat report debunks
the well-entrenched mantra that the
maritime industry is too far behind
in the rear-guard to really embrace
the digital revolution. It has its set
of challenges, that’s true, but there
are both internal and external factors
pushing sea shipping in the arms of
the Internet of Things as well as other
next-gen devices and software. m

))\
inmarsat

nmarsat was set up in 1979 by the
International  Maritime  Organization
to enable ships to stay in constant
touch with shore or to call for help
in an emergency, no matter how far
out to sea. Today, the company’s
fleet of 13 satellites serves not only
the needs of merchant shipping,
but also governments, humanitarian
aid agencies, airlines, the broadcast
media, and the oil & gas, mining, and
construction industries. For more info
please click www.inmarsat.com
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Green and smart

by Roberto Bernacchi

Shore-to-ship power & Smart Ports Global Product Manager, Power Grids — Grid & Power Quality Solutions, ABB SpA
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Speeding up decarbonisation in the transportation sector is crucial
to reach the challenging global warming targets set in the Paris
Agreement. Electrification of shipping, passenger and freight traffic
alike, will be instrumental in achieving that ambitious goal. At the
same time, shutting down fossil fuel-run auxiliary engines during
ship port calls in exchange for drawing energy from the electricity
grid will improve air quality in urban settings.

hen it comes to the shipping

sector, the first zero-emission

vessels serving short sea routes

are already a fact of life. Be-
cause high capacity, heavy-duty batteries
can be now easily charged during even
fairly short stopovers, many shipowners
are implementing battery driven hybrid
technologies to enhance the energy effi-
ciency of their fleets, hence decrease the
environmental footprint. Ports are doing
the same on land. While air quality was
“only” ranked as the 6" most important
environmental priority in the 2004 edition
of the European Sea Ports Organisation’s
Environmental Report, it topped the ports’
agenda in 2013 and over the 2016-2018
period (similarly, noise was the main con-
cern in 2009, it ranked 4™ in 2013 and 3
in 2016-2018).

As a natural consequence, the road
to zero-emission terminals is now paved.
Integrating traditional consumers (like
cranes running on electricity, lighting
systems, and buildings) with newcomers
(such as e-mobility solutions including
electric trucks, vehicles, and vessels) into
the port electrical grid is clearly the way to
go. In addition, both can tap into the clean
energy revolution thanks to which more

and more electricity is produced from re-
newable sources of energy. It's a win-win-
win situation (Figs. 1-2).

Smart means tailored

Looking at the new solutions that can
substantially reduce greenhouse gas
emissions (GHG), as well as noise and vi-
brations in port areas, shore-to-ship pow-
er (S2SP) plays a fundamental role. As a
matter of fact, such systems allow vessels
to plug into the onshore power supply and
shut down their auxiliary engines while
berthed (Fig. 3).

As such, ship’s power load is seam-
lessly transferred to the shore-side power
supply without disruption to on-board
services.

At berth, a large cruise ship can con-
sume up to 20 Mega Volt-Amperes (MVA)
whereas a super-post Panamax cargo can
require as much as 7.5 MVA. Usually such
a large amount of power is supplied by
diesel engines which aren’t exactly known
for their environmental friendliness. More-
over, dockside emissions and noise are
increasingly subject to regulatory scrutiny
— especially as ports are often located in
sensitive marine environments or next to
large, densely populated cities (Fig. 4).



. Transforming ports into sustainable transportation hubs with shore-to-ship power

Fig. 1. Port grid of the future
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Fig. 2. Future ports — sustainable transportation hubs
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and E-buses) is growing
extremely fast.
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However, supplying so much power
puts a strain on the port electrical
infrastructure not only in terms of
energy demand but also capital outlay,
equipment complexity, running costs,
and maintenance. Additionally, vessels
can have a 50 Hz or 60 Hz on-board grid
(the majority use the latter frequency),
so there is an additional need for high
tech equipment, a static frequency
converter, for instance, that must not
only handle high power levels but also
adapt the local grid frequency to that of
each vessel.

green era.

E-mobility market (E-vehicles

Integration of renewables is
launching ports into a new

S
&

State-of-the-art
Port Electrification solutions

|

Supply

7

A few things need to be taken into
consideration when carrying out a proper
integration of shore-to-ship power facili-
ties into the overall port grid. First, an ad-
equate amount of power must be available
to ensure that critical vessel loads are sup-
plied throughout the entire port stay; this
is achieved by a thorough assessment on
the impacts of the shore connection sys-
tem on the local grid and subsequent im-
plementation of state-of-the art substation
solutions to upgrade and strengthen the
port electrical network. Second, a proper
balance between electricity demand and

Shore-to-ship power, hybrid
and fully electrical ferries are
now a reality.

Producing electricity on-
shore is more efficient than
on-board generation.

supply in the entire port grid must be
achieved, through the use of smart
grid automation techniques, to en-
able smooth and reliable operations
on a 24/7 basis. Third, the shore-to-
ship power facility must be of fail-safe
design, so that low/high voltage ves-
sel connections can be operated by
port and ship personnel in a risk-free
manner, for the safety of both people
and equipment. Lastly, a dedicated
and robust electro-mechanical inter-
face must be designed to handle spe-
cific vessel requirements, including a
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Fig. 3. Shore-to-ship power — how it works

Shore-to-ship power

What does a shore-to-ship power supply do?

The ship’s power load is transferred to the
shore side power supply without disruption to
onboard services.
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Fig. 4. Emissions from vessels during a port stay

Ships can shut down their engines
while berthed and plug into an
onshore power source.
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Shore-to-ship power: a smart solution to a key environmental issue
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turnkey package of specifically de-
signed cable management systems.

That said, sustainability isn’t only
about supplying ships with green
electricity. Optimising capital expend-
iture is also a smart thing to do. Here
the investor needs to investigate, al-
ready in the preliminary project plan-
ning phase, what will be the best
choice - installing single berth con-
nections or maybe opting for a cen-
tralised, yet multipoint arrangement
that will serve several vessels at the
same time. Spatial limitations need to
be factored in, so as to minimise the
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ports worldwide
resulting in...
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—
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metric tons of CO, SOy NOy
and PM* emitted annually...

...equal to

220

coal-fired plants

installation footprint, hence leave as much
as space available for port operations.

The traditional S2SP solution can be
easily compared with a home-based e-ve-
hicle charging facility (Fig. 5). After berth-
ing (parking), vessel (car) is connected to
the electrical grid by a means of a static
frequency converter with a dedicated and
fixed plug.

On the other end, as ports and termi-
nals face a constant growth both in terms
of traffic and vessel dimensions, central-
ised solutions are becoming more popular
(Fig. 6). In this case, an S2SP system rests
in a remote location, usually near to the

Benefits

...with shore-to-ship power solutions:

&

1 cruise ship connected to the
grid in the port...

...could annually save

CO,

emissions...

...equivalent to about

% 2,500

cars.

incoming power line from the local elec-
tricity provider, and power is distributed
between the different berths to the various
vessels. In addition, by enabling multiple
vessel connections, S2SP technology
can also be used to charge several hybrid
and/or all-electric ships, something which
represents an emerging segment in the
shipping market (e.g., hybrid vessels can
expect to save 10-40% of fuel).

In a nutshell, there is a clear trend to-
wards zero-emission ports and terminals,
but this innovative approach requires a
clear shift to allow the creation of smart
port grids, which should be seen as



Fig. 5. Traditional shore-to-ship power solution — single vessel connection
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Fig. 6. Centralised ship-to-shore power solution
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dynamic environments into which new
electricity consumers or producers can
enter at any time. For this reason, a smart
port grid is a critical ingredient: to maintain
a successful balance between demand
and supply, the port grid must be robust
all the way from the incoming high voltage
substation down to the low-voltage user.

The only way

As a conclusion, S2SP and port electri-
fication help harbours transition from their
traditional role as vital regional economic

engines and transit hubs for people and
goods, to modern and sustainable enti-
ties fully integrated with the surrounding
community.

One clear way to achieve that is
through the provision of clean energy as
well as by eliminating diesel emissions
and reducing noise. Doing so will improve
the work, transit, and living environment
in and around ports. Electrification is the
only cost-effective way to reduce on-site
emissions by almost 100% locally and en-
sure long-term port growth. [

A\ Ik HR
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BB is a pioneer in shore-to-ship

power solutions and smart ports,
providing fully integrated systems and a
broad range of services. In 2000, ABB
delivered the world's first shore-to-ship
power system to the Swedish Port of
Gothenburg. Today, ABB offers a single
interface for complete port electrification
and grid integration, in line with global
specifications and standards. For more
info  please visit www.new.abb.com
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Off the blocks

by Gabrielé Vilemo Gotkovic, and Nurlan Agayev, Legal Counsellor, Alterlaw

In spite of the overheatedly debated topic of cryptocurrencies, where, it seems, the main focus was put
on the sharply rising or falling prices of Bitcoin and the likes, the underlying technology — blockchain -
continues to attract attention, now also across the transport & logistics domain. Luckily, one doesn’t
need to be a nerdy tech geek to understand this, at first glance confusing, innovation. The purpose
of blockchain is to allow digital information to be distributed — but not copied or freely modified. This
way data integrity is preserved. In other words, all parties involved in the chain share the same view.

he blocks themselves are im-

mutable, so once data is added

to the chain, there is no possi-

bility of changing it (unless such
an option was built in from the very
beginning). Blockchain allows infor-
mation to be verified and exchanged
without relying on a third-party au-
thority, as opposed to, for instance,
banks which act as the middleman
between people and money. Isn’t
this what businesses have been
looking for, greater transparency, se-
curity, and the chance to cut out the
intermediary?

Whose block is this block?

One of the most beneficial ap-
plications of blockchain in the trans-
port industry would be smart con-
tracts (also known as self-executing,
blockchain, or digital contracts),
which could be used between ship-
pers and carriers. In such a contract,
the terms & conditions are recorded
on the blockchain, and once all nec-
essary provisions are met, a smart
contract is automatically created.
Next, transactions are easily record-
ed and validated on the blockchain,
hence the moment the agreed re-
quirements are satisfied, payments
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are immediately concluded. Smart con-
tracts can automate agreements without
the need for an intermediary (lawyers,
notaries, etc.).

However, the use of smart contracts
in transport & logistics can create legal
issues, given the international scope of
the industry as well as the stateless, so
to speak, nature of the blockchain tech-
nology. Ownership-related contract law
principles differ from country to coun-
try, thus identifying applicable law and
respective jurisdiction may turn out
to be more than challenging if a legal
blockchain-created issue arises. Unfor-
tunately, in the regulatory vs. tech race,
the former tends to be slow in setting
the framework, leaving disputes unre-
solvable for the time being (or subjected
to arbitrary decisions). Contractual rela-
tions could potentially fall under the ju-
risdiction of the state where every single
node of a network was created. Given
the absence of international regulations
under which scope blockchain would
fall, the case for finding the applicable
law would get extremely complicated
once actors from different countries
start to get involved in a blockchain,
something all too likely to happen if we
consider the logistics supply chains of
today’s globalised world.

Another legal issue stems from the fact
that the recorded information cannot be
altered, meaning that it is exposed to who-
ever it is distributed to. If it involves per-
sonal data, then privacy can be breached.
A blockchain can be designed in such a
way that it explicitly protects personal
data. The design can include limitations
put on who can join the network or by im-
plementing a system of consent.

Blockchain is basically a decentralised
system, which, on the one hand, makes it
cheaper and faster for the business world
to put it to use, but that, on the other hand,
leaves it outside the power of authorities,
legal or otherwise.

Pros and cons of greater visibility and
connectivity

Blockchain can also increase the vis-
ibility across the supply chain by making
it easier to track shipments or manage a
fleet. Greater transparency not only dis-
courages theft but also increases cus-
tomers’ level of trust and satisfaction.
Instead of having to rely on third parties
and their sometimes unverifiable state-
ments to determine whether goods have
been delivered on-time and in the right
state, parties can validate the transfer
on the blockchain which is visible to the
parties it was intended to be visible for.



. Opportunities and challenges of using blockchain in transports

HOW DOES BLOCKCHAIN WORK?

One party requests
a transaction

Once the block is added to
ar existing chain, transactions
are complete and permanent
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Perhaps decreasing uncertainty could
bring about other positive outcomes, like
cheaper insurance.

Yet, despite the popularity blockchain
has gained in recent years, it can only
reach its full potential if everyone involved
in the supply chain uses the same tech-
nology. In other words, blockchain has to
be considered as the only valid source of
true information. But what about cyber-
security? To what extent blockchain is
actually exposed to hacking? In princi-
ple, the fact that a blockchain is in itself
unchangeable ensures protection from
direct hacking. However, if something is
connected to it, the information block-
chain holds is much more vulnerable.
For instance, if a company decides to tag
the goods it will transport for monitoring
purposes, say luxury items or highly valu-
able medical equipment, attackers might
hinder the technology’s immutability by
attacking the connected technology.

Target: costs

It is often said that the transport folk
is conservative, either because they
want to see other industries making
sound business cases before rushing to
the latest tech developments or, honest-
ly speaking, they fear what they don’t un-
derstand and stick to what has worked

Requested transactions are funneled
nito a P2P network and broadcast
to each Individual computer [or node),

~

00 00

for them in the past. Money needed to
make the investment leap is, of course,
a factor as well.

That’s maybe why one sees in the
news the big names trialling the use of
blockchain. For example, Maersk Line
is using IBM’s version of the blockchain
technology to track perishable goods
(according to the container shipping gi-
ant, administrative expenses account for
around one-fifth of the total costs, and
blockchain can help in axing them). An-
other example is Walmart, the biggest
brick-and-mortar retail corporation in the
US, which enthusiastically welcomed the
blockchain technology and is using it as
a tracking tool in order to ensure they
can prevent any new salmonella scan-
dals. Other breakthrough applications
of blockchain will involve autonomous
driving through ensuring safe vehicle-to-
vehicle communication.

A report by Morgan Stanley states that
blockchain technology can potentially be
used to manage up to $500b of freight
costs. While this figure may be merely
an educated guess since we still lack the
full picture of how and where blockchain
can be used, it at the same time gives
food for thought on how technology can
and eventually will re-shape the busi-
ness of moving people and things from

00

Individual nodes recieve
the request and validate the
transaction using an algorithm.
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Approved transactions
are represented as blocks
and added to a public ledger.

Source: G2 Crowd

one place to another. Interestingly,
blockchain can serve as an example
of technology that places people in
the forefront, puzzling as it might first
sound. Vitalik Buterin, Co-Founder
Ethereum and Bitcoin Magazine
said, “Whereas most technologies
tend to automate workers on the
periphery doing menial tasks, block-
chains automate away the center. In-
stead of putting the taxi driver out of
a job, blockchain puts Uber out of a
job and lets the taxi drivers work with
the customer directly.” [

nased in the Netherlands, Alterlaw is a
start-up specialized in maritime- and
transport-related legal issues, offering
services in the field of incident and risk
management, transport claims (cargo
as well as equipment damage), and
debt collection. People behind Alterlaw
have years of experience in dealing
with logistics affairs and can therefore
approach their clients, mainly Europe-
based short- and deep-sea carriers,
trucking companies, and freight
forwarders, with hands-on know-how.
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Well-informed shipping

by Stephen MacFarlane, C/0, V.Group

There’s a lot of talk these days about how digitalisation can lend the shipping industry a
helping hand in becoming more efficient in various ways — decreasing bunker consumption,
better organising of port calls, automating the paperwork, etc. Investing in the latest digital
technologies can also provide a tangible return on ship management services. But, while the
growth in maritime digitalisation is improving access to valuable data and the ability to analyse
it, it’s insightful fact-based decision-making which delivers the true end benefit. This goes for all
areas of vessel and fleet operations, including health, safety, and environment.

hipping is a cyclical industry,

driven by market conditions,

safe working practices, and in

recent years also the impact
it has on the environment (and vice
versa). For our clients as well as other
equity organisations, it’s the market
that ultimately dictates whether a
fleet generates money. To maximise
investment, vessels must be run ef-
fectively and efficiently under, ideally,
either an improving or declining mar-
ket. At the same time, achieving and
maintaining compliance with tighten-
ing safety and environmental regula-
tions must be factored in, too, an in-
credibly challenging task itself. Add
to the mixture the fact that the market
is also more competitive than it’s ever
been before, making it time-consum-
ing and complex to source and then
retain competent crew.

Embarking a partner on-board

In a dynamic and challenging
market, shipowners have a choice to
make. Do they try to face these chal-
lenges within their own operations or
do they seek partners to act on their
behalf, thereby allowing them to fo-
cus on the market itself? V.Group’s
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partnership approach enables the latter.
We take responsibility for operations, from
ensuring vessels are safe and efficient,
through managing regulatory compliance,
procurement, maintenance, recruiting
crew, and accounts and budgeting.

Some shipowners may believe that they
will lose control when on-boarding a part-
ner to help in management. While an expe-
rienced ship manager or marine services
company will always ensure that clients are
informed of all aspects of their work, a more
joined-up, real-time approach is needed to
ensure owners have full transparency and,
indeed, control. Thanks to the ongoing
wave of digitalisation which made it possi-
ble to create ShipSure 2.0, what we believe
to be a unique marine digital platform, we
have been able to do just that.

Developed in-house using V.Group’s
30+ years’ experience as a global ship man-
ager and marine services supplier, ShipSure
2.0 provides data-driven insight, informing
its client decision making processes in real-
time and helping to strengthen all aspects
of business and fleet performance, be they
operational, technical, or financial. Through
the provision of automated and/or manual
input data, ShipSure 2.0 offers a potent, se-
cure, and easy-to-use digital platform that
provides control and transparency — in the

office on desktops through a web portal but
also on iOS or Android mobile devices.

Managing risk - digitally

ShipSure 2.0’s holistic approach pro-
vides a clear view of practical sensor-
derived data from vessels, real-time in-
formation on V.Group’s activity for each
specific client, and a detailed financial
component. An important aspect of this is
a full health, safety, and environment ap-
plication suite, which provides all the data
needed to manage risk, while also ensur-
ing that lessons are learned and followed
up to evaluate and minimise foreseeable
risk to the vessel, the cargo, and the crew.

Specifically, the suite includes six
features. First, there’s the Vessel Inspec-
tions & Audit Management module that
tracks and reports on all inspections,
vetting, and port state controls (incl. visit
duration, findings, defects, and observa-
tions with tracking through to closure). It
ensures that all required inspections are
performed on-time, providing a record of
all in- and external inspections conducted
on-board and, equally important, the ac-
tions, follow-ups, and lesson learned from
the findings. Risk managers can also ana-
lyse inspection through types, such as
those with outstanding deficiencies only,
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specific inspectors, or companies. With
fully integrated links to the ShipSure 2.0
defect manager, planned maintenance
system, procurement modules, job based
dashboards, and reports, the software
can help identify patterns and trends.

Second is Risk Assessment and/or Job
Safety Analysis (the former can be used
as a standalone module or fully integrated
with the latter, which manages job specific
and simultaneous operation risk assess-
ments, incl. safety cards and operational
manuals). Designed around a graphical
risk matrix with a more intuitive user inter-
face, it ensures that all potential risks can
be considered, and it supports review and
toolbox processes. The workflow function-
ality manages approvals on-board and via
the office and permits to work, e.g. hot-
work, while a checklist (toolbox) feature
is linked with crewing and records the ac-
knowledgement of the Job Safety Analysis
by staff undertaking the job.

Next, Management of Change (MOC)
ensures that change is a planned and
managed process. It enables assessment
on the impact of change, therefore help-
ing to reduce the likelihood of unsuccess-
ful or unsafe change. The MOC module
provides ship and shore organisation with
a workflow application to manage this
process and provides auditability and ap-
provals, and it is fully integrated with the
ship’s safety management system.

Fourth is Hazardous Occurrence
(HazOcc) Management (which was not so
long ago redesigned around guidelines
derived from industry standards provided
by the Oil Companies International Marine
Forum, the Health and Safety Authority,
the United States Department of Labor’s
Occupational Safety and Health Admin-
istration, and the International Marine
Contractors Association). The HazOcc is
integrated into the vessels systems hierar-
chy for reporting with improved root cause
analysis functions and incorporates work-
flow management from ship-to-shore and
inter office. Significantly, it provides the
ability to report safe acts to support a pos-
itive safety culture. It also includes links to
the ship’s safety management system.

Fifth is Environmental Manager. This
module provides an accurate record of
waste discharged from the vessel at sea
and whilst in a port, which, in turn, can
monitor compliance and set targets for im-
provements in line with its environmental
policy. It also has the functionality to record
inadequate port facilities and advanced no-
tification to port facilities, in addition to the

ability to collate data from fuel consumption
and bunker type to provide analysis of CO,
emissions for the vessel at port and at sea.

Lastly, the Work & Rest feature en-
sures compliance with the requirements
on hours of work and rest as laid down
by the International Maritime Organization
and the International Shipping Federa-
tion. The system makes it easy to plan and
track seafarer work patterns, actual work-
ing and rest hours, with a daily and across
a period of time as required logbook. A
dashboard provides an overview of over-
time and non-compliance (the latter pro-
vides actions to quickly identify areas that
need extra focus).

Informed and in control

The ShipSure 2.0 modules are designed
for V.Group clients and fleet teams to stay
informed and in control, ultimately resulting
in improved performance under regulations.

Photos: V.Group

With the addition of the ShipSure 2.0
mobile interface, users can now enjoy
24/7 access to data, helping them to
make decisions that ensure compliance
and improved operational safety, even
when they are away from the office. m

% V.Group

the London-based V.Group is an
independent  provider of global
marine support services. With over 34
years' experience in managing vessels
in the shipping, cruise, energy, and
defence sectors, as well as having
access to an international network of
over 44k seafarers, covering all areas
of ship management and crewing, the
company is committed to delivering
safe and compliant operations. V.Group
is also an active member of the Maritime
Anti-Corruption Network. For more info
please visit  www.vgrouplimited.com
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IT and containers:
a fitting or pinching match?

by Lars Fischer, Managing Director, Softship Data Processing Ltd, Singapore

The shipping industry has traditionally been a slow adopter of new technologies. Thankfully, this does
appear to be changing. As a provider of software solutions for the shipping industry, at Softship we
have welcomed the positive trend toward digitalisation across every aspect of the industry — from
remote on-board monitoring systems through to big-data analytics for supply chain management.
However, in this rush to update and digitise, many shipping companies are adopting solutions or IT
technologies that simply do not suit their business needs. They are shoehorning digital applications into
the conduct of their operations for the sake of “going digital.” But if the shoe doesn’t fit, why wear it?

here once Softship would

find container lines reluc-

tant to adopt new IT tech-

nologies or systems, today
we mostly encounter liner shipping
companies that have adopted a
smorgasbord of technologies, sys-
tems, and applications applied
across their operations. The inten-
tion, of course, is good. These tools
have been developed to provide the
user with an easier way of working.
But the vast majority of these appli-
cations have not been designed with
shipping in mind. These “solutions”
do not deliver the efficiency gains
or cost savings that are possible by
switching to a unified, integrated,
and purposeful software system
that provides full control over the
administration of container shipping
operations.

Schedule automation: invoices,

bills of lading, cargo tracking, ETAs
One way of boosting reliabil-

ity is by introducing high levels of
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visibility and automation into a con-
tainer ship operation. Taking invoicing
as an example, a good company-wide
software solution will link relevant areas
together to ensure that all freight and
associated charges are considered at
the time the invoice is raised. This will
include the shipment and cargo types
as well as specific client agreements,
exchange rate values, and other factors.
Any subsequent change to the shipment
will be automatically checked against
the current invoice and, if required, a
supplementary payment document will
be triggered. This level of automation
and information consolidation has been
seen to improve accuracy by as much as
100% for some container liners.
Receiving a timely bill of lading is cru-
cial for the shipper, but it also represents
an administrative headache for the car-
rier. An intelligent software package will
collect information from the initial book-
ing engine and merge it with information
gleaned from the shipping instructions.
Most modern shippers will send their
instructions either by electronic data

interchange (EDI) or through a web por-
tal. As such, it is important that the car-
rier’s internal systems can automatically
extract the required data. Using built-in
logic, the carrier’s system will automati-
cally apply the relevant clauses based
on the type of shipment, commodity, or
port. This comprehensive level of auto-
mation is now reducing the time it takes
to raise an accurate bill of lading by up
to 80%, something which not only frees
up resources but also significantly en-
hances customer service.

Next, carriers of all sizes find it a
challenge to keep track of where their
boxes are located. The trick here is to
install a system whereby container fa-
cilities across the globe can rapidly and
accurately report container movements
to the operator. The aforementioned
EDI is central to this. But in the event
that EDI is not available, the carrier’s
internal processes must extract the rel-
evant movement information from the
available manifests. These systems
have been seen to reduce by half the
time taken to report available container



How to use software to boost the reliability of container ship schedules
and squeeze costs out of maintenance

stocks accurately. Moving forward, con-
tainer forecasting, combining bookings,
current container stocks, and trade pat-
terns are also being used to increase
container stock visibility and reposition-
ing plans.

But it is not just the administration
that is currently vexing shippers. On-
time performance is, of course, of equal
importance, and efficient scheduling is
the first step to creating a reliable ser-
vice. Modern software packages will
take relevant company data and marry
it with distance tables and other informa-
tion to create a long-term and workable
estimated time of arrival for the entire
fleet. Before a schedule is released, the
software will run and compare a series
of options to identify the optimum pro-
gramme. Once agreed, a robust and
realistic schedule, together with any
changes, can be quickly communicated
to all agents and outstations to ensure
all parties are working with the most up-
to-date information.

As each voyage progresses, intelli-
gent software should be able to accept
data directly from vessel reports as well
as arrival and departure messages. This
information will automatically update
each individual vessel’s schedule and
highlight any deviations from the plan
caused by bad weather, port congestion,
or any other factor. As soon as a prob-
lem is identified, and consequently a de-
lay, the same software can take existing
voyage schedules out of the operational
environment and allow the operational
team to simulate a range of measures to
rapidly determine which action will either
put the vessel back on track or minimise
the impact of the delay.

An early indication of a potential
problem gives the vessel operator suffi-
cient time to inform those likely to be im-
pacted by a schedule deviation and take
the action necessary to minimise the im-
pact. Reliability issues are hitting all ar-
eas of a container ship operation which,
in turn, are having a negative impact on
related supply chain activities. Although
freight rates are low and profit margins
are squeezed, a relatively small invest-
ment in internal systems and processes
can make significant improvements in
a number of areas where shippers say
they are most concerned. Modern soft-
ware packages are inexpensive but can
deliver the company-wide visibility re-
quired to implement some much-needed
improvement.

Software cost savings on hardware con-
tainer maintenance and repair cycles

To ensure box availability and the
associated required levels of customer
service, operators have to review their
equipment availability carefully and, in
many cases, increase the number of
containers they own or lease. This may
be quite expensive. Against the back-
drop of a squeeze in freight rates and
pressure on operators to maximise earn-
ings from every aspect of their business,
it is important that costs are kept to a
minimum without compromising cus-
tomer service.

In general, between 5% and 7% of
container stock is undergoing mainte-
nance or repair at any one time. To en-
sure that the boxes move through the re-
pair shop and are available as quickly as
possible, the entire repair cycle can be
managed with modern software applica-
tions. By connecting all relevant parties
to a central web-based platform, such
applications allow for seamless sharing
of information, which results in a speed-
ing up of the entire process.

Reports, surveys, repair estimates,
and invoicing are made transparent and
immediately available to all involved.
With full visibility, the operator can
closely monitor and control this complex
process and push forward the repair.
Experience shows that these control ap-
plications can axe in half the numbers
of containers tied up in the repair and
maintenance process. With a cost to
the operator of around $2.0 per box per
day incurred while a container is out of
service, this represents significant sav-
ings. It also allows more containers to be
available to customers, thus maximising
revenue for the vessel operator.

Similar savings can be made in re-
lated areas. Many carriers choose to
both own and lease containers and, with
large numbers of boxes in circulation, it
is easy to make invoicing mistakes; it is
estimated that operators are routinely
overcharged by up to 5%. However, by
implementing software to track each in-
dividual leased container and to match
lease invoices with actual tariffs, carri-
ers can automatically detect and resolve
any billing errors. Automation becomes
vital for such large quantities of data and
is even more important to handle the
added complexity of operators subleas-
ing to other lines.

Container handling charges must also
be controlled. The issue is one of scale

— large operators have many boxes
distributed across a number of ter-
minals and depots, with handling
costs varying by container type and
location. Keeping track of all these
movements and their associated
charges is a significant undertaking.
It is believed that up to 5% of incor-
rect billing is due to administrative
errors. This can be resolved by us-
ing software applications that track
container-handling  activity and
crosscheck the resultant charges
with previously agreed tariffs. Rec-
onciliations are made and errors
highlighted; facts can also be used
to settle any subsequent disputes.

If the shoe doesn't fit, find one
that does

Realising efficiency gains
through automation is essential for
any modern operator. Intelligent
software applications will not only
streamline core business processes
but will also eliminate duplication,
reduce errors, and save money on
what has now become avoidable
expenses, a point worth considering
by any container operator in today’s
market. After all, if there is a perfect
solution out there — one that really
fits — surely shipping companies
will feel the benefit? ]

he Hamburg-headqguartered Softship,

with offices also in Miami, Singapore,
and Manila, is a provider of software
solutions and related services to the
international liner shipping sector. The
company's portfolio includes LIMA,
a modular, installed locally or hosted
remotely software, specifically designed
for carriers, that delivers efficiencies
through simplifying business
processes, eliminating duplication, and
enhancing communication between
individual business disciplines and a
network of agents. Another solution, the
also modular and local/remote ALFA,
has been designed to suit the needs
of liner agents. It streamlines business
processes and eliminates inefficiencies
while enhancing communication and
data flow between company offices
and its principals and customers. For
more info please visit www.softship.com
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Interconnectivity:
the key to maritime digitalization

by Lars Jensen, CEO & Partner, Sealntelligence Consulting

Digitalization of the maritime industry has beentopping the “hot topics”
list for a few years now and the interest in who, what, and when will
digitallydisruptseabornetradehasbeenonlygainingtraction. Hundreds
— if not thousands — of both established companies and start-ups are
developing soft- and/or hardware solutions for the industry, while
many maritime companies are working on in-house developments, too.

Iars Jensen, a Ph.D. in complex
mathematical analysis in physics,
has 16 years of experience from

inside the container shipping
business, having worked, i.a., for
Maersk Line and Youship, dealing
with technological innovation and
modelling in the oil & gas industry,
too. Lars is CEO and Partner
of Sealntelligence Consulting,
Founder of Vespucci Maritime
Publishing, Co-Founder of
LinerGrid and LinerGame, New
York Shipping Exchange’s Board
Member, CEO and Founder of
Cyber Keel, as well as the author
of the book Culture Shock in
Maersk Line and the most recent
one, Liner Shipping 2025.
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his inevitably leads to the questions

raised during many shipping confer-

ences and in private chats: what will

be the winning technology?; who will
be the Uber of maritime freight?; or how
will blockchain disrupt shipping (because
it will, right?)?

To add to the general apprehension
about the future relationship between the
maritime business and technology, let
me just say, somewhat provocatively, that
these inquiries are, at the same time, inter-
esting and utterly irrelevant.

Scratch the surface a little more

Offhand, such questions are of
course interesting — the entire industry
is ripe for making a breakthrough with
the use of digital tools. The emergence
of hundreds of freight tech companies
and billions of dollars in venture capital
is clear proof of it.

But what are all those companies try-
ing to achieve beneath the surface? They
are all developing tools or solutions tar-
geting specific pain points within the mari-
time supply chain. That’s good because it
also means much of the development is
focused on actual real-world problems.

The really hard-nut-to-crack issue lies
elsewhere and is most often noticed when
the conversation moves on to discussing
the so-called end-to-end solutions. You
know, the “magical” digital end-to-end
solution which will automate the entire
shipping process (apart from the inevita-
ble exceptions). But here precisely lies the
key problem — what exactly does “end-to-
end” mean? As lawyers would put it — it
depends, specifically, on the perspective
of the individual stakeholder.

Shipping is an industry with a large ar-
ray of stakeholders involved — ship owners
and operators, shippers, consignees, port
authorities, terminal operators, customs
authorities, health inspectors, equipment
providers etc. They manage a specific
task or process, a lot of them related to
either a physical task, such as load- or
unloading a container, or an administra-
tive task, like customs clearance or health
inspection, which are mandatory by law
in most places. The end-to-end process
would appear very different to each of the
stakeholders.

By way of example, for a cargo owner,
this would be from the receipt to the deliv-
ery of the cargo, with each of these places



Why companies should look to connecting multiple individual digital tools
rather than search for an end-to-end solution

actually being different depending on the
International Commercial Terms in effect
for the shipment. For a container shipping
line, in turn, this would have to include the
round trip planning of not only the vessel
but also equipment (re)positioning.

Naturally, although they’re sometimes
very different from each other, stakehold-
ers have overlapping processes. For in-
stance, by having a customs clearance tool
that matches the needs of both the authori-
ties and the shipping line, cargo owners
and ports benefit as well (the latter requires
this process to feed their terminal operat-
ing system with data that’s of use for other
parties, but it doesn’t work in the opposite
direction, as customs has no use for such a
system). This is of course just a very simple
example to draw your attention to the big-
ger picture. Overall, we won'’t experience
the emergence of an all-embracing end-
to-end tool, simply because stakeholders
have fundamentally different needs.

This, by extension, implies that the
supply chain, so to speak, of new digi-
tal tools and services, will remain frag-
mented, as each solution will be tailored
to take care of only a part of the process.
In reality, though, this shouldn’t surprise
anyone. This is something we’re all famil-
iar with elsewhere. We all use a multitude
of different digital tools in our daily lives.
We do this partly because each tool is de-
signed to help us with a specific task —and

partly because this provides the flexibility
to exchange one tool for another if a par-
ticular need changes, without us having
to change everything we do fundamen-
tally. A simple look at the technological
development that’s been taking place for
the past couple of decades amply dem-
onstrates that nothing is future-proof, and
even the best thought-out solutions can
quickly become obsolete.

Interoperability: the key to unlocking
the power of flexibility

The real strength lies in not having a
single end-all solution, but, instead, us-
ing a combination of different tools for
different tasks. But, with the end-to-end
master tool Holy Grail out of the way, one
could nonetheless reasonably ask: given
a plethora of digital tools and the ease
with which companies can arrange their
own tech landscape, are we sure these
21st century ‘state-of-the-art’, as they’re
often called, solutions will talk and work
together in the end?

As such, in order to utilize this flexibil-
ity, one thing is more important than any-
thing else in the development of maritime
digital solutions, and that’s interoperabil-
ity. It’s the ability of different systems, built
by various vendors, to communicate auto-
matically and easily.

An interoperable system awards all
the benefits of flexibility. In contrast, one

without this capability will only lead
to a significant amount of resources
being spent on manually making it
do so - as no process in the sup-
ply chain is truly stand-alone, and
therefore information exchange is
absolutely pivotal.  Furthermore,
even though such workarounds can
be devised, slowing down the flow of
information, particularly automated
one, can quickly cause problems,
because when another system, for
example with a client, has been sud-
denly upgraded, then the custom-
built communication protocol is also
likely to fail. Hence, when choosing to
implement new digital tools into the
maritime supply chain, functionality
is of course key, but interoperability
has to be seen as equally important.

What's more, at a layer that’s
deeper even than interoperability,
we find standardization of data. With-
out this, interoperability is hard to
achieve. It is urgently needed in the
container shipping industry to see a
set of standards for data not only be
decided upon and emerge but actu-
ally being adopted as well. As long as
this is lacking, it will act as a brake on
digitalizing the industry. Now, that’s
an interesting puzzle to solve (and
who knows, the solution might as
well include blockchain)! [
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Communication is everything

by UIf Siwe, Communications Officer, Swedish Maritime Administration,
and Cilli Sobiech, Senior Researcher & Project Manager, RISE Research Institutes of Sweden

Maritime systems lack integration. Better communication and data sharing could break that barrier,
which would greatly contribute to the effectiveness of how ships interface both with each other as
well as ports, not to mention all the hinterland actors whose businesses depend to a considerable
degree on when a vessel actually calls to a berth. The solution lies in providing the numerous supply
chain shareholders with a common maritime digital infrastructure, a platform on which everybody
speaks the same language and has the same situation overview.

uch a solution would enable

the parties, including system
suppliers, service providers,

and authorities to achieve inter-
operability by making it possible to
easily exchange ships voyage plans,
timestamps (e.g., estimated times of
arrival to ports), navigational warn-
ings, and any other standardized in-
formation that might come in handy.
Surprising as it may sound at
first, this digital platform would give
the maritime shareholders an iden-
tity. Just ask yourself a question in
this context: would human-to-human
communication on a global scale be
even possible without unique tele-
phone numbers or e-mail addresses?

Putting the backbone

Over the last ten years, several
EU-backed projects have been de-
veloping a global common maritime
digital infrastructure, EfficienSea2,
STM Validation, ACCSEAS, and
MONALISA to name a few. They've
based their works around the Mari-
time Connectivity Platform (MCP)
and its two critical components.

First, common identities are han-
dled by the Maritime Identity Registry,
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think of it as an equivalent of a central per-
son or business registry, which provides
tokens for human interaction and certifi-
cates for machine-to-machine exchange.
The Maritime Service Registry is the sec-
ond key ingredient. It’s like a sophisticated
yellow pages phone book that includes
all services and gives guidance on how
to specify and register services as well as
supports the discovery of services.

What'’s of no less importance, the MCP
is an open source, vendor-neutral technol-
ogy with which common Internet stand-
ards can make their way into the maritime
navigation and transportation systems.
In a nutshell, MCP functions as the back-
bone on which infrastructure for efficient,
secure, reliable, and seamless electronic
information exchange, using available
communication systems, can rest.

In February 2019, the Maritime Con-
nectivity Platform Consortium (MCC) was
established by maritime administrations
and research institutes from all over the
world, among them OFFIS (Germany),
KRISO (South Korea), RISE (Sweden),
and the General Lighthouse Authorities
of UK and Ireland (at the same time, the
Danish Maritime Authority, the Swed-
ish Maritime Administration, and South
Korea’s Ministry of Ocean and Fisheries

have joined the MCC as Governmental
Observers). The MCC is going to be a
governing body, acting as the coordina-
tor for the provision of guidelines and
standards for MCP.

Automation + standardization =
interoperability

In order to benefit from the infrastruc-
ture, we need automated processes and
communication. To make automation
work, however, we also need new stand-
ards both when data formats are con-
cerned themselves as well as for data
exchange.

Data standards for, first, voyage plans
and, second, port timestamps, have been
developed as part of the Sea Traffic Man-
agement (STM) concept. The former is a
global standard since 2015, while inter-
national committees are putting the lat-
ter to the test. What's more, by looking
into other existing and developing data
standards, the people behind the STM
can bring to the table interoperability as
well as heightened security. One of the
features is a standardized way for servic-
es (i.e. machines) to connect to the MCP,
making sure that the connection is secure,
and establishing the encrypted commu-
nication channel to the other end of the
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service (i.e., another machine), through
the SeaSWIM network.

STM also offers standardized appli-
cation programming interfaces (APIs),
meaning all actors who will exchange data
using any of the STM-supported stand-
ards, will do it in the exact same manner,
instead of building their own individual so-
lutions which might encapsulate the data
differently, hence compromise interopera-
bility. This is of paramount importance, as
it's the APIs that are the final piece of the
puzzle to make the information exchange
truly interoperable. The feasibility of this
approach has been confirmed within the
framework of the EU co-financed STM
Validation Project. STM-APIs have proven
to work on Electronic Chart Display and
Information (ECDIS) and Vessel Traffic
(VTS) systems and within the scope of ac-
tual operational services used by authori-
ties and commercial actors.

Benefits in practice

To this date, STM Validation Project suc-
ceeded in creating a data-mining network of
250+ merchant vessels employed in regu-
lar traffic as well as six VTS centres, nine
ports, and 13 simulation centres across the
whole of Europe. They all rely on a com-
mon maritime digital infrastructure, backed
by many of the dominating system suppli-
ers for VTS and on-board systems, such as
Wartsila and Transas, Furuno, Kongsberg
Norcontrol, Airbus, SAAB, and Adveto.

As a result of the efforts, the STM
Validation Project reports, VTS opera-
tors’ ability to predict challenging traffic
situations has increased because ships

can share their voyage plans with the
VTS centre via a common maritime digi-
tal infrastructure. Next, among seafarers,
73% of them feel safer when they use en-
hanced monitoring services from shore,
based on the digitalised sharing of their
voyage plans. A large majority of port ac-
tors such as agents, port control, and ter-
minal operators also sees a potential for
better decision-making with digitalised
and standardized information sharing.
That said, during the works a few ques-
tion marks have been uncovered, too,
identifying new study fields. For instance,
is there a risk of over-reliance on the digi-
talised information?; could operators on-
board and onshore be exposed to informa-
tion overload?; when will system suppliers
have matured their user interfaces, so they
support the use of multiple digitalised ser-
vices in a smart way?; will international reg-
ulations need to be updated as STM con-
tinues to redefine the playing rules?; and
in what way seafarer training will change?

Evolution never stops

Basing on these findings, a number of
other digital-heavy implementation pro-
jects are working towards bringing more
operational solutions to the market. The
Baltic Sea region is leading the way, in-
cluding the EfficientFlow, RealTimeFer-
ries, and BaltSafe initiatives.

In regards to the first, the ports of
Rauma and Gavle will implement STM so-
lutions for improving the synchronization
between ships arrivals and port opera-
tions as well as improving the ports’ inter-
nal efficiency. Ferry and other traffic in the

archipelagos between Finland and
Sweden will use STM services to op-
timize the traffic flow near the many
narrow passages.

The second project will see major
ferry lines sharing with hinterland ac-
tors real-time estimated arrival and
departure times. This will help logis-
tics companies improve their planning
and has the potential to make passen-
gers more satisfied with their journey.

Last but not least, BaltSafe tar-
gets further increase the safety of
tankers in the Baltic Sea, providing
the carriers and crossing traffic with
a common situational picture, with
the possibility of advising on speed
adjustment or course changes to
avoid risky situations.

Apart from these, there are other
projects across Europe and around
the world that are picking up the
STM and MCP standardization ball
and running with it. In Singapore, for
instance, the traffic control function
will use the ships’ real-time voyage
plans for planning, whereas the Port
of Rotterdam is already compatible
with the STM data formats.

Standards, agreements, and
common digital assets are now in
place to support interoperability
between independent commercial
and public IT systems. But evolution
never stops: emerging standards
and technologies have to be con-
stantly evaluated and considered
for implementation in order for the
STM solutions to stay relevant. m
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Leading by example

by Victor Shieh, Communications Partner, the World Ports Sustainability Program

Looking ahead into what the future holds for ports is, in many respects, a challenging task,
given the rapid pace of evolution in our society. A complex mixture of geopolitical changes,
commercial strategies, digitization, and automation, along with the push for a dramatic reduction
in greenhouse gas (GHG) emissions and a swift energy transition will shape the future of the
sector. To help ports prepare for that future, the International Association of Ports and Harbors
(IAPH) established its World Ports Sustainability Program (WPSP) almost exactly one year ago,
an initiative that has already borne fruit all around the globe.

he WPSP aims to demonstrate
global leadership of ports in
contributing to the 17 Sustaina-
ble Development Goals (SDGs)
of the United Nations. Specifically,
it aims to empower port community
actors worldwide to engage with
business, government, and societal
stakeholders in creating sustainable
added value to the local communities
and broader regions, including the
environment and other earthlings, in
which their ports are embedded.

Since its inception, the WPSP
has registered over 70 sustainability-
related projects undertaken or im-
plemented by IAPH member ports.
These projects are frequently associ-
ated with more than one of the SDGs,
and as such, they go well beyond mit-
igating the impact of climate change
or providing for social projects in lo-
cal communities. In fact, the WPSP
covers the entire spectrum of port-
related sustainability activities.

At the IAPH Guangzhou World
Ports Conference, taking place this
year between 6 and 10 May, the IAPH
World Ports Sustainability Awards
ceremony will recognise the best
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registered projects from the WPSP. The
initiatives have been shortlisted into the
five main activity categories by a jury
panel comprising of senior figures from
the industry, including the World Maritime
University, the United Nations Conference
on Trade and Development (UNCTAD),
Institute of Chartered Shipbrokers, and
the University of Antwerp Management
School. In this article, we’re highlighting
numerous examples of WPSP projects
that have been nominated for the Awards.
These clearly demonstrate how ports are
putting the UN SDGs into practice.

Resilient infrastructure

The port industry is currently under-
going a transformation. Through the
adoption of disruptive technologies and
innovations, the way cargo and passen-
ger traffic is handled by ports and their
operators has already considerably
changed. But there’s more to come. Dig-
itisation will provide the impulse towards
more resilient infrastructure in ports;
it will bring efficiency improvements in
terms of just-in-time vessel arrival and de-
parture planning, time at berth, port ca-
pacity, loading & discharge productivity,
and hinterland mobility and connectivity.

Innovative and cost-efficient use of
digital applications to handle major in-
frastructural and service challenges in
ports include the implementation of Port
Single Window (PSW) systems. These
smoothen the handling of both cargo and
passengers by efficiently connecting up
stakeholders such as port authorities,
operators, customs, port agents, ship-
ping lines, forwarders, and shippers. The
Port of Abu Dhabi’'s PSW MAMAR, which
currently connects five ports and 54 pri-
vate jetties, is integrated with 20 shipping
lines and covers 100+ shore-to-hinter-
land services. MAMAR is also integrated
with three other PSWs and 11 ports in
China, Belgium, and Spain.

A second example is the Port Links
online portal developed by the Port of
Barcelona, which allows exporters, im-
porters, traders, and forwarders to cal-
culate the optimum route for their cargo
from the point of origin to the final desti-
nation, including all the Europe-wide in-
termodal options to and from the Catalan
port. Simple data entry produces a map
result with a graphic representation of the
best route, and aggregate results for dis-
tance, CO, equivalent, emissions, vari-
able costs, and transit times.



How the port industry can contribute
to reaching the United Nations Sustainable Development Goals

Scan the QR codes to find out more details on the port projects in respective categories of the 2019 edition of the IAPH World Ports Sustainability Awards

Resilient

Port of Abu Dhabi:
infrastructure MAMAR

Port of Antwerp

Community
outreach and
port-city dialogue

Governance
and ethics

The 5G Mobile Network Architecture
(MoNArch) research project, carried out
across the Port of Hamburg, is another
fine example of how digital innovation
can upgrade heavy-duty operations. With
a transmitter located on top of the Hein-
rich-Hertz Television Tower, the project
covers 8,000 hectares of port area test-
ing ground. This network, which operates
at extremely high speeds of 10 gigabits
per second, will enable multiple new
applications to improve vessel and traf-
fic circulation, real-time environmental
measurements, as well as other applica-
tions using virtual and augmented reality,
thereby creating a safer and intercon-
nected port environment.

In general, with such sci-fi technolo-
gies becoming more and more a fact of
life we may reach the point where auto-
mation and real-time data handling be-
tween port players converge. Using big
data via smart devices located throughout
the port, the application of Artificial Intel-
ligence (Al) and predictive forecasting will
ultimately provide a new type of infrastruc-
ture where the line between software and
hardware will become blurred.

Port of Barcelona:

Port of Hamburg:
Port Links MoN

Arch

Safety and
security

Gladstone Ports
Corporation

Kenya Ports
Authority

Climate and energy

The International Maritime Organiza-
tion’s 2050 target for GHG reductions
heralds the start of a structured ap-
proach towards capping harmful emis-
sions that will ensure a very necessary
adjustment to shipping’s status as the
world’s 6™ largest emitter (were it to be
a country; read more in Baltic Transport
Journal 6/18’s The rub of the green.
Zero-emission shipping by 2035). With
UNCTAD'’s Review of Maritime Transport
predicting compound annual growth of
3.2% for seaborne trade between now
and 2022, the port industry must act.

There are many interesting exam-
ples of energy transition in IAPH mem-
ber ports, many of which are striving to-
wards carbon-neutrality in the long term
to achieve global climate goals. Ports are
more frequently using renewable energy
sources like wind, solar, and tidal power.
They are also setting up possibilities for
vessels to be bunkered using alternatives
to heavy fuel oil such as liquefied natural
gas (LNG), methanol, or hydrogen.

As an early adopter, the Ports of
Stockholm authority has taken significant

Climate and
energy

Ports of Stockholm

strides toward its ambition to reduce
its own total emissions by 50% be-
tween 2005 and 2025. It has done
so by offering port fee reductions
to ships with reduced nitrogen ox-
ides emissions and above-standard
GHG footprints, such as LNG-pow-
ered vessels, along with offering
eco-friendly onshore power supply
at several quays, changing truck fuel
composition, installing LED lighting,
as well as energy monitoring of ves-
sels and buildings.

Meanwhile, the Port of Antwerp
has successfully tested the proto-
type model of a three-bladed verti-
cal axe water-turbine mounted in the
existing infrastructure of a lock on its
left bank which produced far more
wattage using tidal waters than antic-
ipated. The Belgian port is continu-
ing to explore this avenue by using a
further four turbines within the vicin-
ity of its other main locks, employing
for the task 3D design, virtual reality,
and computed fluid dynamics.

There are a growing number of
initiatives in the field of the circular
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economy, whereby port authorities
work together with their industrial
clusters to generate their own ener-
gy and give new economic purpose
to waste products. One example is
wastewater being used to cool in-
dustrial installations, which can be
deployed for urban heating purpos-
es. Another example in this arena in-
cludes the construction of a plant in
the Port of Amsterdam which trans-
forms plastic to diesel. The goal is to
process 35,000t of plastic — result-
ing in a reduction of approx. 57,270t
of CO, emissions - as the fuel pro-
duced emits 80% less carbon diox-
ide compared to regular diesel.

Safety and security

Regulatory measures, standards,
and industry procedures exist to en-
sure that safety and security of ship
and cargo operations aren’t com-
promised within ports. However, the
environment in which enforcement
of these applicable laws and regu-
lations are applied have completely
changed. The threat of global terror-
ism, cyber security breaches, piracy,
illegal smuggling of humans and il-
licit materials have required ports to
rethink their health, safety, security,
environment, and quality strategies.

Ports have addressed these chal-
lenges with an ever-increased focus
put on implementing various ISO
and other health and safety-related
norms. Technology is being used to
innovate in the field of control and
inspection, as well as to monitor ac-
tivities in and around ports, such as
the Port of Antwerp’s Port Informa-
tion Network (PIN) project. This has
brought together companies located
and working within the port area of
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130 km? to jointly report on any suspicious
activities. To make it more practicable, the
system works with geographical clusters,
so that companies can share and receive
in real-time selected messages about rel-
evant events in their immediate vicinity.

In a similar move to simplify informa-
tion sharing, the German JadeWeserPort
together with Niedersachsen Ports, the
latter having 15 ports under its authority,
introduced an online emergency notifica-
tion system called RapidReach in 2016.
It allows operators to react quickly in an
emergency situation without using expen-
sive hardware or special devices. Users
can alert everyone using a cell phone or
a simple PC with a web browser and In-
ternet access. The system was installed
throughout Lower Saxony, significantly
reducing alert response times from hours
to minutes.

The Port of Abu Dhabi has also taken
the safe, secure, and sustainable values to
heart. The port has implemented a smart
health, safety, and environment policy that
encompasses not only key performance
indicator measurements but also inter-
nal initiatives such as an annual award
scheme for employees, departments and
partner suppliers, with certificates and
prizes.

Community outreach and port-city
dialogue

Port community actors can develop
synergies to solve collective issues in- and
outside the port area, including the elimi-
nation of hinterland bottlenecks, the im-
provement of port-city integration, as well
as dealing with environmental and con-
servation issues, and transport-caused
externalities like reducing pollution or pro-
viding greater mobility.

Civitas Portis is testing innovative and
sustainable urban mobility solutions in

several European port cities as well as
one Chinese port. The participants serve
as living labs and implement integrated
mobility measures, such as introducing
low-emission waterborne passenger ser-
vices, building safe bike lane networks,
and migrating public transport services
from carbon fuels to electric power.

The Noise Exploration Program To
Understand Noise Emitted by Seagoing
Ships (NEPTUNES) is a two-year research
project that has been undertaken by sev-
eral ports around the world to establish
benchmark measurements, propose a la-
belling standard, and to ultimately reward
ship owners that take steps to mitigate
noise emitted by their ships when enter-
ing, berthing at, or leaving the ports.

On the West Coast of the US two ports
that usually compete with each other, Los
Angeles and Long Beach, have teamed
up to create and implement the San Pedro
Bay Ports Clean Air Action Plan (CAAP).
Since its adoption in 2006, diesel par-
ticulate emissions from mobile sources in
and around both ports have decreased by
87%. The CAAP 2017 update involved over
70 local community stakeholder meet-
ings and resulted in 14 strategic goals,
assigning concrete projects to decrease
port-equipment emissions to zero or in-
vestigate whether energy for port usage
can be drawn from more environmentally-
friendly sources.

Constructive dialogue with local com-
munities and other stakeholders is a vital
success ingredient in bringing ports clos-
er to their neighbourhoods, be they urban,
local, or rural. Several case studies in
port cities around the world have demon-
strated that such dialogue, combined with
appropriate investments in infrastructure,
can make a genuinely positive impact,
whether they are destined for public use
or regeneration of natural habitats.



The Abu Dhabi port's three-year-
long plan to invest over $100m into four
ports along the Al-Dhafrah coastline has
generated opportunities for the local
businesses, including fishing, whilst the
construction of a cruise beach destina-
tion alongside the wildlife reserve at Sir
Bani Yas Island has resulted in this part of
the Emirates becoming a highly popular
tourist destination. Several environmen-
tal studies were carried beforehand out,
which showed that the water quality in the
surrounding lagoons, home to mangroves
and several species of migratory birds,
would benefit from the beach as well.

The South Korean Port of Busan has
embarked on an ambitious decade and a
half-long unused waterfront space reno-
vation project. It has started as a citizen-
led advisory committee initiative, where
the valueforbusan.com website has been
used to brainstorm the best ways of using
the space for the community. To this date,
the project has resulted in the creation of
a 7,400 m2-big swimming pool complex, a
campsite that spans over 8,900 m?, and
a free outdoor foot spa which provides
low price access and free events to low-
income families and has generated local
employment for the youth and the elderly.

The Port of Kobe in Japan has five
man-made islands, all of which have
been the focus of various environmental
and sustainable economic development
projects to improve water and air quality,
increase biodiversity, and lower noise
reduction. Environmental initiatives in-
clude the creation of an artificial lagoon
on the airport island and a beach for
public use. Programmes encouraging
the growth of algae and marine organ-
isms in the bay have been initiated, too,
establishing green zones in the urban
zone on the Rokko island and growing
tree populations along the seawalls. In

addition, a 15m m? of capacity offshore
reclamation disposal site has been cre-
ated for dredging soil, industrial, and
general waste. The port itself has intro-
duced onshore power for visiting ships,
converted rubber tyre gantry cranes so
that they could use hybrid power and is
currently installing LNG bunkering facili-
ties, with additional plans for a hydrogen
plant for future ships.

Governance and ethics

Principles of good corporate govern-
ance are increasingly being introduced
by various port authorities. IAPH intends
to take a leading role as to how ports in-
tegrate the 17 UN SDGs into their busi-
ness principles. A recent UNCTAD-hosted
workshop of IAPH member ports in Ge-
neva has already established a reference
baseline for a roadmap. The ultimate aim
is to provide guidance through appropri-
ate tools and methodologies and to boost
the integration of SDGs in port govern-
ance and strategies.

For an example of applying business
ethics in practice, the Gladstone Ports
Corporation has worked closely with lo-
cal first nation communities in establish-
ing an Indigenous Land Use Agreement
covering the activities across the ports of
Gladstone, Bundaberg, and Rockhamp-
ton. This agreement on the use of land
for port development generates benefits
with supporting applications made by the
local community to, i.a., fund education
and training, and to support overall com-
munity welfare.

In Africa, the Kenya Ports Authority
has allocated a percentage of its bottom
line to its Tunashusika Corporate Social
Investment Program, which aims to fund
and support school infrastructure in the
many surrounding coastal communi-
ties from which its present and future

employees will come. The fund also
works with local counties in the con-
struction of healthcare facilities and
hosting on-site medical camps.

A fine example of integrated gov-
ernance can be found in Vancouver.
The Vancouver Fraser Port Author-
ity has engaged in a dialogue with
other stakeholders to identify the
long-term future vision of the port.
It is now actively weaving in sustain-
ability into the port’s business pro-
cesses. Proper measurement tools
are being developed to make sure
the initial ambitions can be truly real-
ized. For instance, the port not only
publishes comprehensive annual
sustainability reports but has also
set up a publicly available online
dashboard that covers all aspects
of the supply chain, including live
monitoring data of the environment
in and around the port.

The World Ports Sustainability
Program warmly welcomes initiatives
from ports all around the world to add
their own sustainability projects to
the initiative. Anybody can do so by
presenting their project on the WPSP
website www.sustainableworldports.

org/submit-your-project. |
L]
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R IAPH
ounded in 1955, the International

Association of Ports and Harbors
(IAPH) is a non-profit-making global
alliance of 170 ports and 140 port-related
organizations covering 90 countries. lts
member ports handle more than 60%
of global maritime trade and around
80% of world container traffic. IAPH has
consultative NGO status with several
United Nations agencies. For more
about the organisation, please visit
www.iaphworldports.org
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in 2018, IAPH established the World
Ports Sustainability Program (WPSP)
Guided by the 17 UN Sustainable
Development Goals, it aims to unite
sustainability efforts of ports worldwide,
encouraging international cooperation
between all partners involved in the
maritime supply chain. WPSP covers
five main areas of collaboration: energy
transition, resilient infrastructure, safety
and security, community outreach,
and governance. For more info, please
check www.sustainableworldports.org
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The rub of the green

by Przemystaw Myszka

The conversation around whether more vigorous steps are needed to be taken to axe the sea
shipping’s carbon footprint often start with the 3% figure — the industry’s contribution to human-
caused climate change. Now, this isn’t a preposterous number, right? One of the sort at which
eco-conscious people would cry with outrage instantly. Or is it? Taking a step back and looking at
the bigger picture, Germany is responsible for about the same amount of greenhouse gas (GHG)
emissions. Can you imagine the commotion stirred if somebody would have proposed to exclude
the world’s fourth biggest economy from a worldwide deal to curb the increasingly suffocating
levels of pollution — in addition, it seems, for no good reason at all?

ut that’s exactly what happened

just a couple of years ago when

the global community found it-

self in the throes of a painful yet
ultimately successful delivery of the
Paris Agreement. However, sea ship-
ping was left outside the deal.

Nevertheless, maybe this omis-
sion was a good thing in the end. The
issue whether sea shipping is actual-
ly the most environmentally-friendly
mode of transport has been gradu-
ally appearing in the general public’s
field of vision. Not so long ago, BBC
Radio broadcasted on the topic,
stacking against each other the nu-
merous green technologies that are
making their business case into the
mainstream maritime industry (incl.
air lubrication, rotor sails, and heat
recovery) and what’s the norm to-
day, namely sailing on the toxic re-
mains of what’s left after cleaner and
more valuable products have been
squeezed out from crude oil.

Earlier, investigative reports were
published, detailing how the Interna-
tional Maritime Organization (IMO) —
taken captive by the irresistible charm
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of corporates whose interests deeply pen-
etrated the agenda of this United Nations
institution — is somewhat reluctant to con-
vince its stakeholders that it’s high time to
take the responsibility for its share in induc-
ing climate change. Under pressure, intrigu-
ingly, the IMO is now waving the green flag,
setting GHG reduction targets and pushing
forward the reduction of sulphur content in
bunker from 3.5% to 0.5% globally. Green
shipping is the new black across the Or-
ganization’s corridors, so it appears. Does
this sudden change of heart, irrespective of
whether it’s whole- or half-hearted, heralds
the end of dirty shipping? Or is setting re-
duction targets a smoke screen targeted at
jamming the green terrorists’ cacophony,
reality-detached hippies who don’t know
beans about shipping?

Putting aside these political divaga-
tions, let one question take the centre of
the stage instead. Do we have the means
to make sea shipping emission-free in the
foreseeable future?

The starting point

The International Transport Forum
(ITF) at the Organisation for Economic Co-
operation and Development scrutinised

thoroughly this exact issue in its case-spe-
cific policy analysis Decarbonising Mari-
time Transport. Pathways to zero-carbon
shipping by 2035. What’s interesting, the
paper omits the issue of how much it’d cost
the industry to make the transition — an oth-
erwise more than arelevanttopic to discuss
and which surely has been the top concern
of merchants since the first freighter set
sail. Instead, the analysis concentrates
entirely on different types of measures, as
well as on various possible configurations
between them, which, if implemented in a
timely order, would lead sea shipping to
rightly reclaim its title of the world’s most
environmentally-friendly mode of transport
in just under two decades of time.

Using the ITF International Freight
Model (which estimates freight flows of 19
commodities in all transport modes, using
actual routes and real distances, convert-
ing trade in value into freight volumes in
tonnes-kilometres, t-km), the paper’s au-
thors started off with calculating what will
be the baseline level of emissions from in-
ternational sea shipping in 2035 (choosing
this year wasn’t an arbitral pick; according
to the ITF, “An alignment of international
shipping to a 1.5°C scenario [the desirable
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increase in Earth’s temperature by 2100
as laid down in the Paris Agreement]
would require decarbonisation of the sec-
tor between 2035 and 2050”). If shipping
affairs were to continue to be handled as
they are today — which includes the 0.5%
sulphur cap and the tightening demands
for newbuilds as specified in the future
tiers of the Energy Efficiency Design Index
(EEDI), but nothing more — then shipping
will emit 23% more GHG in 2035 than it
did in 2015, up from 850mt to 1,090mt.
In this business as usual scenario, emis-
sions will be driven upwards by grow-
ing trade, estimated to double by 2035.

However, Decarbonising  Maritime
Transport reads, two trends have the poten-
tial to limit this increase in shipping emis-
sions quite substantially. First, a decrease
in trade in fossil fuels. Second, regionali-
sation of trade. The former will be a direct
result of the Paris Agreement. Signatories,
in order to fulfil their Nationally Determined
Contributions, will have to move away from
fossil fuels, most notably in power genera-
tion. This will, consequently, result in buy-
ers importing less and sellers sending out
fewer shipments, e.g. of coal (in 2015, a
2.9% year-on-year decrease in worldwide
coal production led to a 4.3% yoy decline,

more or less 50mt, in seaborne coal trade).
According to the ITF, by 2035 oil and coal
trade will lose around 33% and 50% of vol-
ume, respectively.

The latter trend, in turn, will see more
trading taking place regionally, first and
foremost between the economies of Asia
and Africa (intra-regional trade, measured
in t-km, will grow in these areas by a factor
of 4.5 and 6.0, respectively). A few tenden-
cies will increase the likelihood of trade re-
gionalisation becoming a fact of life, such
as the rise in protectionism (if X doesn’t
want to trade with us, Y will find market out-
lets or source materials from elsewhere,
preferably a place closer to it, hence slash
some of the transportation costs of logis-
tics on the side). In addition to this, the law
of diminishing returns will continue to cut
into the benefits provided by global sup-
ply chains, i.a., as labour costs will flatten
out internationally. Next, game-changing
technologies and new consumption mod-
els, like 3D printing and the circular econ-
omy, will topple traditional manufacturing
and commerce down (read more in BTJ
3-4/17’'s New consumerism. Emerging ethi-
cal economy as a response to modern day
problems). “As 3D printing is becoming af-
fordable, faster and better compatible with

Fig. 2. Combined impact of rise in intraregional and reduction in fossil fuel trade
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a variety of materials including metal
and ceramics, an increased use of
this technology could potentially re-
duce trade in certain raw materials
in manufacturing. [...] PwC predicts
that within the next 5 years, about
85% of companies in manufacturing
will incorporate 3D printing into their
business. [...] A PwC study from 2015
projected that about 37% of ocean
container shipments could be threat-
ened by 3D printing,” ITF writes in this
regard. If Europe’s economy turns the
circular mode on, this alone will bring
down the continent’s consumption
of raw materials by as much as 32%
and 53% by 2030 and 2050, per Mc-
Kinsey’s estimates. Last but not least,
there’s the already mentioned 0.5%
sulphur cap, which, according to vari-
ous predictions, will cause a spike in
the cost of container shipping any-
where between 20% and 85% due to
higher prices of compliant bunker. In
this regard, the ITF brought forward a
study example in which it was shown
that if ship fuel becomes 10% more
expensive, it will cause the domestic
iron ore production in China to rise
as well, by approx. 14-18%, thus de-
creasing the need to (ship) source it
from abroad.

Combined, these two trends will
bring back shipping emissions in
2035 to the 2015 level of 850mt, a
figure they used later in their study,
assessing the mitigating power of
individual measures and potential
mixes of them. Authors of the De-
carbonising Maritime Transport also
mentioned other events that could
change the shipping industry, in-
cluding year-round ice-opening of
the Northern Sea Route or a more
pronounced modal shift from sea to
rail thanks to the New Silk Road be-
coming more and more attractive in
the eyes of shippers. But, they con-
cluded, these can have a marginal
GHG cutting effect at most, e.g., 90kt
of CO, in the case of intercontinental
rail transports, i.e., 0.009% of today’s
shipping emission.

Action please!

“[...] shipping GHG emissions
might fall by 2035 due to less trans-
port of fossil fuels and more region-
alisation of trade, but this will only re-
sult in a moderate decrease,” the ITF
states in its analysis. As such, three
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Tab. 1. Main technological measures’

Potential fuel savings

Light materials 0-10%

Slender design 10-15%
Propulsion improvement devices 1-25%
Bulbous bow 2-7%

Air lubrication and hull coating 2-9%
Heat recovery 0-4%

" Emission reduction potentials are assessed individually. Ranges roughly indicate possible fuel savings depending
onvarying conditions such as vessel size, segment, operational profile, route, etc., hence limiting the possibilities
for comparison. Numbers cannot be cumulated without considering potential interactions between the measures

Tab. 2. Main operational measures’

CO, emission reduction potential

Speed 0-60%

Ship size 0-30%
Ship-port interface 1%

Onshore power supply 0-3%

" Emission reduction potentials concern the entire ship fleet. Numbers cannot be cumulated without considering

potential interactions between the measures

types of measures will be of para-
mount importance in decarbonising
the shipping industry: of technologi-
cal as well as operational nature and
those focused on providing clean
fuels/sources of energy (Tabs. 1-4).
Technological means are directly
linked to the EEDI, which in the view
of the ITF is not demanding enough
(even though the Index’s require-
ments are incrementally tightened
every five years by lowering of CO,
emissions, gram per tonne-mile, by
as much as 10%, 20%, and 30% in
2015-2020, 2020-2025, and 2025-
2030). Already today certain ships
perform better than the most chal-
lenging phase of the EEDI will re-
quire in six-to-eleven years’ time.
Moreover, it won’t be until 2040 that
all ships are covered by the Index,
following a gradual tonnage renewal.
A somewhat stronger incentive
than solely relying on the EEDI will
be therefore required to encourage
investors to opt for more energy effi-
cient vessels. What do all ship opera-
tors like? Lower bunker bills, undeni-
ably. But while reducing the weight of
a ship by using lighter materials, de-
creasing hull-water friction thanks to
air lubrication, better coating and/or
installing a bulbous bow, along with
producing energy on-board through
heat recovery all promise to save a
tonne of fuel in the tank here and
there, the potential to fully take ad-
vantage of these measures is limited.
Slender hulls, for instance, can be
used only with newbuilds. The lighter
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high-tensile steel is also more expensive
to buy, whereas ship welders aren’t used
to working with it — and no shipping line
will risk a bad welding faced with making
a multimillion order. Bulbous bows can
actually increase friction and the ship’s
wetted surface. As for heat recovery, the
more energy efficient the ship is, the less
energy can be captured.

That said, though, a number of com-
panies have already included these meas-
ures in their fuel shaving strategies. For
instance, the Grimaldi Group, the world’s
biggest ro-ro line, and Finnlines, its north-
ern Europe shipping arm, are gradually
upgrading their fleets, both by investing in
new eco-designs and by replacing older
solutions with those more optimal. This
approach may deliver slight, at first glance
unimpressive performance gains only. But
at the end of the day, these percentages
add up and save the Group a lot of money
which can be reinvested in even better
ships in a few years’ time. Grimaldi and
Finnlines have a proven track record of
doing exactly that.

Operational measures — such as regu-
lating the speed at which ships sail, de-
ploying bigger vessels, optimising port
calls and smoothening terminal handlings,
and plugging into onshore power supply
(OPS) — are more promising, according
to the ITF authors. “A rule of thumb used
in the literature states that engine power
output of a ship is a third power function
of speed. This means that a speed reduc-
tion of 10% translates into engine power
reduction of 27%. As it takes longer to sail
a given distance at a lower speed, a 10%
speed reduction results in a reduction of

the energy required for a voyage by 19%,”
Decarbonising Maritime Transport cites a
paper from 2012. The environmental bene-
fits of slow steaming are therefore evident,
not only in theory. It was thanks to this
measure that sea shipping decreased its
carbon footprint in the period that followed
the financial crisis of 2008. Still, this eco-
bonus was nothing more than a side ef-
fect of ocean carriers scrambling in a cold
sweat to patch the widening gap between
decreasing trade and growing tonnage
capacity — though one can sometimes
get the feeling that it’s vocalised to give
an impression that the industry was con-
cerned with the environment when putting
a break on how fast ships plough through
the waves. Now, however eco-beneficial,
the shipping industry is allergic to the no-
tion that somebody would regulate at how
many knots their vessels should operate.
A solution that sits in-between is when a
company orders a newbuild equipped
from the start with the machinery that de-
livers the best possible speed-fuel ratio.
Again, that would require enough time for
the global fleet to renew its tonnage.

Next, making ships bigger, bigger, and
bigger. The rationale behind this measure
is simple — larger vessels emit less CO,/t-
km (granted, naturally, that their capacity is
utilised to a similar or even greater extent).
Generally speaking, an increase by 100%
in ship capacity results in a 66% growth in
required power. This has, however, its limi-
tations, as the law of diminishing returns
sets in. For instance, emissions per t-km
go down by 33% when a shipowner ex-
changes a 26k dwt-big dry bulker for a 46k
dwt one but only by 17% when upgrading
from a 46k dwt to a 72k dwt. Also, “While
deploying large ships tend to reduce en-
ergy consumption in the shipping leg, the
total impact on overall door-to-door logis-
tics performance may be negative unless
such a move is complemented by smaller
ships that can assist in the onward distribu-
tion of cargoes. [...] Net energy efficiency
may be superior for a small ship with ac-
cess to more ports and cargo types, be-
ing able to fill its cargo hold to capacity,”
ITF authors underlined. Despite sustaining
heavy losses over the past couple of years,
a lot of shipping lines, especially container
carriers, are more than trigger-happy to put
more eggs into the bigger ships basket.
But it seems that this has nothing to do with
the environment, not even with balancing
supply and demand in trade for that matter,
but rather with ousting the competition by
offering lower freight rates.



In what way ships interface with ports
is a big issue, too (pun intended). We pub-
lished numerous articles on this subject
— from the Lifting the game series (BTJs
5/15, 1/16, and 3/16), reads on the Sea
Traffic Management and EfficientFlow EU
co-funded projects (1/16 and 1/18), or the
award-winning piece Dumb, dark, and dis-
connected (5/17) — all of them concerned
with the gross inefficiencies created by
port calls, from big container ships eating
up all the quay wall despite the fact that
smaller ships would be served swifter,
to vessels and ports not talking to each
other in real-time. All of this is symbolised
in the “hurry up and wait” attitude of ship
operators, who, despite these cost-cutting
times, can apparently swallow the hours
their vessels spend on anchorage, with
the extra fuel needed to run the auxiliary
engines. For their part, terminal operators
have to invest in new berths to accommo-
date this chaotic movement of ever larger
ships. The ITF believes that order can be
introduced by improving data exchange
among all parties involved - ports, ter-
minals, shipping lines, and port service
providers, like pilotage and towing. Apart
from the benefits brought about by arriv-
ing on-time, the quicker a ship is served in
a port, the less it pollutes the neighbour-
hood with health-damaging compounds,
including nitrogen and sulphur oxides
(NO,, SO,), and particulate matter (PM).

Having mentioned seaports, in which
ca. 5% of ship emissions is generated,
the ITF advocates in favour of providing
cold ironing as an additional GHG lower-
ing tool. This way auxiliary engines can be
turned off while the ship takes the energy
from the electricity provided from the grid.
That is, as long as the power generation
mix is green itself. One study example,
but not from the Decarbonising Maritime

Transport analysis, took a ferry that plies
between northern Sweden and Poland’s
northwest. When plugged to a Swedish
grid (an option that’s actually available
in reality), the ship enjoyed a 50% reduc-
tion in its at berth emissions; on the flip
side, drawing on electricity on the other
side, generated through burning coal, in-
creased the ferry’s footprint by half. One
way of solving this puzzle would be to de-
ploy an OPS running on liquefied natural
gas (LNG), just as HHLA Container Ter-
minal Burchardkai has done in the Port
of Hamburg. The grid can cause trouble
in another way — by having insufficient
capacity to cater to the needs of bigger
ships, like cruisers which are in essence
floating hotels coupled with amusement
parks (read: they consume a tonne load
of electricity), or several units berthing si-
multaneously. For those who nonetheless
want to invest in a fixed OPS, it currently
costs $5-10m to set up such a facility, plus
ships have to be adapted to use it. Port
authorities can encourage shipping lines
to green their fleets this way by charging
lower port fees. National agendas can
give a helping hand in this regard, namely
by tax-exempting OPS, which, however, is
rare and can be found today in Denmark,
Germany, and Sweden only. That said, it’s
likely that cold ironing will be exempted
from taxation in the EU in the near future, a
move pushed by the Transport Committee
of the European Parliament. Last but not
least in this thread, OPS can serve a dif-
ferent purpose, i.e., as charging stations
for electric ships, which, in turn, leads us
to the last set of measures in the ITF’s tool-
box: harnessing the power of alternative
fuels and sources of energy.

Apart from slow steaming, it looks like
running a ship on a non-fossil fuel has the
biggest potential in emission reduction

Tab. 4. Main measures related to alternative fuels and energy’

CO, emission reduction potential

Advanced biofuels 25-100%
Liquefied natural gas 0-20%
Hydrogen 0-100%
Ammonia 0-100%
Fuel cells 2-20%
Electricity 0-100%
Wind 1-32%
Solar 0-12%
Nuclear 0-100%

" Emission reduction potentials are assessed individually. Ranges roughly indicate possible fuel savings depending on
varying conditions such as vessel size, segment, operational profile, route, etc., hence limiting the possibilities for com-
parison. Numbers cannot be cumulated without considering potential interactions between the measures. Considering

upstream emissions of synthetic fuels and electricity, an almost 100% emission reduction can occur only if produced by

renewable energy sources

Tab. 3. Emission factors of

different fuel types

(tonne CO,/tonne fuel)’
Diesel/gas ol 3.206
Light fuel oil 3.151
Heavy fuel ol 3114
Liquefied natural gas  2.750
Methanol 1.375
Biodiesel 0.5222
Hydrogen 0.02
Ammonia 0.0?

" CO, emissions = fuel consumption x emission
2 E;[%Oz/mega/ou/e (source: Decarbonising
Maritime Transport. Pathways to zero-carbon
shipping by 2035)
Source: Draft Delegated Act on Monitoring Methods
(Tab. 4), in certain cases eliminating
GHG emissions entirely (if we exclude
upstream emissions). Nevertheless,
all proposed alternatives have their
contras. For instance, while advanced
biofuels (those that aren’t made from
edible products) are across the board
compatible with current ship engines,
pipelines, storage tanks, and bunker-
ing infrastructure, and can be blend-
ed with other fuels, some types have
a shorter “shelf life” due to oxidation
and, according to Decarbonising
Maritime Transport, only up to 15%
of demand could be satisfied without
the need to deforest new areas or cut
into the food supply. Additionally, the
2nd (biomass) and 3 (waste, algae)
generations of biofuels are still under
development. This, however, does
not put oil majors off introducing bio-
fuels to their portfolios, e.g. ExxonMo-
bil plans to offer a bio-bunker in 2025
while Statoil is experimenting with
seaweed. The Amsterdam-based
GoodFuels is already today encour-
aging the industry to swap traditional
bunkers for biofuels (read more in
the article One atmosphere. Enabling
shippers to mitigate their carbon foot-
print with innovative bunker solutions
on pgs. 74-75).

LNG, although still a niche solu-
tion, has been penetrating the bun-
kering supply chain for a few years
now. More and more vessels are
gas-run, both when it comes to num-
bers and types (over 120 in opera-
tion, excl. gas carriers, plus the same
number on order). In the Baltic, for
example, LNG is used to propel ro-
paxes (incl. local passenger-car and
cruise ferries), container ships (both
retrofit and newbuild), tankers (oil/
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Fig. 3. Annual lithium-ion battery price developments 2010-2030
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chemical, LPG), dry bulkers, car car-
riers, as well as an icebreaker and a
patrol vessel. LNG is great for elimi-
nating pollutants like NO,, SO,, and
PM, but its GHG reducing merits are
being questioned. On paper, burn-
ing LNG can result in emitting 5-30%
less CO, as compared with the en-
ergy equivalent amount of heavy fuel
oil (HFO). In practice, it depends on
the engine’s efficiency, i.e., whether
methane, which is a far more GHG
potent compound than CO,, slips
during the burning process. Accord-
ing to what the authors have to say
in the Decarbonising Maritime Trans-
port, if the slip is greater than 5.8 g/
kWh, then any gains are offset (gas
engines with a slip lower than 1.0 g/
kWh are considered as efficient). To
make things worse, methane also
sneaks out during upstream opera-
tions - in fuel production, process-
ing, transmission, and bunkering.
The idea to use hydrogen as fuel,
and ship bunker specifically, has
been gaining traction lately. Its envi-
ronmental performance depends on
how it’s used. If it comes as a fuel cell
or in pellets, it has zero CO, emis-
sions (again, provided that renewa-
bles are used in the production pro-
cess). It can also be used jointly with
traditional fuels, lowering fuel con-
sumption. For instance, according
to the German start-up FUELSAVE,
its FS MARINE+ hydrogen synthgas
generator, which injects a gas and
liquid water/methanol mixture into an
engine’s combustion chamber, deliv-
ers fuel savings of more than 11%.
Decarbonising Maritime Transport, in
turn, says that a 50/50 combination
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of hydrogen and HFO can result in CO,
emissions going down by 43% per t-km.
There are companies out there innovating
to bring hydrogen to the market in a handy
form — in containers, naturally — such as
the Oxford-based Silicon Fuel which ex-
periments with solid state hydrogen (read
more in BTJ 6/17’s Power of the future?
Hydrogen as ship fuel — zero emissions, no
carbon footprint, competitive price). The
reason behind this idea is to free oneself
at the root from the seemingly inherent dif-
ficulties the use of hydrogen creates — un-
sustainable amounts of energy required to
produce fuel cells which despite the effort
have then low energy density, hence chal-
lenging storage requirements (big tanks
that take up space and need to maintain
the temperature of -252.9°C). In addi-
tion, in order to make hydrogen truly eco-
friendly, its production, relying on electric-
ity, needs to be coupled with renewables
as the energy source. If this requirement
is met with the use of hydropower, then,
according to the authors of Decarbonising
Maritime Transport, the entire life cycle of
hydrogen is 10 times’ lower than of HFO’s.
On the other hand, there are currently no
regulations on the use of hydrogen as ship
fuel nor is there bunkering infrastructure.
Some of these shortcomings of hydro-
gen can be overcome if ammonia is used
as a hydrogen carrier in fuel cells (ammo-
nia alone has been used as fuel, although
only in buses, delivering some CO,, SO,
and NO, reduction benefits). Ammonia al-
lows for more hydrogen storage per cubic
metre and without the need for ultra-low
cryogenic storage (only -33.4°C). The
compound can also be combined with
HFO, lowering life-cycle CO, emissions by
27%/t-km or by 34.5%/t-kmiifitis produced
using wind power. Another advantage of

ammonia is that its production, transpor-
tation, and port handling are already com-
mercialised, though exclusively for the
needs of the fertiliser industry.

The available fuel cell production tech-
nologies aren’t perfect, and the final prod-
uct they’re able to deliver is both expensive
and can only cover a portion of a ship’s
overall energy demand. For instance, the
Proton Exchange Membrane Fuel Cell tech-
nology is sensitive to hydrogen impuirities,
while the Solid Oxide Fuel Cell requires a
high operating temperature (800-1,000°C).
That said, steamers sailing on Hamburg'’s
Alster Lake are using the latter in a hybrid
combination along with batteries and heat
recovery, while Royal Caribbean will test
fuel cells on-board its newbuild to be con-
structed at the Meyer Turku shipyard (the
Canadian Burnaby-based Ballard Power
Systems has already delivered the fuel cell
power supply, while the Swiss-Swedish
ABB will integrate the fuel cell module into
the electrical system; the fuel cell’s 100 kW
will initially take up the cruiser’s hotel load
during port calls). Also, a new part on fuel
cell power installations has been proposed
to be added to the International Code of
Safety for Ship Using Gases or Other Low-
flashpoint Fuels.

Purely electric or hybrid propulsion is
another avenue that has been pursued for
several years now. According to Decar-
bonising Maritime Transport, if powered
by renewables, an e-ferry can be almost
carbon-free. A small ferry plying in the
Norwegian fjords emits 95% less CO, than
it would if bunkered with a fossil fuel; ad-
ditionally, the ship’s OPEX is 80% lower
because of the electricity costs in Nor-
way and the fact that the machinery of an
electric ferry has significantly less parts
(electric motors can also be cheaper than
conventional engines). Battery capacity,
not so much as the pack’s cost (Fig. 3), is
most probably the biggest issue with tran-
sitioning towards e-ships. Until recently,
ships serving domestic routes were the
only ones to go fully electric. Seagoing
ships, on the other hand, use electric-
ity either as an auxiliary source of power,
meaning that they can reduce the power
output of their diesel engines, or e-sail
over a limited distance only before their
combustion engines take over again. De-
carbonising Maritime Transport estimates
that the hybrid technology can deliver 10-
40% savings on fuel and has a very fast
payback time of just one year. That’s ex-
actly the idea behind Scandlines’ ro-pax-
es Berlin and Copenhagen as well as the



Tab. 5. Potential decarbonisation pathways, their components, and resulting decrease in shipping’s carbon footprint by 2035

Carbon factor

Shipping CO

heasures  measures  feductiondueto  EERNERAD  emissions in 2033 (vs.
Maximum intervention Maximum Maximum 80% 10% 44mt (-95%)
Zero-carbon technology Moderate Maximum 80% 10% 56mt (-93%)
Ultra-slow operation Maximum Maximum 50% - 156mt (-82%)
Low-carbon technology Moderate Maximum 75% - 123mt (-86%)

currently under construction Color Hybrid
of Color Line. Two other ferries that used
to sail in Scandlines’ livery, Tycho Brahe
and Aurora (now part of ForSea’s fleet,
know previously as HH Ferries), were not
so long ago converted from hybrid to all-
electric operations. Another breakthrough
was made in 2017, when Guangzhou Ship-
yard International delivered a 70.5 m-long
e-freighter that can cover 80 km after two
hours of charging.

Using wind and/or solar power is an-
other way to hybridise a ship. While the
former technology comes in different siz-
es and shapes - soft/rigid/wing/hull sails,
wind turbines, towing kites, and rotors
— only the last two have reached market
maturity (back in 2011, Stena Line’s Stena
Jutlandica was the first in the world to in-
stall wind turbines on-board a ferry; two 4
kW vertical wind turbines were put on the
bow deck, but the concept did not catch
on). Towing kites have been attached to
two multipurpose ships and to a bulker,
whereas rotors, which take advantage of
the so-called Magnus effect, have been
mounted on a ro-ro ship, a tanker, and
a cruise ferry. According to Viking Line,
Norsepower’s rotor makes it possible to
save up to 300t of bunker/year, thus de-
crease Viking Grace’s carbon footprint
by 900t. “Given the different operating
speeds, hull, machinery, weather condi-
tions, seasons and routes taken, there is a
significant amount of heterogeneity in the
fuel savings and thus some degree of un-
certainty to the amount of CO, reductions
achieved by wind propulsion technologies.
The abatement potential of wind technolo-
gies on ships is estimated to be around
10-60% [...] and 1-50% of reduction in
CO, according to a meta-study of existing
estimates,” Decarbonising Maritime Trans-
port reads. The level of eco-benefits solar
energy for auxiliary power on-board a ship
can deliver also varies greatly. Depending
on meteorological conditions, fuel con-
sumption can be cut by 0.1-3%, resulting
in lower CO, emissions of 0.2-12%. At the
moment, there’s only one example of a
full-scale project that incorporates solar
energy into a ship’s power system. The in

service since 2012 Nichioh Maru car carri-
er (commissioned by Nissan, built by Shin
Kurushima Dockyard, and operated by
Nitto Kaiun) has 281 solar panels installed
on its upper deck, which, on an annual
average, save the operator some 1.4kt of
diesel and the environment around 4.2kt
of CO,. Because the technology is expen-
sive (the panels are coupled with batter-
ies), implementation is complicated, and
the whole system takes up cargo carrying
space, today Nichioh Maru can serve only
as a case study, confirming that the tech-
nology indeed works but isn’t the most vi-
able in the market. Summing up the wind
and solar thread, ITF authors cite Lloyd’s
Register, according to which technologies
that promise a 10% reduction in fuel con-
sumption become commercially sound if
bunker prices are higher than $1.0k/t.
Methanol is another solution that has
been up-to-date tested on-board a single
vessel only, namely Stena Line’s ro-pax
Stena Germanica (there are cars running
on methanol in China, but the fuel is pro-
duced with the use of coal, hence the so-
lution, although cheap and readily availa-
ble, has ultimately a negative GHG effect).
Compared to HFO, methanol has lower
emissions of CO,, SO,, NO,, and PM by
25%, 99%, 60%, and 95%, respectively.
It's currently produced from natural gas
but can also be sourced from CO, cap-
ture, industrial and municipal waste, and
from biomass - in other words, alike in the
case of ammonia, there’s experience in
handling it. Methanol can be used as bun-
ker following minor modifications made
to the ship engines and bunkering infra-
structure; a small portion (5%) of conven-
tional fuel is still needed for ignition. Some
€22m were needed to methanol-retrofit
Stena Germanica, but the company says
that the cost per vessel can be cut down
to one-third of the sum if one decides to
convert several ships at once (Stena Line
has produced a tool kit for ship conversion
in order to support replication). Methanol
that the shipping line is currently receiv-
ing is produced with the use of gas, hence
the whole solution delivers limited CO, re-
duction benefits only. As such, Stena Line

plans to develop in the near future
production based on biomass.

And finally, nuclear propulsion —
rather a curiosity than something that
will hit the big blue in the foreseeable
future. It was in the 1960s and 1970s
when nuclear power was making
great promises — of both making a
great leap forward and crippling the
whole planet in a manner of minutes.
It resulted in four nuclear-powered
merchant ships: the US Savannah,
the German Otto Hahn, the Japanese
Mutsu, and the Soviet Sevmorput, of
which only the last one made it to
our days and actually acted as a real
freighter, not as a showcase. Com-
pelling as it might sound at first — no
CO,, SO,, NO,, PM emissions what-
soever and no need to “re-bunker”
for years — using a chain reaction to
propel a ship raises a number of op-
erational as well as safety and secu-
rity issues. Among many, there’s the
question of what to do with the spent,
toxic fuel; where and how to decom-
mission the ship’s plant; overhauling
international regulations to include
nuclear as ship fuel (not to mention
to issues of insurance or damage
compensation); ensuring that these
vessels aren’t hijacked; investing in
ship design and training the crew;
convincing ports and terminals to
handle such ships; and so on and
so forth. While single parties blaze
the trail in the use of niche bunker
alternatives, virtually no company
or state experiments with making
nuclear propulsion a viable option
for the shipping industry. After the
Chernobyl and Fukushima disasters,
nobody wants to take those odds.

Breaking a path

Having investigated all the above
mentioned measures and their GHG
mitigation potentials, authors of
Decarbonising Maritime Transport
mixed up the different levels of their
uptake into four scenarios, the so-
called decarbonisation pathways
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(Tab. 5). As technical measures are
the easiest ones to implement, each
scenario assumes that all future ship
designs will exploit what technology
has to offer in terms of hydrodynam-
ic, engine, and block coefficient im-
provements, along with using wind
for assistance. Operational meas-
ures focus chiefly on slow steaming,
with a small CO, reduction thanks
to better berth planning and ships
getting bigger; a moderate reduc-
tion in ship speed stands for 6% and
9% for container ships, and bulkers
and tankers, respectively, whereas
a maximum for 26%, 30%, and 65%
for box carriers, tankers, and bulk-
ers, accordingly. All scenarios fore-
see that conventional ship fuels will
be replaced by alternative sources of
energy, to a greater of lesser extent.
The 80% scenario is a mix compris-
ing 70% hydrogen and ammonia,
22% biofuels, 5% LNG/LBG, and
only 3% oil-based bunkers. Next is-
sue, namely whether electric ships
will gain at least partial popularity.
The two pathways that take this into
account nevertheless assume that
only 10% of vessels will sail on elec-
tricity by 2035, mainly serving short-
distance routes. Here, the uptake will
start from 1% in 2025, the date when
OPS is to become available in all EU
TEN-T Core Ports (currently only a
handful out of 104 offer cold ironing).

Getting and staying motivated

Numbers, calculations, game
changing technologies, alternative
sources of energy, scenarios, falls in
GHG emissions, etc., all of this is fine
as a brain pep pill, a thing that works
on paper without a glitch. What about
turning ITF’s pathways into reality?
After all, even the least optimistic
scenario promises to curb shipping’s
carbon footprint by 82%.

Market forces are somewhat con-
tradictory. Some shipowners and op-
erators are making a business case
out of green shipping by lowering
their bunker consumption or hoping
to reap the first mover benefits of au-
tomating or electrifying their fleets.
Others, at the same time, couldn’t
care less. Estimates to what degree
external forces can push the mari-
time industry to make its operations
more eco-friendly are a bit fuzzy. It's
true that cargo owners and shippers
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Fig. 5. The zero-carbon technology pathway
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Fig. 6. The ultra-slow operation pathway
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Fig. 7. The low-carbon technology pathway
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are increasingly asking for green options,
as they set their own GHG reduction tar-
gets, but as Rolf Niese points out in his
article Worlds apart? on pgs. 24-27, col-
laboration between shippers and ocean

carriers is far from perfect, and striking
a win-win partnership between the two
that would go on for years appears to
be a challenge with a lot of moving parts
that need to fit properly. Nonetheless,



shippers’ demands are strengthened by
the fact that insurers and investors are be-
coming more risk averse to carbon strand-
ed assets, i.e. resources the extraction of
which is no longer profitable (read more
in BTJ 3/16’s Can we afford it? Road to a
low-carbon future). Decarbonising Mari-
time Transport also mentions a number of
benchmarking initiatives, e.g. the Gothen-
burg-born Clean Shipping Index, that give
shippers the data on the eco-performance
of a given ship so they can make an in-
formed choice.

Having mentioned the Swedish city,
a number of port authorities around the
world are taking action to confront the
industry’s negative impact on climate
change. They have a clear interest in do-
ing so, as extreme weather events and
rising sea levels are directly harming their
business (read more in BTJ 6/17’s Adapt
or else. How ports can mitigate climate
change risks). Ports are in this regard ap-
proaching shipping with either a carrot
or a stick. Gothenburg, for instance, has
been supporting better ship energy effi-
ciency since 2015. In mid-2018, the port
authority decided to carry on with grant-
ing a discount for vessels that report good
environmental performance. As such, a
10% discount on port tariffs will be grant-
ed to ships that achieve a certain level of
environmental-friendliness in accordance
with the benchmarks Environmental Ship-
ping Index and Clean Shipping Index. The
20% discount, in turn, will be given to ves-
sels running on LNG. The World Ports Cli-
mate Initiative as well as the World Ports
Sustainability Program have been kicked
off to facilitate best practices ports can
engage in to add their fair share of effort
in tackling the issues that are troubling the
global community. Others aren’t so polite.
Vancouver wants to scrap its coal termi-
nals and consequently coal carrier traffic.
Venice is torn apart between the cruise
business that contributes to the local
economy through tourism but which also
envelops the city with pollution.

This shouldn’t mean that now one has
the right to give shipping a hard time. A
ship built today will sail the high seas for
at least two decades, so fleet renewal will
require time. Moreover, put yourself in a
shipowner’s position — will you rush into
hydrogen, ammonia, or any other alterna-
tive bunker for which there’s at present no
supply chain, at least one that’s specifi-
cally designed to suit the industry’s need?
“The lack of reliable information on per-
formance in actual operating conditions

then leads to a typical chicken-and-egg
problem in which no firm is ready to adopt
a technology - or no financier ready to fi-
nance a zero-carbon ship — because there
is a lack of clear proof of its efficiency and
commercial viability,” ITF authors under-
line in their analysis.

That segues us to the question of
whether there is any possibility of pressur-
ing or encouraging shipowners to invest
in green tonnage. Decarbonising Maritime
Transport speaks of carbon pricing and
specifically two possible schemes of im-
plementing it. Since HFO isn’'t taxed, the
shipping industry isn’t held accountable
for the negative externalities it creates,
hence the idea to put a levy on ship bunker
— the dirtier the fuel, the higher the tax. Ac-
cording to Lloyd’s Register and University
Maritime Advisory Services, a shift to bio-
fuel- or hydrogen-ammonia-based zero-
carbon shipping would become attractive
if carbon prices were in the order of $250/t
and $500/t, respectively. Money generated
through taxation could fuel a research and
development programme aimed at facilitat-
ing the green transition. Alternatively, ship-
ping could be covered by an emissions
trading scheme (ETS). Here each and
every company would be granted a budg-
et, exceeding which would require buying
additional emission rights from better per-
forming shipping lines. Yet, “Discussions
within the IMO on market-based mecha-
nisms [...] during the late 1990s resulted
in political stalemate, due to fundamental
differences over desired design, perceived
economic impacts and potential use of
revenues of the mechanism. In those dis-
cussions, both carbon taxes, emission
trading schemes and hybrid forms were
proposed, to no avail.” A lot has changed
since then, so maybe re-opening serious
talks about carbon pricing at the IMO level
would encounter more favourable winds
now than it did in the past. That said, the
EU has postponed the potential inclusion
of shipping into its ETS, leaving the IMO to
sort things out, at least till 2023 for which
another revision of the EU ETS is planned.
Not waiting for others, China experimented
in 2013-2015 with the Shanghai ETS, one of
seven pilots carried out ahead of creating
a countrywide system, that also included
emissions caused (directly and indirectly)
by ports and shipping. According to the
Chinese authorities, the system achieved
full compliance each and every year.

These actions can also be supported
by other incentives, such as “straightfor-
ward” subsidies (that, however, do not

breach state aid rules), tax breaks,
exempting e-ships and OPS from
electricity taxes, or adding decar-
bonisation as one of the conditions
in public procurement of shipping
services or if a company applies for
money from a country’s development
bank or a sovereign wealth fund, etc.
There are examples that such tools
really work. For instance, decreasing
GHG emissions was one of the crite-
ria for awarding the contract to serve
ferry traffic between the Swedish
mainland and the island of Gotland.
Destination Gotland won the bid by
promising that it will invest in LNG-
run newbuilds, recently handed over
to the owner by a Chinese shipyard.
Norway’s Government Pension Fund
Global has announced that it will
continue to finance the shipping sec-
tor, but under the condition that de-
carbonisation measures have to be
implemented. “Full decarbonisation
can only be realised by transitioning
towards zero-carbon ships; this tran-
sition can take some time but policy
measures could help to advance this.
Despite the global character of the
shipping industry and the need for
global regulation, there is also room
for national initiatives to stimulate
zero-carbon shipping,” Decarbonis-
ing Maritime Transport wraps up the
discussion.

The gap

Analysts from the ITF also write,
“[...] getting close to zero carbon
emissions by 2035 is possible [...]
even if it would require radical chang-
es quickly. There is still a huge gap
between what is technically pos-
sible and business as usual, and
public policies [...] can play a role in
bridging that gap. Although there is
evidence of potentialities, there are
also uncertainties regarding the up-
scaling of alternative fuels, the pro-
duction capabilities needed for this,
shipyard capacity and retrofit docks
and trade impacts for countries.”

Maybe now it’s up to the shipping
industry to think all of this over and
draw conclusions from the Decarbon-
ising Maritime Transport. Pathways to
zero-carbon shipping by 2035 analy-
sis, asking themselves whether it's
worthwhile going off the beaten track
— for the sake of their businesses or
the environment or both. ]
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One atmosphere

by Anniek Sluis, Growth Accelerator, GoodShipping Program

Many are rightly preoccupied with the upheaval the lowering of the global fuel sulphur content
cap, from 3.5% to 0.5%, will bring on 1 January 2020. This sweeping regulation is set to
cause a spike in crude and fuel prices, even provoking US President Trump’s intervention to
slow its implementation, further confusing shipowners that are seeking to identify the best
option to meet compliance in an already capital-starved market. As such, shipping is facing
unprecedented challenges in terms of its fuel supply chain. A perfect storm is forming on the
horizon and those inclined towards innovation are planning to take advantage of it.

he sulphur cap put aside, a far

greater challenge awaits the

industry, as it seeks to meet

requirements to reduce car-
bon emissions from the 2008’s level
of over 1.0bt by 40% by 2030 and
50% by 2050. While the former is a
target, the latter is a firm legislative
requirement.

Increasingly on the minds of in-
dustry leaders looking beyond 2020,
therefore, is the question how ship-
ping will go about reducing its car-
bon footprint. It has become a com-
mercial issue in its own right as well
as a matter of social responsibility. In
some ways shipping has come late to
express in a clear and industry-wide
manner how it will tackle its negative
impact on the climate. Shipping rep-
resents almost 3% of all man-made
CO, emissions - the same as Germa-
ny —and yet, until recently, the sector
fell outside of any decarbonisation
efforts mandated by the Paris Agree-
ment. Indeed, apart from obligations
at the European level resulting from
the Monitoring, Reporting and Veri-
fication (MRV) legislation — which
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obliges all ships above GT 5,000 to report
their yearly data on CO, emissions, and
operational or design non-binding index-
es like Energy Efficiency Operational Indi-
cator and Energy Efficiency Design Index
— shipping has been broadly exempt from
any efforts to decarbonise.

Things changed this April, when the
International Maritime Organization (IMO)
reached an agreement on an “initial strat-
egy” for the reduction of shipping’s CO,
emissions outlined at the very beginning
of this section. Moreover, the agreement
called for emissions reductions to begin
as soon as possible — a clear call for ac-
tion across the industry board. Whilst this
agreement does not give a timetable for
rolling out restrictions on carbon output
— due to be incorporated in a further revi-
sion in 2023 - it does, however, provide
a platform for the industry’s future action
on decarbonisation.

A new era

Clearly, these legislative changes
are beginning to create the commercial
setting for decarbonising the industry.
As for today, however, there isn’t a raft
of easily-accessible measures that are

at shipping’s disposal to reduce its car-
bon footprint. In the short-term, energy
efficiency technologies — such as wind
power used for auxiliary propulsion or air
bubbles that reduce friction under a ship’s
hull, matched with slow steaming for ad-
ditional lowering of bunker consumption
— will provide “quick wins” of, perhaps,
20% or 30% less pollution. However, for
an industry that will not have the same
access to renewables as the land-based
transport and power generation sectors
will, only genuine innovation around new
low carbon fuels will enable shipping to
meet the targets set by the IMO.
According to the latest market intel-
ligence suggesting that liquefied natural
gas (LNG) does not, on a source-to-
combustion analysis, reduce CO,, it is
marine biofuels that are now recognised
as the only impactful solution that is
market-ready. In 2017, research found
that biofuels, of any of shipping’s poten-
tial alternative bunker solutions, remain
the fuel with the most emissions abate-
ment potential. Sustainable marine bio-
fuels have the potential to reduce CO, by
up to 90%, at the same time consider-
ably reducing local pollutants, including



sulphur, nitrogen oxide, and particulate
matter. Indeed, the classification society
DNV GL, in the past a vocal advocate of
using LNG as ships’ fuel, has thrown its
weight behind biofuels, saying that, “if
we are to significantly reduce emissions
from shipping as an industry without us-
ing nuclear fuel, the only real option we
have today is sustainable biofuels.”
Despite this, fuels on their own will
not be a convincing solution. For a mar-
ket that requires accelerated adaptation,
a change in mindset is needed, too. Inno-
vative fuel solutions require similar out-of-
the-box models that fully take advantage
of them. In an era when new solutions hit
the market, market leaders across this
supply chain — be them shipping lines,
cargo owners, shippers, charterers, but
also us, the customers — are more and
more aware that decarbonisation can be
approached more proactively.

All vessels emit into one atmosphere

Take shippers and cargo owners, for
instance. In many ways, the shipping in-
dustry can be seen as something akinto a
national power network, i.e., at some point
almost all businesses make use of it. How-
ever, unlike the sustainable choices that
conscientious consumers and businesses
can make about how they receive power,
e.g., by choosing a green or renewable
supplier, they have historically had no
agency over the type of energy used to
transport their freight around the world.

This poses a great challenge for de-
carbonisation. For sustainably-minded
cargo owners the only way they could
reduce their seaborne transportation-
related climate impact was to select an
energy-efficient carrier, which was and
still is a very limited option. Otherwise,
they could offset their carbon footprint
somewhere else in their supply chains —
outside of the shipping industry.

In 2017, the GoodShipping Program
was formed to meet these challenges.
The initiative provides ocean cargo own-
ers and shippers with a quick, traceable,
transparent, and convenient way to re-
duce their carbon footprint. This is done
through improving the shipping industry
itself by, e.g., purchasing and driving the
uptake of marine biofuels that directly
change the marine fuel mix, not thanks to
some alternative mitigation scheme.

By understanding the collective
concept that all vessels exhaust into
one atmosphere, the GoodShipping
Program works on the principle that
it does not matter for the purposes of
carbon reduction which container ves-
sel takes on biofuel instead of fossil fu-
els. By partnering with leading marine
biofuels company GoodFuels Marine,
the Program allows shippers and cargo
owners to offset their emissions regard-
less of transport volume, location, trade
routes, or existing contracts with carri-
ers and freight forwarders.

This is just the start

In September 2018, five shippers be-
came the first to save CO, emissions
through the scheme, when GoodFuels
Marine delivered sustainable marine bio-
fuels to one of Samskip’s container ves-
sels in Rotterdam.

This milestone demonstrated that
shippers do not have to be beholden to
fossil-based fuel norms. As biofuels are
‘drop-in” and compatible with fossil-based
‘fuel equivalents’, it does not matter how
much fuel is added to the tank, as there
is no detrimental effect to the engine. This
first refuelling collectively reduced the car-
bon footprint of the participating shippers
— Tony’s Chocolonely, Dopper, Blygold,
Magic Marine, and Mystic — by over 40t,
equivalent to removing 24 cars off UK’s
roads for an entire year.

. Enabling shippers to mitigate their carbon footprint with innovative bunker solutions

And this is just the start. By re-
maining flexible in its approach, this
model provides far greater scope
for immediate impact on a signifi-
cant scale, whilst having the same
net effect in realising shipping’s de-
carbonisation. What the success of
GoodShipping Program proves, is
that innovative models, when com-
bined with cutting-edge fuels, dem-
onstrate the potential to change the
shipping industry for the better to-
day — and not at some indeterminate
point in the blurry future.

As decarbonisation becomes
an even greater commercial pri-
ority for the industry, more lead-
ers from across the shipping sup-
ply chain will have to face a simple
concept: in a closed system any
CO, improvements are better than
none, and the green-means are
upon us with the advent of sustain-
able marine biofuels. ]

ER
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GoodShipping
Program

he Amsterdam-based GoodShipping

Program is the world's first global
marine initiative that aims to change
the fuel used in the marine market
space. It wants to help stimulate and
demonstrate the use of biofuels for as
long as it is the best option to make the
shipping industry more sustainable. The
Program’s ‘Board of Recommendation’
comprises selected experts in the field of
sustainability, shipping, and/or biofuels,
who we believe to have the power
and ability to influence the container
shipping industry. For more details
please click  www.goodshipping.org
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A guarantee against inefficiency

by Stefan Schneider

FUELSAVE, a German energy efficiency start-up, has launched a technology the company believes
is so groundbreaking that it is offering a contractual guarantee of a 10% reduction in a ship’s bunker
consumption. The company also says that the FS MARINE+ solution leads to a significant decrease
in nitrogen oxide (NO,) emissions as well as in filter smoke number (FSN) and engine’s air intake
manifold temperature. In other words, the engine is more efficient, cleaner, and runs smoother.

s n a nutshell, FS MARINE+ is a
patented, DNVL GL-approved
engine efficiency enhancement
system. It uses an on-board hy-

drogen synthgas generator to inject

a gas and liquid water/methanol

mixture into an engine’s combustion

chamber to improve efficiency.

The technology is up-to-date
ready to be used with 4-stroke en-
gines, running on heavy fuel oil (HFO)
or marine gas/diesel oil (MGO/MDO).
Further modifications will be made
in the near future to adjust FS MA-
RINE+ for 2-stroke engines as well
as those running on liquefied natural
gas (LNG; while the bunker gains for
gas-run engines will be around half
of those to be experienced with tra-
ditional diesels, hydrogen has been
shown to have the potential to reduce
the so-called methane slip, which,
depending on the time frame, is a
greenhouse gas 25-to-72 times’ more
potent than carbon dioxide).

So far, even though the test en-
gine operated one cylinder only, the
FS MARINE+ system was shown to
reduce fuel consumption by more
than 11%, NO, by up to 36%, and
FSN by 40%. The solution was also
shown to reduce the engine’s air in-
take manifold temperature by 50°C
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— without detriment to engine operation
and performance whatsoever.

Good, better

Efficiency gains were confirmed during
land-based tests carried out by FTVR, the
same independent test laboratory at the Uni-
versity of Rostock used by engine builders to
assess their products’ emission behaviour.
Next, similar results were achieved during
pilot trials on a 4-stroke engine mounted
on-board Annette, a 160 m-long heavy-lift
crane vessel of SAL Heavy Lift. During the
30-month 4,000+ in operations hour-long tri-
als, overseen and verified by the shipowner,
independent third-parties, authorities, and
engine service companies, the introduction
of the FUELSAVE enhancement resulted in
net fuel savings of more than 16%.

Carl Baguhn, a Hamburg-based engine
service company, also reported less en-
gine wear and tear; this was due to a clean-
er combustion, cleaner cylinder heads,
greater cylinder lubrication efficiency, and
substantially fewer carbon deposits, all of
which had a beneficial impact on engine
maintenance. Last but not least, FS MA-
RINE+ also extended the times between
lubricating oil changes from 500 to over
1,500 hours. Carsten Kérbelin, one of Carl
Baguhn'’s technicians, said in this regard, “It
is a matter of fact. We have been maintain-
ing the owner’s auxiliary engines for some

years. They run on MDO, have always been
well maintained and operated under normal
conditions. But since we installed the FU-
ELSAVE system, the engine has become
much cleaner. There is no visible soot and
engine running is much smoother, with re-
duced levels of noise and vibration. The
improvement is astonishing. This is some-
thing very special.” Janusz Rut, one of the
engineers working aboard Annette, added
to this, “From the vessel side the handling
and attendance of the plant was easy and
not bothersome. The service needful was
limited to the minimum. The big screen
gave an excellent view on all parameters.
Summarising the hydrogen plant which was
installed on Annette is worth consideration
as a future solution for an air pollution re-
duction giving the profit for the owner at the
same time. | am really pleased that | could
take part in that project.”

Universal, yet individual

FUELSAVE is not a one-size fits all so-
lution but gets configured individually ac-
cording to the specific requirements in or-
der to achieve the best trade-off between
efficiency enhancement and emissions re-
duction. However, any vessel can be retro-
fitted with the technology. It allows opera-
tors of older tonnage to achieve IMO Tier
| and Tier Il compliance and can be used
with IMO Tier Il engines for even greater
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PROVEN BENEFITS :

1 — REDUCED FUEL CONSUMPTION

— p—
vero 11.8% II.INWERSITTEIF REISTICIEK [FVTR) \
[nan-optimized, 1 cylinder test setup)
o1 25% REALTESTS IN HAMBURG / VENEDIG \
4 [Gross 25% — ca. 10 16% net|

3 — REDUCED ENGINE WEAR & TEAR

o+ 509% LESS WEAR B TEAR / MAINTENANCE
|verified by 3rd party

J

fuel efficiencies (this is because the emis-
sions are controlled through the exhaust
after-treatment system of a Tier Il compli-
ant vessel). No special training is required
to run this completely autonomous system.

During the latest SMM trade fair that
took place this fall in Hamburg, the compa-
ny presented a containerised version of FS
MARINE+. This setup features an all-in-one
module that can be loaded on/off a ship,
meaning that the system can be deployed
without extensive preparations, thus cutting
the installation costs down to the minimum
handling required. This also gives the ship-
owner the flexibility to swap FS MARINE+
between different ships in virtually no time,
e.g., when avessel needs to go to a dry dock.

In addition, FS MARINE+ can be com-
bined with other emission abatement tech-
nologies, such as scrubbers, which is cru-
cial in the light of the 0.5% sulphur cap that
will enter into force as of 2020. On the one
hand, anyone not able to install a scrub-
ber before this deadline will have to bunker
more expensive low-sulphur fuel to comply
with the more stringent rules. On the other
hand, though, those who will make it before
1 January 2020 will face higher fuel costs,
as a scrubber system requires extra en-
ergy to run. The mutual benefit of having a
FS MARINE+ and a scrubber is, therefore,
lower fuel consumption of a cheaper bunker
(HFO). “When a scrubber is used in concert

o 33% iI_ESSILUBF_ t:_l[L COSTS
[verified by 3rd party

8-15%
vero 40%

| 30-80%

2 — REDUCED EMISSIONS M0 tier | & IMO tier Il compliant

CARBON DIOXIDE [CO*) EMISSIONS
[depending on engine Inad)

FILTER SMOKE NUMBER [FSN) & PM & BC
[depending on engine load)

NITRDGEN OXIDE (NOx] EMISSIDNS
|depending on configuration |

]
&

with FS MARINE+, higher fuel efficiencies
can be achieved since the scrubber has
less work to do, which equates directly to a
greater reduction in fuel consumption. With
a scrubber working with our process, we
found shipowners can reduce the amortiza-
tion rate for the scrubber which, currently
does not provide a great return on invest-
ment,” Marc Sima, Co-Founder and Presi-
dent, FUELSAVE, highlighted.

Carl Baguhn)

CASTROL)

The industry standard

“Since 2008 shipping has been in a
crisis and we decided to commercialize
our cleantech and efficiency enhance-
ment technology. While sending goods
by sea is a backbone of global trade and
economy, it is also a major source of pol-
luting emissions. With FS MARINE+ we
want to hit two birds with one stone — save
shipping fuel costs and make it more eco-
friendly,” Sima stated.

FUELSAVE has been successfully im-
plementing energy efficiency solutions for
overland transports for the past four years.
FUELSAVE has already been approached
by shipyards and engine manufacturers
interested in the technology and incorpo-
rating the FS MARINE+ solution in their
engines, as a competitive edge over their
competitors’ products.

But it’s not only about gaining the up-
per economic hand. We'’re only a blink of

4 — NOHARM TO THE OPERATING ENGINE

UNIVERSITY OF ROSTOCK (FVTR)
Mo harm observed on the operating engine

DNV GL / CARL BAGUHN HAMBURG
Two inspections >excellent results [I-:-r-q snot / less vibrations, etc. |

an eye away from the 0.5% sulphur
cap. To meet the post-2020 require-
ments, FUELSAVE advocates the
continued use of HFO/MDO/MGO in
combination with a scrubber-FS MA-
RINE+ mix.

All in all, FUELSAVE is confident
that FS MARINE+ will deliver tan-
gible economic and environmental
benefits from day one, as well as
have a ROI of three years only (within
a five-year-long warranty, support,
and maintenance period). “We aim
to establish FS MARINE+ as the in-
dustry standard for fuel efficiency
across the maritime industry,” Sima
summed up confidently. ]

n
FUELSAVE

ounded in 2012, the German start-up,

headquartered in  Walldorf, is
committed to enhancing fuel efficiency
and reducing engine emissions in
an innovative and environmentally-
sustainable way for a variety of industries
and applications thanks to its patented
systems, alldesigned in accordance with
thecompany’smotto, "Save Energy, Save
Money, Save the Planet.” For more info
please go to www.fuelsave-global.com
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CRIST shipyard confirms:
“innovation distinguishes
between a leader and a follower.”

by Przemystaw Optocki

Gdynia’s shipyard CRIST is a well-established and experienced company specializing in shipbuilding,
offshore constructions, steel structures, and sea and civil engineering. We’re talking with Karolina
Parkitna, Head of Administration Department, CRIST S.A., about the company’s ongoing projects,
advanced international collaboration as well as the current challenges of the labour market.

arolina  Parkitna, Head of

Administration
CRIST S A

Department,
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m CRIST S.A. is a 29 year-long tradition, a

company well-respected in Poland and
abroad, which was so well illustrated by
a recent award for one of the best Polish
exporters to France. Since its inception,
CRIST has been involved in over 300 pro-
jects including the latest NB 70 (hybrid ro-
pax ferry), P 310 Elektra, and NB S.C. 75/1
and 75/2 (last two for transporting live fish).

On the European as well as the global
market we were known for producing
large jack-ups (Thor, Innovation, Vidar)
for the offshore sector. The market has
changed recently; therefore we modi-
fied our production profile and concen-
trated on building other units. Using
our offshore experience we were able
to make a jack-up for the construction
of an overpass around the Reunion
Island (French: Zourite, or “Octopus”
in Creole). We've also entered the hy-
brid-ferry market, an example of which
is Elektra, built for Finferries. We are
especially proud of that unit because
it won one of the 2018 Marine Propul-
sion Awards (“Ship of the Year”) in a
contest organized by the prestigious

magazine Marine Propulsion & Auxilia-
ry Machinery. What'’s interesting about
Elektra is that it uses only electric en-
gines that are charged during pas-
senger boarding and disembarking;
the installed diesel engines are only
resorted to in case of emergency. In
addition, we are currently building an-
other hybrid ferry for Iceland (NB 70),
which will be turned over to the client
around the spring of 2019. In the sum-
mer of 2019, on the other hand, we’ll
finalize another live fish carrier-type
unit — NB S.C. 75/2 for the Norwegian
shipowner Arctic Group.

Fruitful cooperation with international part-
ners, such as the Ulstein, Meyer Werft, or
Chantiers de I'Atlantique shipyards, result-
ed in many multinational projects in which
CRIST took part.

We're teaming up with the Norwegian
shipyard Ulstein in the construction
of hulls, i.a., in a vessel servicing wind
farms (NB 313), a ship for the National
Geographic (an expedition-type ship for
researchers and tourists), or the world’s
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largest hybrid ferry (NB 311). We're
happy to be involved in building such
large and innovative vessels. Another
segment of our production includes
partially equipped blocks and sections
for cruise ships, which we’re produc-
ing for a French shipyard Chantiers
de I'Atlantique (formerly STX France).
Recently, we’ve begun collaborating
with another large-scale partner, ship-
yard Meyer Werft. We're also open to a
broader variety of projects, such as the
floating dock Marco Polo (NB 56) uti-
lized to construct caissons as a founda-
tion of the new embankment in Monaco,
in addition to the previously mentioned
ferries for Finns and Icelanders.

How, in the recent years as well as pres-
ently, have you built relationships with the
European players in the shipyard industry,
and has that translated into an increase in
orders compared to previous years?

It's a very dynamic market. Just eight-
ten years ago, the large passenger-
ship building industry was very differ-
ent. Due to the ageing of the current
fleet, there’s a dynamic exchange of
the older vessels for the latest models
taking place among the cruise ship
companies like the Royal Caribbean.
They need modern, ecologically com-
pliant, comfortable ships. There are
only a handful of shipyards across
the world that are capable of produc-
ing such large vessels, among them,
Chantiers de I’Atlantique in France and
Meyer Werft in Germany. We’re mind-
ful of the fact that their order-portfolio
reaches as far forward as 2025 or even
2028. This is an opportunity for the
smaller shipyards to take part in these
types of advanced projects.

If we’re talking about projects currently in
progress, are there any others that are es-
pecially important to you?

Norwegian orders are a big bulk of our
projects. That’s a niche market that re-
volves around oil extraction and fisher-
ies. In the case of offshore market stag-
nation, many of the units that we have
been building for the Norwegian clients
are fishing ships and vessels to carry
live fish. In this context, it’s worth men-
tioning our already finished live fish
carrier NB S.C 75/1 and its twin NB S.C.
75/2, which we’re working on right now
and will be commissioned this summer,

both for Norway. In the framework of
the previously mentioned floating dock
for Monaco, it's possible that more
similar constructions will be produced
in our shipyard. We can’t be certain that
these types of unique projects won’t be
something we’ll be doing in the future.
It’s crucial for us to find a balance be-
tween what we can do production-wise
and the number and size of orders.

Regarding the labour issue, presently you
have around 1,300 people involved in the re-
alization of your current orders (not includ-
ing contractors). At this time, what are your
needs when it comes to the labour force?

At present, we need around 300-400
more workers. We’'d prefer to have as
many employees as possible to be
directly affiliated with our company.

Direct working relationship trans-
lates into better relations within
the company, greater interper-
sonal integration, and stronger
worker identification with our
shipyard. When subcontracting,
we don’'t have a direct influence
on workers who are involved
in the production process. We
would like to increase our own
workforce, which requires a good
understanding of the job market
in Poland as well as abroad.

What’s the situation in the labour
market?

What we’re dealing with right now
is a worker's market. According
to the labour departments that
we’re in communication with, the
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number of registered unemployed
is very low at this time. There
aren’t very many well-qualified job
seekers. Of course, we try to at-
tract employees in various ways.
We're also looking for people
with no experience to train them,
knowing that the market is lack-
ing in specialized workers. We
put emphasis on the recruitment
of qualified blue collar workers
because engineering positions
don’t have a high turnover and we
don’t experience comparable def-
icits in that sector. Unfortunately,
school reforms from a few years
back have adversely affected the
status of vocational schools, the
consequences of which we still
feel in the labour market. In order
to counteract this trend, however,
we maintain a strong cooperative
relationship with technical and
vocational schools as well as uni-
versities. This year we want to en-
gage in projects that raise aware-
ness among students and their
parents. Until now, young people
could visit our shipyard with their
teachers. We want to continue this
programme, adding at the same
time other elements such as lec-
tures in schools, active participa-
tion in open houses, and we're
also considering the possibility
of introducing new internship pro-
grammes for the best students.

Given the problems in the Polish la-
bour market, do you find it necessary
to hire workers from abroad?

Yes, very much so. The present
labour market dictates a flexible
and open approach. Our compa-
ny, as well as those who collabo-
rate with us, work with people
from other countries.

What are the pros and cons of working
with subcontractors, especially in the
light of your negative experience with
one who employed North Korean na-
tionals who weren’t properly author-
ized to work in Poland?

This situation was a difficult one
for us. In recent years, CRIST col-
laborated with many entities both
on the Polish and the international
market. Armex, a company which
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was one of our local subcontractors,
employed some North Korean workers.
According to provided documents, the
employees were legally in Poland and
received an official work permit ob-
tained from the Voivodeship office. Af-
ter receiving information about possible
irregularities relating to the employment
of the North Korean nationals, in July
2016 we ceased our partnership with
Armex, concerned about maintaining
our high employment standards. We
trusted the Polish employment control
system and Armex, and even though
the actual employer of the mentioned
workers was Armex, the entire me-
dia odium and outrage fell on us. The
control of legal status and employment
rested on us instead of the government.
Regardless, we approached the whole
situation as a lesson that propelled us
to improve our internal procedures in
CRIST. Informed by this experience, we
acted on an invitation from the Ministry
of Investment and Economic Develop-
ment to participate in a workgroup deal-
ing with employer-employee relations.
We'’re actively involved with a team
working on developing a comprehen-
sive guide for entrepreneurs. We're par-
ticipating in the workgroup because we
believe such a guide is an essential tool
for businesses operating in the current
market in situations where employing
workers from other countries is nec-
essary. It's important to learn how to
identify risks associated with this type
of relationship. Collaboration with sub-
contractors, especially those who em-
ploy foreign workers, might come with
many hazards, such as whether the job
is performed legally or if the employ-
ment and residence permits haven’t
been taken away from the worker. For
this purpose, we carry out audits verify-
ing the status and working conditions of
employees on behalf of our subcontrac-
tors. We check, among others, work-
place standards and employment le-
gality. This, of course, isn’t an easy task
and requires a lot of work and certain
procedural changes. We have created
special anti-discrimination and employ-
ment legality procedures, thanks to
which we can verify that workers em-
ployed by our subcontractors, via any
type of contract, are legal residents with
proper and valid residence permits.

How does CRIST get involved in the
community?

We made a decision to get involved
with various social projects and chari-
table organizations. Some examples
include our collaboration with different
schools, our involvement with the Dutk-
iewicz Hospice (Hospicjum im. Dutkie-
wicza) in Gdansk, our support of Can-
cer Fighting Academy (Akademia Walki
z Rakiem) and initiatives for young peo-
ple such as Odyssey of the Young
Minds (Odyseja Miodych Umystow).
We were also the sponsor of the Arka
Cup — a small local football tournament
organized by the Arka Gdynia Club. As
part of the Tri-City community, we have
decided to partake in these types of
initiatives. They don’t have to be events
related to our industry; we get involved
because our location is very important
to us. After all, we're all a part of this
Tri-City “courtyard” — so to speak. Re-
turning to the shipbuilding industry, we
would like to more actively carry on a
dialogue with actors involved in our
industry. When it comes to external
communication, we try to maintain an
on-going dialogue with entities in the
global market as well as stay in contact
with international media to keep them
updated on our activities. We have also
set up a YouTube channel which show-
cases our shipyard.

From the perspective of CRIST, what are
the biggest challenges for the shipbuilding
industry in the context of ecology?

Of course we are actively trying to
implement all current environmental
guidelines. Environmental policy, which
we have implemented, is a requirement
set by the International Organization for
Standardization. The policy is at times
difficult to integrate, but we collaborate
with companies that help us resolve all
the problems related to identification
and reduction of environmental threats,
and limit and report them, among oth-
ers. We operate in full compliance
with the law as well as the dynamically
changing guidelines. We set realistic
goals and try to implement them year
by year. It's also important to remem-
ber that ecology is not just about pro-
cedures and waste management. In our
case, it has a more direct aspect to it as
well, i.a., caring for homeless cats that
live in our shipyard. In this context, we're
seeking to establish collaboration with
the Kotangens foundation, which is an
animal rights organization.
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A never-ending story

by Przemystaw Myszka

The past year brought another cargo handling record for the Port of Gdynia, including a double-digit
increase in container turnover, enhancing its position as one of the Baltic Sea region’s prime universal
seaports. That said, this success, paradoxically, brings about major concerns. Gdynia’s firing on all
cylinders already today and hungers after land to accommodate the future growth. We’re talking with
the Vice-President of the Gdynia Port Authority’s Managing Board, Grzegorz Dyrmo, about both the
freight and passenger results from 2018, what'’s the outlook for this year and beyond, setting up a new
ferryterminal and the so-called Outer Port, as well as about hinterland connectivity and digitalisation.

m  How has the past year turned out to be for time being, cruise ships will continue

the port — in terms of freight turnover, pas-
senger traffic, and economic performance?
What’s the outlook for 2019?

The past year brought another all-
time high in cargo traffic, up by 10.7%
on the result from 2017 to a total of
23.5mt, a figure we initially forecasted
in our master plan to hit in 2020. Al-
though the Port of Gdynia is now a one
big construction site with numerous
investments being rolled out through
its quays, which may to some degree
interfere with freight handling opera-
tions, we hope 2019 will end as posi-
tively as the past year did, if not better.
The same holds true for passenger
traffic, both ferry (over 680k) and
cruise. Regarding the latter, with over
100k guests, we have experienced
over 15% growth in 2018. The number
of cruise calls remained more or less
on the same level as previously, mean-
ing that the lines started to send bigger
cruisers to us. Again, we’re hoping to
do as well this year as we did in 2018.
However, we can expect a pleasant
cruise-surprise here and there, which
will only add to the end result. For the

to be served at the French Quay. At the
same time, though, we’re looking into
if the English Quay, currently housing
the facilities of Dalmor (in the past a
shipowner specialised in sea fishing,
today a property developer), can be
rearranged in such a way to accom-
modate cruise vessels, too.

As far as the ferry traffic is concerned,
we've just signed the agreement cov-
ering the set up of a completely new
ferry terminal, a project worth some
€48m. The new facility, designed in ac-
cordance with Gdynia’s unique mod-
ernism architecture and located just
next to the port entrance, will make
it possible to handle larger ships, up
to 240 m-long, and a growing num-
ber of ferry passengers. In result,
the widely-acclaimed Stena Line’s
Gdynia-Karlskrona route, a Motorways
of the Sea project, will get new growth
opportunities, but we’re also hoping
to attract at least one other ferry op-
erator who'll connect our port with
another destination, not necessarily
a Swedish one. The new terminal will
also be an intermodal-friendly facility
in order to directly rail-ship the in- and
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outgoing trucks and trailers.
Lastly, the port’s balance sheets.
Despite the fact that our port is
smaller than Gdansk or Szczecin-
Swinoujécie and that we handle
less cargo, the premises we take
care of are short of being utilised
to their full potential by a few per-
cent only. From the perspective
of a landlord — and our port was
the first in Poland to fully privatise
its port operations several years
ago - everything which was pos-
sible to be leased out, has been.
Moreover, the space in the high
storage warehouses we’re set-
ting up on the lands we recently
acquired have already been
rented, though the facilities aren’t
finished yet. It only shows how
the port industry seeks for addi-
tional space to work on, as more
and more clients want to benefit
from Port of Gdynia advantages.
As such, it comes without sur-
prise that a single euro invested
in the Port of Gdynia returns four
times’ more than in the case of
our competitors.

Gdynia is an in-city port, with not
much room left on the landside to ma-
noeuvre. As such, the port authority is
gearing towards setting up the Outer
Port.

Indeed, we’ve found ourselves in
a particularly challenging posi-
tion. No matter how investment-
savvy one might be, the invest-
ments are limited to an area that
won’t stretch like rubber. Already
now, on average, some 70-75% of
the terminals’ capacity is utilised,
which means that they’re starting
to run short out of breath.

As such, the 180 ha-big Outer
Port is to be up and running by
2026. In its entirety, it'll be fo-
cused on container traffic, dou-
bling the port’s annual capac-
ity to 4.0m TEUs. While already
today ocean-going container
vessels call to Gdynia, we want
to approach the lines with tailor-
made infrastructure thanks to
which they’ll establish direct and
regular services which will make
Gdynia part of the global deep-
sea shipping network. The ter-
minal’s quay wall will offer four
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16 m-deep berthing stations and ves-
sels up to 480 m in length and 72 m
in width, respectively, with capacities
way beyond today’s 20k+ TEUs, will
have the possibility to call to the Outer
Port. Truth be told, only the 15.4 m-
deep Danish straits will put a limitation
on the shipping lines coming with their
largest vessels to Gdynia. That said,
there’re talks taking place in the port
and shipping industry about adjusting
the entrance channel to the Baltic as
well. Remember, investments such as
ours are crafted to stay in the game
for decades following their commis-
sioning, and we all know too well how
container vessels have grown over the
past several years.

In addition, we plan to make the space
for aterminal handling liquefied natural
gas (LNG). Not only is there a growing
number of gas-run vessels, including
large container carriers, but there’re
numerous Baltic-wide examples of
industries turning to LNG. Gdynia’s
power plant, for instance, will have to
shift onto a cleaner source of energy in
the near future, and natural gas seems
to be the most viable option.

It’ll be a big move forward for our port
and one that fits squarely into what'’s
happening in other harbours. For in-
stance, Rotterdam had to erect the
Maasvlakte I, nearby Gdansk, both the
Port Authority and the Deepwater Con-
tainer Terminal Gdansk, or Klaip da
also need to reach out towards the
sea if they want to grow further. The
tricky part is to design the whole thing
so that the new part won’t cannibalise
to “old” one, so to speak. Our analysis
shows two things in this regard. First,

because of all the investments we're
currently carrying out in the existing/
inner part, it'll remain competitive
post-2027. Second, by 2045 Polish
Ports will have to handle approximate-
ly 10m TEUs/year — the amount the
entire Baltic Sea region takes care of
today — so there’ll be plenty of boxes in
need of attention for our ports as well
as in the ocean and feeder/short sea
traffic. More cargo coming to Poland in
seaborne containers will translate into
bigger income for the country’s budg-
et. In this context, the Outer Port will
generate some PLN3.0b of additional
revenues, equivalent to around 1.0%
of the GDP.

In case of need, the inner parts of the
port could find new affordances. In
this regard, we’re investigating the po-
tential to meet the demand of the off-
shore wind industry. Our terminals al-
ready have the experience in handling
of oversized cargoes, coming to and
from the port on-board vessels and
with the use of trains or trucks, so we
can go full scale if the winds become
favourable. As they say, flexibility is
king in logistics.

We’re working our fingers to the bone
with the Outer Port. The design is
ready, and the environmental impact
assessment is halfway completed.
Meanwhile, we’ve done our economic
and cargo traffic forecast homework
along with other paperwork, includ-
ing that on the rail and road acces-
sibility, that’s legally required for ex-
ecuting such a mega project. We're
also discussing the lease agreements
with potential operators, who, on
their side, will decide on what kind of



superstructure to invest in — whether
it’ll be a container terminal manned by
people, or a semi- or fully-automatic
setup. The last option doesn’t mean
that the Outer Port won’t generate any
new jobs; on the contrary, we foresee
that 400-700 direct and some 7,000 in-
direct positions will be created.
Wrapping up, in about three-to-four
years, the port’s inner part will be com-
pletely modernised. After a few addi-
tional years, the Outer Port will join.
What’s more, there’re plans to start
shipping cargo along the Polish inland
waterways, so maybe container barg-
es will become a fixed feature of our
cargo traffic as well. All in all, Gdynia
will remain a universal port, not fo-
cused on one particular commodity
but taking care of various goods, be
they dry or liquid bulk, unitised freight,
or break-bulk, serving the ferry and
cruise traffic for good measure. Devel-
oping a port is a never-ending story.

Some say a port is as good as its hinterland
connections. While the Port Authority and
terminal operators can put in place the best
roads and railways, their decision-making
power in this field ends at the entrance gate.
What is then the current road-rail state of
affairs in Gdynia and what will change in the
future?

Though it’s true the Port Authority
cannot build the access infrastructure
outside its premises, it can engage
in lobbying city-, Voivodeship-, and
central government-wise. It all boils

down to reaching the right people and
in the right way with what’s otherwise
a straightforward message — a port
needs quality hinterland access in or-
der to properly operate. As such, we're
striving to convince the government to
include the so-called Red Road in the
amendment to the country’s maritime
legislation as a necessary part of the
port’s hinterland access — and it’s very
likely it’ll happen. In short, without this
bypass, Gdynia will be jammed, seri-
ously undercutting the capacities to
move trucks to and from the port. First
works on the Red Road should kick
off next year, and we’re keeping our
fingers crossed for this project to be
ready way ahead of the Outer Port.
Next, the set up of the so-called Lo-
gistics Valley, a co-op between eight
municipalities, will add capacity to bet-
ter manage the flow of trucks by, e.g.,
eliminating the need to park the lorries
in Gdynia only. Digitalisation will add
its two pennies-worth as well. Truckers
will be notified where and when they
can arrive at the port, thus sparing
them the rush-to-queue fever.

On the rail side, the situation is notice-
ably better. Poland’s railway infrastruc-
ture manager is already executing a
number of projects or will do so soon,
thanks to which more goods will be
brought in or leave the port on-board
trains. Out of these, the two most im-
portant are adding a third rail track to
the line that goes through the Tri-City
area of Gdynia, Sopot, and Gdansk,
and restoring for freight traffic the

historical Coal Thoroughfare,
which is Line 21, that altogether
omits the two neighbouring cit-
ies. By 2027, we want at least 40%
of the port’s cargo traffic to be
rail-borne, up from today’s 25%.
We're certain that we’ll reach this
target or may even overshoot it if
only our own and the manager’s
projects are commissioned in
due time.

How is the port tapping into the digital
revolution?

Apart from the app we're devel-
oping together with the Poznan-
based Institute of Logistics and
Warehousing (ILiM) to streamline
the flow of trucks, we’ve already
put to the test other digital tools,
including a notification solution
for cargo trains, which now can
arrive at the port on time. Next,
there’s an RTK GPS-based ship
manoeuvring system to make the
piloting operations more precise,
efficient, and safer. We think it’s
fair to say that the safety of ship
operations in the Port of Gdynia
is second to none.

Technology also comes in handy
in nurturing our ties with the lo-
cal community as well as the
environment. Cargo handling
operations can be at times quite
intrusive. For instance, citizens
were complaining about coal
dusting last year. We took these
remarks to heart and reacted ac-
cordingly. The Maritime Bulk Ter-
minal Gdynia invested in several
solutions. Among many, there is
a liquid cellulose mobile spraying
system which keeps the coal dust
from being lifted by the wind or
a truck cleaning platform, so the
specks aren’t carried outside the
terminal. The company will also
put in place, in the near future,
a covered conveyor belt, that'll
be additionally equipped with a
spraying system and use bigger
crane clamshell buckets — all in
order to minimise the dusting.
Lastly, we monitor the air quality,
and the algorithms we use can
predict how it’ll change due to
weather forecasts and ship traf-
fic. The monitoring results are
freely available on the Internet.
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What do tires have to do with ports?
Continental knows the answer

Ever bigger, ever faster
— ever smarter, ever safer

by Otto Walter

In a globalized world, ports remain the heart and centre of world trade and international logistic
chains. However, in times of constant change, the future of ports is shaped by global changes and
challenges. The technology company Continental has derived five major trends for the future of ports:
speed, sustainability, smartness safety, and, above all, scale.

Head of
Europe/

julian

Marketing
Middle Eas/Africa (Business Unit
Industrial Tires)

Alexander,
& Sales

Continental  will exhibit their
portfolio of tires and solutions
under the theme ‘Every move you
make’ at this year’s TOC Europe at
Ahoy Rotterdam, Hall 1, booth D72.
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‘ ‘ Size matters - also in the worldwide
sea transport,” Julian Alexander,
Product Line Manager Material Han-
dling at Continental Commercial Spe-

cialty Tires, makes it clear. In 2017 alone, the
Port of Rotterdam, where TOC Europe 2019
takes place, saw a strong growth in con-
tainer throughput of 12.3% (in tonnes) and
10.9% (in million TEUs) leading to a total
cargo throughput rise of 1.3% from 461mt
to 467mt. “This is why, operations in ports
get more and more diverse and complex.
Loads become even heavier and bigger
and, in most cases, they have to be handled
within the existing terminal infrastructure
at the same time,” Alexander underlines.
A mammoth task that calls for two major
subtasks: loading and carrying loads over
longer distances and picking and stacking
them to great heights. “But whatever move
you make in a port —in the end they all have
to fit together like a puzzle,” he says.

Intelligent tires for smart & safe port
operations

Continental offers a comprehensive
range of tires for both pick and stack applica-
tions and load and carry applications. Since
2013, V.ply tires for pick and stack applica-
tions have been ensuring high stability and

a good wear performance. “And with our
port plus compound launched last year, we
are taking this wear performance to the next
level — and doing good for the environment,
too. Cause less wear equals a cleaner and
eco-friendlier port,” Alexander points out.

New is that Continental will be launching
an additional radial tire portfolio for load and
carry applications in 2019. “Where vehicles
carry heavy loads over longer distances at
higher speed, tires have to withstand an
enormous heat development — a radial con-
struction is the perfect fit here,” Alexander
explains. As such, all Continental radial tires
will come with pre-installed tire sensor that
measure tire temperature and air pressure.
The data can be visualized with handheld
tool or display in the driver’s cabin, or on the
web portal ContiConnect if the need arises
to monitor an entire fleet.

“With our intelligent tires, we integrate
tires in the port infrastructure, contribute to
smooth operations free of downtimes and
— of course — increase the safety. Knowing
the “health” of the tires can also help to
avoid accidents — and keep dockworkers
safe and healthy,” Alexander concludes.

For more information, please visit:
www.continental-corporation.com/en/
press/fairs-events ]
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THE FIRST, ONE AND ONLY
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Quick transit time
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Onward connections using worldwide
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logistics netwaork
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Breakbulk Europe 2019
21-23 May 2018
DE/Bremen

The event will be attended by approx. 400 exhibitors and sponsors, and will be a possibility to not
only see the latest products and services, but also learn new skills in the educational workshops,
micro-seminars, and exhibitor-led sessions.

ESPO Conference
23-24 May 2019
[T/Livorno

The theme of this 16" edition of the ESPO conference is “Europe’s ports in a new world”. The
world is undergoing revolutionary changes. Climate change, digitalisation, geopolitical crises and
looming trade wars, automation and increased citizens’ engagement are among the main game
changers. Imagine discussing the new world and its impact on ports in a beautiful 19" century
theatre and, for the Conference Dinner, enjoying the Livornese cuisine with the other delegates in
an old medieval Fortress in the middle of the port for the official Conference Dinner.

LNG Conference 2019
27-28 May 2019
SE/Gothenburg

The premier LNG event gathering the top movers and shakers of this rapidly developing industry. It is
here where business meets opportunity — expert speakers, engaged audience and an environment
enabling a hands-on experience. The event will put a special focus on the Baltic Sea Region, while at
the same time keeping an eye on the main developments in Europe and the rest of the world.

The Posidonia
SEATOURISM
FORUM

2113 ATHENS - SREECE

Posidonia Sea Tourism
Forum 2019

28-29 May 2019
GR/Athens

The Posidonia Sea Tourism Forum is a biennial international Conference and Exhibition that
addresses the hottest issues of sea tourism in the East Med region. With the active involvement of
CLIA Europe, MedCruise and cruise lines operating in the Mediterranean, the Posidonia Sea Tourism
Forum has become the most important business platform for stakeholders in the East Med.

CruiseConnect Europe
Summit

29-30 May 2019
ES/Barcelona

Building on years of experience in bringing together crewing professionals across the CrewConnect
series, CruiseConnect Europe Summit, designed as a counterweight to the typical large expo-type
events, will focus on the specific challenges facing the cruise industry and cover aspects such
as building a talent pipeline, multi-cultural training, technology, delivery of customer service in a
culture of safety on board, and plenty more.

ITS European Congress
3-6 June 2019
NE/Eindhoven

The ITS European Congress, organised by ERTICO — ITS Europe, is the largest event entirely
dedicated to smart mobility and digitalisation of transport. The event will be built around three
pillars: international programme sessions and presentations with top speakers from the industry;
demonstrations of the current transport technologies developed and deployed throughout the
world; and exhibition of cutting-edge companies.
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transport logistic
4-7 June 2019
DE/Miinchen

This trade fair has established itself as a 100% transport & logistics showcase, presenting in
one place the entire value chain as well as major international market players. Transport logistic
combines innovative products, technologies, and systems with pooled expertise and a strong
sales focus.

Nor-
Shipping

Nor-Shipping Conference

04-07 June 2019
NO/0Oslo

Nor-Shipping is at the centre of the oceans. This is where the maritime and ocean industries
meet every two years — a natural hub for key decision makers from across the world to connect,
collaborate and do deals to unlock new business opportunity. This is your arena for ocean
solutions.

Ports Gonference

2013 S 51
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Lmtwern, Beigum

European Environmental
Ports Conference 2019
12-13 June 2019
BE/Antwerp

June 2019 will mark the arrival ACI’s third European Environmental Ports Conference. The event will
bring together senior representatives from the global port community and shipping companies, as
well as environmental policy-makers, academic experts, consultants, and technology providers,
to tackle the most pressing topics of the maritime industry.

We invite you to cooperate with us! If you wish to comment on any key port issue, share your feedback or have information for us,
do not hesitate to contact us at: editorial@baltic-press.com, +48 58 627 2320/ 2321.
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Experience the progress.

Mobhile Harbour Crane

e Manoeuvrability and versatility — for all areas of application in the harbour

e 360° mobility — absolute outstanding in the MHC market

e Stepless hydrostatic power transmission for smooth and sensitive operation
e Extensive range with load capacities of 42 tonnes to 308 tonnes

e Proven Liebherr quality and full support for our products and services

mobile.harbour.crane@liebherr.com
facebook.com/LiebherrMaritime
www.liebherr.com



1,130+ services
1,150+ terminals

EUROPEAN
TRANSPORT
MAPS

EUROPE:

all over the ro-ro & ferry,
container, and rail maps

www.europeantransportmaps.com &%
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